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J. Abstract

In October 2000, after a 3-year evaluation process, NIST announced its decision to propose the Belgian
algorithm Rijndael for the AES. In this paper, we discuss some of the work that has been done on Rijndael since
its selection as the AES. We also outline briefly the design of a related cipher, called Anubis, and compare both
designs.
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1 Introduction

In October 2000, after a 3-year evaluation process, NIST announced its decision to propose the Belgian
algorithm Rijndael for the AES. In this paper, we discuss some of the work that has been done on Rijndael since
its selection as the AES. The contributions can be divided into three groups. The first group consists of studies
regarding implementations with improved performance. The second group consists of the study of the
algorithm’s resistance against newly developed cryptanalytic attacks. Lastly, we discuss some proposed changes
to the algorithm, that we incorporated in the new block cipher ‘Anubis’, which was submitted to the NESSIE
evaluation process. This paper doesn’t contain a description of Rijndael. For a full specification, we refer the
reader to [DR02a].

The paper is organized as follows. Section 2 treats the improvements in performance, both of software and
dedicated hardware implementations. Section 3 discusses key length and Section 4 gives an overview of the most
important cryptanalysis performed on Rijndael. In Section 5 we briefly discuss some techniques to protect
against side channel attacks. The design of Anubis is summarized in Section 6.

2 Performance improvements
2.1 Software

Since the adoption of Rijndael as AES, many people have been implementing it in their favourite programming
languages. In this section, we briefly mention two of the fastest software implementations available for a PC
platform. The performance is shown in Table 1.

The implementation of B. Gladman is freely available from [Gla]. The implementation of H. Lipmaa is for sale.
The implementations fix both the block length and the key length of Rijndael to 128 bits.

Author CPU cycles/input block Performance
B. Gladman 280 57 Mbytes/sec
H. Lipmaa 229 70 Mbytes/sec
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Table 1: Performance of two hand-optimised software implementations of Rijndael. The figures given are
for a 1GHz Pentium IV PC.

2.2 Hardware

The main challenge for compact or high-speed hardware implementations of Rijndael seems to be the
efficient implementation of the S-box. The S-box is a nonlinear function with 8 input bits and 8 output
bits. Commercially available optimisers are incapable of finding the optimal circuit fully automatically.
For compact implementations, the S-box can’t be implemented as a 256-byte table: instead a dedicated
logical circuit has to be designed. In order to achieve maximal performance, 16 instances of the S-box
have to be hardwired (neglecting the key schedule). Since 16 256-byte tables would occupy too much
area, also here a dedicated logical circuit is required.

The S-box is defined as the inversion map in the finite field GF(256), followed by an affine transformation:
Slz] = f(a™). (1)

Different representations for the field elements can be adopted. It is well known that the representation
of the field elements influences the complexity of the inversion map I(x) = x~! over the field. In [Rij00],
we described how a change of representation could decrease the gate complexity of a combinatorial
implementation of I(z). This technique has been worked out in [WOL02, SMTMO1].

In these implementations, I(z) is replaced by three operations:

I(z) = ¢~" (i[p()]) - (2)

The change of representation is denoted by ¢(x), and the more efficiently implementable inversion map is
denoted by i(z). The maps ¢ and ¢! have to be repeated in every round. Although the implementation
of =1 can be combined with the implementation of the affine map f(z), there is still a considerable
amount of overhead involved. In [SMTMO1], a performance of 2.6 Gb/s is reported. This performance is
obtained using 224 kgates and with a clock frequency of 224 MHz.

The authors of [RDJT01] propose to do the change of field element representation only once, at the
beginning of the cipher. Subsequently, all steps of the cipher are redefined to work with the new rep-
resentation. At the end of the encryption, the data is transformed back to the original representation.
This eliminates the overhead in every round. The authors report a performance of 7.5 Gb/s for a clock
frequency of 32 MHz. The circuit uses 256 kgates.

3 Key length and exhaustive key search

Exhaustive key search is the basic technique of trying all key values one by one until the correct key is
found. To identify the correct key it is sufficient to know a small amount of plaintext and its corresponding
ciphertext. If the plaintext has some known form of redundancy, such as consisting of ASCII coded text,
a small amount of ciphertext is sufficient. When a key is used for authentication, the knowledge of
the MACs corresponding to few known messages is required. Exhaustive key search can in principle be
mounted on any cipher. Its expected workload however is of the order 2¥ executions of the block cipher if
k is the length of the key. This makes exhaustive key search prohibitively expensive when the key length
is large enough.

When DES was designed in the seventies, its key length of 56 bits was considered secure against exhaus-
tive key search without a vast financial investment in hardware. However, advances in technology and
computing performance have changed this and nowadays, exhaustive key search for keys of 56 bits has
become practical. The current rate of increase in computing power is such that an 80-bit key should
offer an acceptable level of security for another 10 or 15 years [LV01]. By 2020, an 80-bit key will be
as vulnerable to exhaustive search as a 64-bit key is today, assuming a halved cost of processing power
every 18 months. If we do a simple extrapolation, the shortest key length of AES, 128 bits, will become
vulnerable only by the end of this century.

4 Cryptanalysis of Rijndael

Exhaustive key search is an attack that doesn’t exploit the internal structure of a cipher. In this section
we discuss attacks that exploit structural properties of the block cipher. These types of attack are denoted
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by the term cryptanalysis. A cryptanalytic attack breaks a cipher in the academical sense if its expected
workload is below that of exhaustive key search. Such an attack is called a shortcut attack. A paradoxical
consequence of this definition is that a cipher with a longer key is easier to break in the academical sense:
since the expected workload to recover a longer key by exhaustive key search is growing, it is easier
to find an attack that has a lower expected workload. Hence, the existence of a shortcut attack for a
given cipher does not necessarily mean that the cipher has no longer any security to offer, because most
shortcut attacks described in cryptographic literature still have a prohibitively high workload, or cannot
be implemented at all in a practical setting.

While exhaustive key search only requires a few plaintext-ciphertext pairs, or some ciphertext that cor-
responds with redundant plaintext, most shortcut attacks tend to be much more demanding. Some need
huge quantities of plaintext-ciphertext pairs (known plaintext), in other attacks the cryptanalyst must
have ciphertext values corresponding with plaintext that he has chosen (chosen plaintext). In so-called
related-key attacks, the cryptanalyst must even be in a position to encipher chosen plaintexts with different
(unknown) key values that have certain relations, chosen by the cryptanalyst.

Still, the presence or absence of shortcut attacks for a cipher is a quality criterion that is widely accepted
in the cryptographic community. Indeed, the foremost criterion for being selected among the finalists in
the AES competition was the absence of shortcut attacks. Finding shortcut attacks for the competing
ciphers was the name of the game.

For many modern ciphers, no shortcut attacks are known. Nevertheless, the resistance of iterative block
ciphers with respect to a specific cryptanalytic method can be evaluated by performing it on reduced-
round versions of the block cipher. Attacks on reduced-round versions allow to get an idea of the security
margin of a cipher. If for a cipher with R rounds there exists a shortcut attack against a reduced-
round version with R — r rounds, the cipher has an absolute security margin of r rounds or a relative
security margin of r/R. Note that the discovery of an attack on a reduced-round version with R/2 rounds
doesn’t mean that the cipher is half-broken. Indeed, the complexity of most academic attacks increases
exponentially in the number of rounds.

As advances in cryptanalysis of a cipher tend to enable the breaking of more and more rounds over
time, the security margin indicates the resistance of the cipher against improvements of known types of
cryptanalysis. However, it says nothing about the likelihood of these advances in cryptanalysis or about
the resistance of the cipher against unknown attacks.

Often, for new types of cryptanalysis it is not trivial to accurately estimate the complexity of the attack.
In these cases, one can get a better idea of this complexity by implementing the attack on reduced-round
versions of the target cipher, where it is often infeasible to implement the attack for the full cipher.

4.1 Differential and linear cryptanalysis

Differential and linear cryptanalysis are the two most powerful general purpose cryptographic attacks
known to date. Providing lower bounds for the complexity of these attacks was the main cryptographic
criterion in the design of Rijndael.

In their basic form, both attacks retrieve key information from the last round by statistically analysing
(large) amounts of plaintext/ciphertext pairs. The key information acquired is then used to find even more
key bits until the full key is found. Differential cryptanalysis is a chosen-plaintext attack where plaintexts
are applied in pairs that have a fixed difference. Differential cryptanalysis exploits large propagation
probabilities between difference patterns in the plaintext and difference patterns at the input of the last
round. Linear cryptanalysis is a known-plaintext attack that exploits large correlations between parities
(linear combinations of bits) at the input of the last round with which a parity in the plaintext. Many
smart techniques have been published to make these basic attacks more efficient. However, in all cases,
the ability to predict large-probability difference propagations and large correlations over multiple rounds
are essential for their success.

For Rijndael, we have proven an upper bound of 27159 for the probability of any 4-round differential trail
and of 277 for the correlation of any 4-round linear trail. In combination with the number of rounds in
Rijndael, these bounds provide a high security margin against both differential and linear cryptanalysis.
For a detailed treatment of these aspects, we refer to [DR02a].
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4.2 Variants

After their publication, linear and differential attacks have been extended in several ways and new
attacks have been published that are related to them. The best known extension is known as truncated
differentials. We already took into account these attacks in the design of Rijndael from the start [DR02al.

Other attacks use difference propagation and correlation in different ways. This includes impossible
differentials [BBS99], boomerang attacks [BDKO02] and rectangle attacks [BDK02]. Thanks to the upper
bounds for 4-round trails and the actual number of rounds, none of these methods of cryptanalysis have
lead to shortcut attacks in Rijndael.

4.3 Saturation attacks

The most powerful cryptanalysis of Rijndael to date is the saturation attack. This is a chosen-plaintext
attack that exploits the byte-oriented structure of the cipher and works on any cipher with a round
structure similar to the one of Rijndael. It was first described in the paper presenting a predecessor of
Rijndael, the block cipher Square [DKR97] and was often referred to as the Square attack.

The original saturation attack can break round-reduced variants of Rijndael up to 6 (128-bit key and state)
or 7 rounds faster than exhaustive key search. N. Ferguson et al. [FKST00] proposed some optimizations
that reduce the work factor of the attack. In [Luc00], S. Lucks proposes the name ‘saturation attack’ for
this type of attacks. More recently, these attacks have been called ’Structural attacks’ by A. Biryukov
and A. Shamir [BS01] and ’Integral Cryptanalysis’ by L. Knudsen and D. Wagner [KW02].

H. Gilbert and M. Minier developed also an attack that exploits the byte-oriented structure of AES
[GMO0]. Their attack can break a reduced version of AES with seven rounds, but it seems to be faster
than exhaustive key search for 256-bit keys only.

4.4 Algebraic Structure

The round transformation of Rijndael can be decomposed into a sequence of steps in several different
ways. S. Murphy and M. Robshaw observed that the decomposition can be defined in such a way that
the steps of the round transformation have a low algebraic order [MROO].

The algebraic order of a transformation f equals the number of different transformations that can be
constructed by repeated application of f: f, fo f, fo fo f,... Until now, this observation on some of
the components of the round transformation hasn’t led to any cryptanalytical attack. On the contrary,
R. Wernsdorf proved recently that the full round transformation of Rijndael generates the alternating
group [Wer(2]. This shows that the algebraic order of the round transformation isn’t low.

J. Fuller and W. Millan made an observation on the structure of the S-box that is used in Rijndael [FM].
The S-box can be described as 8 Boolean functions f; with 8 common input bits. J. Fuller and W. Millan
observed that the 8 Boolean functions are related to one another:

fi(x) = fi(g:5(2)) + cij - (3)

Here the ¢;; are constants and the functions g;; are linear functions. This implies Rijndael can be described
by means of one non-linear Boolean function and some linear/affine operations. The observation is a
consequence of the mathematical definition of the S-box. In the same way as the repeated use of a single
S-box doesn’t lead to an attack, also this observation is by no means a weakness, but rather an illustration
of the simplicity of the design of the cipher.

4.5 Algebraic attacks

The transparent algebraic structure of Rijndael has encouraged several teams of researchers to investigate
the security of Rijndael against algebraic solving methods. Typically, an algebraic attack consists of two
steps.

1. Collecting step: The cryptanalyst expresses the cipher as a set of simple equations in a number of
variables. These variables include bits (or bytes) from the plaintext, ciphertext and the key, and
typically also of intermediate computation values and round keys. The term simple can be defined
very loosely as suitable for the next step.
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2. Solving step: the cryptanalyst uses some data input such as plaintext-ciphertext pairs, substitutes
these values in the corresponding variables in the set of equations collected in step 1 and tries to
solve the resulting set of equations, thereby recovering the key.

Rijndael can be expressed with elegant equations in several ways. Whereas in many other cipher designs
the structure is obscured by the addition of many complex operations, in Rijndael the inner structure is
very simple and transparent, clearly facilitating the expression of the cipher as a set of simple equations.
The key issue to be judged however, is whether equations that look elegant to the mathematician’s mind,
are also simple to solve. Several attempts have been made to construct algebraic attacks for Rijndael.
None have resulted in shortcut attacks as yet, and most of the papers conclude that more research is
required. In the following sections we discuss a number of attempts.

4.5.1 Continued fractions

Ferguson, Schroeppel and Whiting [FSWO01] derive a closed formula for Rijndael that can be seen as a
generalisation of continued fractions. Any byte of the intermediate result after 5 rounds can be expressed

as follows.
C
=K+ Z * - Co (4)
K*+ 3 [y <
S

3
Cyq

C
* 5
K+ = I

Here every K is some expanded key byte, each C; is a known constant and each * is a known exponent
or subscript, but these values depend on the summation variables that enclose the symbol.

A fully expanded version of (4) has 225 terms. In order to break 10-round Rijndael, a cryptanalyst could
use 2 equations of this type. The first one would express the intermediate variables after 5 rounds as
function of the plaintext bytes. The second equation would cover rounds 6-10 by expressing the same
intermediate variables as a function of the ciphertext bytes. Combining both equations would result in
an equation with 226 unknowns. By repeating this equation for 226/16 known plaintext/ciphertext pairs,
enough information could be gathered to solve for the unknowns, in an information-theoretic sense. It is
currently unknown what a practical algorithm to solve this type of equations would look like.

4.5.2 XSL

Courtois and Pieprzyck [CP] observe that the S-box used in Rijndael can be described by a number of
implicit quadratic Boolean equations. If the 8 input bits are denoted by x1,...xs, and the 8 output bits
by y1,...ys, then there exist equations of the form

f(x17"'7$8’y17"'y8)207 (5)

where the algebraic degree of f equals two.

In principle, 8 equations of the type (5) suffice to define the S-box, but Courtois and Pieprzyck observe
that more equations of this type can be constructed. Furthermore, they claim that these extra equations
can be used to reduce the complexity of the solving step.

In the first step of the XSL method, equations are collected that describe the output of every sub-block
of the cipher as a function of the input of the same sub-block. As a result, the cryptanalysts get a system
of 8000 quadratic equations in 1600 unknowns, for the case of Rijndael, where the linear steps are ignored
for sake of simplicity.

The most difficult part of the XSL method is to find an efficient elimination process. Courtois and
Pieprzyck estimate that for Rijndael the complexity would be 2230 steps. For Rijndael with 256-bit
keys, the complexity would be 22%° steps. As an extension, they propose to use cubic equations as
well. For that case, the complexity for Rijndael with 256-bit keys may drop to 22°3 steps in their most
optimistic estimation. All these complexity estimations are made under the (optimistic) assumption that
the Gaussion elimination method for linear equations can be implemented in a complexity O(n?%). Tt is
still a topic of debate whether the assumptions of Courtois and Pieprzyck are valid and the XSL attack
will work at all.
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4.5.3 Embedding

Murphy and Robshaw [MRO02] define the block cipher BES, which operates on data blocks of 128 bytes
instead of bits. According to Murphy and Robshaw, the algebraic structure of BES is even more elegant
and simple than that of Rijndael. Furthermore, Rijndael can be embedded into BES. There is a map ¢
such that:

Rijndael(z) = ¢~ (BES (¢(x))) . (6)

Murphy and Robshaw proceed with some observations on the properties of BES. However, these properties
of BES do not translate to properties of Rijndael.

Murphy and Robshaw believe that when the XSL method is applied to BES, the complexity of the
solving step could be significantly smaller than in the case where XSL is directly applied to Rijndael (cf.
Section 4.5.2).

5 Side-channel attacks

Besides mathematical-cryptanalytic attacks on the algorithm, also the resistance of implementations
against side-channel attacks, is of importance. Side-channel attacks exploit weaknesses of the implemen-
tation of the algorithms rather than those in the algorithms themselves and are particularly important
for smartcards. The best-known examples of these attacks are: timing analysis, simple power analysis,
differential power analysis and electro-magnetic analysis.

Implementing Rijndael in a way that resists timing analysis and simple power analysis, was explained
already in [DR02a]. Security against differential power analysis seems more difficult to achieve. All
currently proposed techniques are variations on the masking approach: instead of processing the actual
inputs x, only the values a and = & a = b are processed, where a is a randomly generated mask. Only
at the end of the encryption operation, both values are recombined to compute the output. In general,
different masks have to be used for different types of operations.

In [Mes01], it is proposed to implement Rijndael using two operations only:

binary XOR: this operation can easily be protected, and
table lookup: the author proposes to replace every table T by a table T”, with

Tz =Tz ®a] &b, (7)

where @ is the input mask, and b the output mask. Both masks are chosen at the beginning of the
encryption and used to compute the version of T” that will be used for that encryption.

In [AGO1], the authors propose to implement Rijndael using operations the finite field operations ‘ad-
dition’ (XOR) and ‘multiplication’. A conversion rule is given to compute ‘multiplicative’ masks from
‘additive’ masks. Alas, in [GT], the authors describe a weakness found in the method of [AGO1].

Since the study of electro-magnetic analysis has only started, it is too early to evaluate the danger it
represents for modern smartcards, and how it can be countered.

6 Anubis

Anubis is another block cipher designed according to the Wide Trail design strategy [BR00, Anu]. It is
in many ways similar to Rijndael and its predecessor, Square. Similar to Rijndael and Square, Anubis
encrypts blocks of 128 bits, which are internally represented as 16 bytes arranged in a 4-by-4 matrix. The
round transformation of Anubis is composed of similar steps as in Rijndael and Square.

The most important differences between Anubis and Rijndael are the following:

The involutional structure: In Anubis, all steps are involutions. This implies that the implementation
of the decryption operation can be the same as the encryption operation, except for a change in the
key schedule. This should in principle reduce the code size or area in software, respectively hardware
applications that implement both encryption and decryption.

The different S-box: The S-box of Anubis is generated in a pseudo-random way. The advantage of this
method is that providing a simple mathematical description seems more difficult. The polynomial
expansion of the S-box is certainly more involved. The disadvantages are the suboptimal differential
and linear properties, and possibly a more complex hardware implementation.
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A more complex key scheduling: The advantage is the improved resistance against key based at-
tacks, in particular the shortcuts for long keys. The disadvantage is the higher cost: slower execution,
a reduced key agility, larger code or gate count.

Two versions of Anubis have been defined. Their only difference lies in the choice of the S-box used (cf.
Section 6.1.4).

We will now discuss some components of Anubis in more detail. Space restrictions forbid us to explain
all components in detail. For a complete treatment, we refer the reader to [BROO].

6.1 Round transformation

The round transformation of Anubis is composed of 4 steps, with a similar functionality as the steps in
the round transformation of Rijndael. For ease of reading, we use the nomenclature of Rijndael in order
to denote the steps. In the design document of Anubis, different names are used [BROO].

One encryption with Anubis consists of 8 + IV iterations of the round transformation, where N de-
notes the key length in 32-bit words. Similar to Rijndael, the last round uses a slightly modified round
transformation, and there is one additional iteration of the step AddRoundKey.

6.1.1 AddRoundKey

The round key addition, is exactly the same in Anubis as in Rijndael: bit-wise addition with the round
key. This transformation is an involution.

6.1.2 MixColumns

In Rijndael, the MixColumns step is defined as a multiplication of the columns with the matrix M. In
Anubis, the matrix H is used instead.

02 03 01 01 01 02 04 06
01 02 03 01 02 01 06 04

M 01 01 02 03 [’ H = 04 06 01 02 |° (8)
03 01 01 02 06 04 02 01

Exactly as with Rijndael, all operations on bytes are defined as operations in the finite field GF(2%), using
the polynomial representation. The reduction polynomial for Anubis however, is different from the used
in Rijndael. The matrix H is symmetric and unitary: H~' = H” = H. Consequently, multiplication
with H is an involution. The branch number of this step equals 5, like for MixColumns in Rijndael.
The matrix H has small coefficients, in order to retain the good performance of implementations on
smart-cards.

6.1.3 ShiftRows

The purpose of the step ShiftRows is to spread the bytes of each input column to different output columns.

Anubis doesn’t use the ShiftRows step of Rijndael. Instead, the state matrix is transposed, as is done in
Square. Clearly, matrix transposition is an involution.

6.1.4 SubBytes

The S-box used in Anubis is a self-inverse S-box: S[S[z]] = x,Vx. The following design criteria for the
S-box were used:

e The propagation probability of all non-zero input differences must not exceed 8 x 278,
e The correlation between input bits and output bits must not exceed 16 x 276,
e The nonlinear order of all linear combinations of the output functions must not be below 7.

In the first version of Anubis, the S-box was generated in a pseudo-random way, and had no further
structure. However, we learned that the lack of structure hinders efficient hardware implementation.
Moreover, a flaw in the random search program resulted in the selection of an S-box with a correlation
17 x 278, violating a design criterion.
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Therefore, we defined a new version of Anubis, using an alternative S-box that, besides exactly satisfying
the design conditions, is amenable to much more efficient implementation in hardware. This S-box is
illustrated in figure 1. The P and @) tables are pseudo-randomly generated involutions with similar
design criteria as the S-box, and chosen so that the S-box satisfies the design criteria. Table 2 shows the
involutions found by the searching algorithm.

P Q
YVY Y YVY
Q P
YY YY
P Q

i VIV A4
Figure 1: Structure of the Anubis S-box. Both P and @ are pseudo-randomly generated involutions; the
output from the upper and middle nonlinear layers are mixed through a simple linear shuffling.

Table 2: Mini-boxes P and Q.

3/4|5(6|7[8|9|A|B|[C|D]|E
0|5[4|B|[C|D[A]|9
Qu] | 9|E|5|6|A|2|3|C|F|[0|4|D|7|B|1

IS

o
-
N

3
£
w
[xa]
()]
\1
(o]
[S

6.2 Key scheduling

Anubis is defined to operate with key lengths of 32N bits, with 4 < N < 10. The key schedule consists
of two steps. In the first step, the key evolution function 1 is used repeatedly to expand the key K into
9 4+ N intermediate keys k,. of 32N bits:

ko =K, r1=v¢(K), kr2=1(k1),... . (9)

In the second step, the key selection function ¢ is used to extract the round keys k,. from the intermediate
keys:
kr = &(kr), Vr . (10)

The purpose of this scheme is to make key guessing attacks as in [Luc00] impossible.

6.3 Involutional structure

With Rijndael, the decryption operation differs significantly from the encryption operation. Although it
is possible to implement the decryption operation in such a way that it has the same succession of steps
as the encryption operation, the components used in the steps (S-box, matrix, shift offsets) are different.

With Anubis, all the individual steps are involutions. Hence, it becomes possible to implement the
decryption operation in such a way that only the key scheduling is different from the encryption operation.
We call this an involutional structure.

Involutional structure is found as part of many cipher designs. All classical Feistel networks have this
property, as do some more general iterated block ciphers like IDEA [LMMO1]. Self-inverse ciphers similar
to Anubis were described and analyzed in [YTH96, YMT97].
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Besides the advantages for implementation, an involutional structure also automatically implies equivalent
security of encryption and decryption [KW].

7 Conclusions

Efficient implementations of Rijndael have been realised in software and dedicated hardware. On top of
that, research has been done on techniques to make these implementations secure against side channel
attacks.

We have discussed the complexity of exhaustive key search and shown that applying this attack to
Rijndael is not expected to be feasible in the foreseeable future. Many attempts have been made to find
weaknesses in Rijndael. Although this has lead to some interesting research providing new insights in
Rijndael, it has not resulted in any shortcut attacks.

The design of Anubis follows the structure of Rijndael, but several components have been replaced by
alternatives. We discussed some advantages and disadvantages of these alternative choices.
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B. Kryptografie a normy - Digitalni certifikaty. IETF-PKIX.
Cast 7. Protokol OCSP v2. (Online Certificate Status Protocol).
Protokoly DPV (Delegated Path Validation)

a DPD (Delegated Path Discovery).

Jaroslav Pinkava, PVT, a.s.
Jaroslav.pinkava@pvt.cz

1. Verze 2 protokolu OCSP

V minulé ¢asti byl popsan protokol OCSP (dle RFC 2560, lit. [2]), ktery umoziuje
zjiStovat aktudlni stav (platnost) digitalniho certifikatu bez nutnosti uziti CRL. Klient
protokolu OCSP dava pozadavek (vzhledem k statutu certifikatu) vici odpovidajici strané
(OCSP responder) a pozdrzi akceptaci certifikdtu do té doby nez dostane odpovéd’ na svij
pozadavek. Samotny protokol specifikuje obsah a forméat dat, kterda budou vyménéna mezi
aplikaci, kterd ovefuje statut certifikdtu a serverem, ktery poskytuje tento statut. Nedavno
(tfijen 2002) vySel novy draft (draft-ietf-pkix-ocsp-v2-ext-00.txt, lit. [3]), ktery specifikuje
roz$iteni OCSP protokolu a definuje verzi 2 protokolu. Tato verze dava k dispozici dalsi
pracovni prostfedky a umoZznuje rovnéz tak zjiStovat revokacni statut jak certifikati vetejného
klice, tak atributového certifikatu.

Rozsifeni serviceLocator l1ze vyuZzit pfi vytvafeni pozadavku pro server OCSP (ktery
zodpovidd za identifikaci certifikatu). Klient vyplni toto rozSifeni kopii pole
AuthoritylnfoAccess (AIA) z certifikatu, které specifikuje adresu serveru OCSP.

Pokud vSak CA, kterda tento certifikat vydala, vydavd pouze CRL a klient chce
komunikovat s danym OCSP serverem, pak tento server nemusi znat, kde je piislusné CRL
pfistupné. Z tohoto divodu je definovano nové rozsiteni, které toto (tj. alokaci CRL) serveru
OCSP umozni. Toto rozsifeni nese oznaceni crlLocator. Klient toto rozsifeni mize vyplnit
kopii pole CDP (CRLDistributionPoints) z certifikatu (zde je adresa tlozist¢ CRL).

V praxi je v fad¢ pripada efektivnéjsi nejprve se piesvédCit, zda certifikat neni odvolan
(nez bude budovana certifikacni cesta a podnikan pfistup do ulozisté¢ — napt. pomoci LDAP).
Cilem dan¢ho rozsifeni je tedy umoznit serveru OCSP naplnéni sluzby a to i v situacich, kdy
server nezna adresu certifikacni autority.

Protokol OCSP v2. umoziiuje stejné jako prvni verze praci s pouhym CertID (z divodia
zpétné kompatibility), ale umoziuje také nésledujici dvé moznosti:
a) odeslani celé¢ho certifikatu;
b) odeslani jména vydavajici strany, pofadového ¢Cisla certifikatu, hashe nad polem
tbsCertificate (kodovani DER) a podpisu certifikatu (tj. vybranych casti certifikatu —
diivodem mize byt ochrana informact).

Odpovéd’ serveru OCSP je pak konstituovéana stejnym zptsobem.
Takto OCSP servery mohou vyuzit informace obsazené v CRL a transformovat je do svych
odpovédi. Toto umoziuje klientim podporovat OCSP protokol i v situacich, kdy CA vydava
CRL
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2. Protokol DPV

Ugelem tohoto protokolu (a protokolu DPD, o kterém bude fe¢ v odstavci 3) je provést
urcitou analyzu certifikacni cesty (pro certifikat vefejného klice). Pfitom protokol DPV (dotaz
— odpoveéd) pozaduje na serveru proveést ovéteni této certifikacni cesty (a nevyzaduje ziskani
zadnych dat). Naproti tomu protokol DPD (dotaz — odpovéd’) 1ze pouZit pro ziskani veskeré
potfebné informace (napt. ziskani kotfenového certifikatu, certifikath certifikacni autority,
kompletniho CRL, delta-CRL, odpovédi OCSP ), ktera je nezbytnd pro mistni ovéfeni
platnosti certifikatu.

Protokol DPV umoziiuje serveru provést ovéfeni certifikdtu v realném case pro
definovany ¢asovy moment T (pfitom T muize byt aktualni cas nebo cas, ktery jiz nastal —tj. v
minulosti).

Pro ovéfeni certifikatu mize byt vyzadovan fetézec nckolika certifikati (ten se nazyva
certifikacni cestou). Pieneseni pozadavku ovéfeni této cesty na server miize byt pozadovano
klientem, ktery momentaln¢ nedisponuje potiebnymi kapacitami (procesnimi i
komunika¢nimi) pro jeho provedeni. Samoziejmé klient v této situaci divétuje piislusnému
serveru ve stejné mife, v jaké by divéroval vlastnimu softwaru pro ovéteni certifikatu (pokud
by takovy provozoval).

Klienti pfitom mohou ulozit serveru provést ovéfeni certifikitu v ramci dané
specifikované politiky pro ovéfovani certifikatl. Server, pokud tuto politiku nepodporuje
vraci jako sviij vysledek chybu. Pokud pozadavek neobsahuje specifikaci ovétovaci politiky,
pak server ve své odpovédi indikuje, kterou politiku pouzil. Definice politik mohou byt
pomérné dlouhé a komplexni, mohou pozadovat ne€které vstupni parametry (napf. kofenové
certifikaty). Klient miize pozadovat ¢asovy moment ovéteni, ktery je odliSny od aktudlniho
Casu. Pokud neni informace o revokanim statutu v daném okamziku (obsazeném v
pozadavku) dostupna, musi DPV server vratit jako odpovéd’, ze certifikat je neplatny.
Informaci lze doplnit divody, které vedly k tomuto zavéru. DPV server musi mit certifikat,
ktery ovéiuje, at’ jiz ho ziska ptimo od klienta, resp. ziska ho jinou cestou.

Vystupem je jedna z nasledujicich ¢tyi odpoveédi DPV serveru:
- certifikat je platny dle dané ovétovaci politiky;

- certifikat neni platny dle dané ovétovaci politiky (+dtvod);
- platnost certifikatu dle dané ovétovaci politiky neni znama;
- platnost nelze ovétit vzhledem k chybé.

Protokol musi obsahovat ochrany proti znovuzaslani (replay attack), odpovéd musi byt

autentizovdna pfislusnym DPV serverem - digitalné podepsdna pomoci serverového
certifikatu.

3. Protokol DPD

Protokol DPD mé vyznam pro ty klienty, ktefi provadi sami patficné procesy v ramci PKI
a pozaduji na serveru pouze, aby jim ziskal vSechny potiebné informace. Diivéra v server
spociva v tom, ze klient spoléha na to, ze server ziska nejaktualnéjsi pottebné informace.
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Ovéfeni cesty pak provede sdm klient. Vzhledem k tomu, ze pozadovand data jsou
digitalné podepsana, klient nemusi véfit serveru vice nez veii prisluSnym tlozistim.

Uzitecnost protokolu DPD je n€kolikerd. Misto vicendsobného pozadavku na piistup k
potfebnym informacim je formulovan pouze jediny pozadavek (pfitom fada informaci mize
byt uloZzena v cache samotného serveru). Klientsky software nemusi pifitom obsahovat
diverzifikované procedury pro ziskadni informaci rGznych typd, z riiznorodych ulozist' a
pomoci celé fady protokoli riaznych typt. Klient musi umét specifikovat své potieby véetné
politiky pro ovéfovani a DPD server musi byt schopny tuto politiku pouzit. Standardné vraci
DPD server jako odpovéd’ jednu certifikacni cestu ke kazdému koncovému certifikatu. Musi
vSak umét naplnit 1 dal$i pozadavky klienta (napt. vice cest ke koncovému certifikatu,
pozadavek na ptitomnost urcitych rozsiteni atd.).

Odpovéd DPD musi indikovat jednu z nasledujicich p€ti moznosti:

- jedna ¢i vice certifikacnich cest byla nalezena dle politiky ovétovani cest, spolu se vsi
pozadovanou informaci;

- jedna ¢i vice certifikacnich cest byla nalezena dle politiky ovétovani cest, spolu s
podmnozinou pozadovanych informaci;

- jedna ¢i vice certifikacnich cest byla nalezena dle politiky ovéfovani cest, bez
pozadovanych informaci;

- nebyla nalezena z4dna certifikacni cesta ve smyslu dané politiky ovéfovani cest;

- cesta nemohla byt zkonstruovana v dusledku chyby.

Odpoveéd muze byt autentizovana.

Dokument (lit. [4]) se déle v odstavcich 7 a 8 zabyva pojmy politika ovéfovani certifikati a
politika ovéfovani certifikacnich cest, jejich komponentami a dal§imi souvisejicimi otazkami.
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C. Profil kvalifikovaného certifikatu
Cast I ) )
Jan Hobza, UOOU , Odbor elektronického podpisu

Jan.Hobza@uoou.cz

Abstrakt

Tento pfispévek se zabyva pravni analyzou pozadavki na obsah kvalifikovaného
certifikatu podle Smérnice Evropského parlamentu a Rady o zéasadach spoleCenstvi pro
elektronické podpisy 1999/93/ES (dale jen Smérnice) a zakona ¢. 277/2000 Sb., o
elektronickém podpisu (dale jen Zakon) a navrhem implementace téchto pozadavki do
ASN.1 struktury certifikatu v3 X.509.

Smeérnice obsahuje v pfiloze €. I seznam povinnych polozek kvalifikovaného
certifikatu. Jedna se o slovni popis obsahu polozek, které musi minimalné obsahovat kazdy
kvalifikovany certifikat vydany v intencich Smérnice. Moznym feSenim struktury certifikatu
ve smyslu smérnice 1999/93/ES se zabyva dokument TS 101862 ,,Qualified certificate
profile® vydany ETSI. V tomto dokumentu je navrZzena doporuovana struktura ¢tyi polozek
kvalifikovaného certifikatu podle zminénych pozadavkii smérnice. Implementace ostatnich
pozadavkl na kvalifikovany certifikat musi odpovidat RFC 3039. Oba tyto dokumenty
vychazeji z RFC 2459, respektive RFC 3280.

Zakon o elektronickém podpisu stanovi pozadavky na udaje obsazené v
kvalifikovaném certifikatu v §12. Nékteré tyto pozadavky se ovSem piesné nekryji s vyse
uvedenymi pozadavky smérnice na obsah kvalifikovaného certifikatu. A¢ mél zékonodarce
zjevny umysl drzet se co mozné pevné dikce Smérnice, ne ve vSech ustanovenich Zakona se
mu to podafilo. Autor se v pfispévku zabyva zkoumdni predevsim téchto odchylek § 12
Zakona od Smérnice a snazi se nalézt jejich feSeni v ramci platného prava a best-practices v
oboru.

Text pfispévku obsahuje srovnani a rozbor jednotlivych bodii § 12 Zakona a ptilohy
¢.I Smérnice. U kazdého bodu je nastinéno feSeni pozadavkll Smérnice v ramci jiz existujicich
technickych dokumentii a navrzeno feSeni pozadavkl Zakona. U kazdého navrhu je uvedena
ASN.1 struktura podle X.680 (1997). Uéelem uvadéni ptikladnych struktur polozek v ASN.1
neni snaha o pfimou implementaci feSeni, ale snaha pfiblizit problematiku na nazornych
piikladech. Tam, kde je to smysluplné, jsou uvedeny i konkrétni hodnoty atributii ¢i polozek
certifikatu. V bodech, kde se oba ptedpisy shoduji, je pouze informativni ozndmeni o zptisobu
fesSeni, které¢ voli TS 101 862, nebo vychdzi RFC, nebot’ je podle autora zbytecné zatéZovat
posluchace resersi z dostupnych standardu.

Ptispévek podava navrh na vytvofeni profilu kvalifikovaného certifikdtu v ramci
platnych pravnich ptedpisti. Vyhodou vytvotfeni takového profilu znamend moZnost jasné
definovat pozadavky na produkt a pro poskytovatele certifikacnich sluzeb jasn¢ deklarovat
ptipravenost produktu — kvalifikovaného certifikatu — pro akreditacni schéma a rozvijejici trh.
Zaroven je 1 impulsem pro vyvoj kompatibilnich aplikaci a krokem k interoperabilit¢ s
produkty elektronického podpisu v Evropské unii. Zarovei je tfeba podotknout, Ze stejné jako
v Evropské unii, znamena vytvoieni profilu kvalifikovaného certifikatu jen moznost
pfistoupeni subjektii na trhu k plnéni takového dokumentu. Jeho dodrzovéani tedy neni
zévazné, pokud si ho sdm poskytovatel jako zavazné nepiijme, ale ma byt vyhodou, podobné
jako dodrzovani fady standardt ISO (napt. ISO 9000).

Cilem pftispévku je také dat podnét k obecné diskusi na toto téma, zvazit
opodstatnénost pozadavkll na vytvotfeni profilu pro kvalifikované certifikaty mezi experty a
piipadné zalit sbirat komentaie a piipominky k obsahu ptispévku. Samotny text jest¢ nemize
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byt hotovym Profilem kvalifikovaného certifikatu. Autor ale doufd, Ze mtze byt platformou
pro budouci diskuse nad nastinénym problémem.

Kli¢ova slova: kvalifikovany certifikat, polozka, atribut, rozsifeni, prohlaSeni, zakon o
elektronickém podpisu, smérnice Evropského parlamentu 1999/93/ES, syntaxe, identifikator,
kli¢.

1. Uvod

Zakon o elektronickém podpisu stanovi pozadavky na tdaje obsazené v kvalifikovaném
certifikatu v §12. Nékteré tyto pozadavky se ovSem piesné nekryji s pozadavky smérnice na

obsah kvalifikovaného certifikatu:

Priloha I Smérnice 1999/93/ES:

a) oznaceni, ze certifikat je vydan jako
kvalifikovany certifikat,

b) oznaceni poskytovatele certifika¢nich
sluzeb a statu, ve kterém ma poskytovatel
sidlo,

¢) jméno podepisujici osoby nebo
pseudonym, ktery je jako takovy oznacen,

d) zvlastni znaky podepisujici osoby, pokud
jsou dulezité pro ucel, pro n&jz je certifikat
urcen,

e) data pro ovetovani podpisu, ktera
odpovidaji datim pro vytvareni podpisu,
ktera jsou pod kontrolou podepisujici osoby;
f) oznaceni pocatku a konce doby platnosti
certifikatu,

g) identifikacni kod certifikatu,
h) zaruCeny elektronicky podpis

poskytovatele certifikacnich sluzeb, ktery
certifikat vydava,

§ 12 zakona ¢. 227/2000 Sb.:

a) oznaceni, ze je vydan jako kvalifikovany
certifikat podle tohoto zékona,

b) obchodni jméno poskytovatele
certifikac¢nich sluzeb a jeho sidlo, jakoz i
tidaj, Ze certifikat byl vydan v Ceské
republice,

¢) jméno a piijmeni podepisujici osoby nebo
jeji pseudonym s piisluSnym oznacCenim, ze
se jedna o pseudonym,

d) zvlastni znaky podepisujici osoby,
vyzaduje-li to tcel kvalifikovaného
certifikatu,

e) data pro ovetovani podpisu, ktera
odpovidaji datim pro vytvareni podpisu, jez
jsou pod kontrolou podepisujici osoby,

h) pocatek a konec platnosti kvalifikovaného
certifikatu,

g) Cislo kvalifikovaného certifikatu unikatni
u daného poskytovatele certifikacnich
sluzeb,

f) zaruCeny elektronicky podpis
poskytovatele certifikacnich sluzeb, ktery
kvalifikovany certifikat vydava,

i) pfipadn¢ tdaie o tom. zda se pouzivani

Na rozdil od situace v Evropské unii, kde ETSI vydal dokument TS 101862,

neexistuje u nas zadny obdobny dokument, ktery by se s témito odliSnostmi (po technické
strance) vypotadal. Hlavnim cilem tohoto pfispévku je tedy navrhnout koncept profilu
kvalifikovaného certifikéatu, ktery by odpovidal pozadavkiim zakona o elektronickém podpisu,
nebyl by vrozporu spozadavky smérnice 1999/93/ES a zaroven byl v souladu
s doporucenimi piislusSnych dokumenti ETSI a RFC. Diky platnému znéni zédkona o
elektronickém podpisu a diky uvedenym rozdilim v § 12 a ptiloze ¢. I smérnice zde stojime
ale pred n¢kolika problémy.

V néekterych ¢astech ustanoveni § 12 jsou spojeny udaje pozadované v kvalifikovaném
certifikdtu s prdvnimi pojmy, na jejichz vykladu je pak zavisly i zplisob implementace tdaji
ve struktuie certifikdtu. V téchto bodech se kvalifikovany certifikat vydany podle zakona lisi
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od kvalifikovaného certifikdtu ve smyslu smérnice a pomérn¢ komplikované je zde i naplnéni
doporuceni prislusnych RFCs.

Nékteré polozky kvalifikovaného certifikdtu odkazuji na objekty, které jsou mimo
rdmec jeho vydavatele. Vzhledem k odlisnému ceskému akreditatnimu schématu nad
poskytovateli certifikacnich sluzeb vydavajicich kvalifikované certifikaty od evropského
akreditatniho schématu neni mozné tyto objekty zaménit. Prispévek se zabyva i feSenim
odlisnosti v téchto objektech.

2. Obsah polozek

2.1 Bod a) Smérnice - oznaceni, Ze certifikat je vydan jako kvalifikovany certifikat

Pozadavek na oznaceni, ze dany certifikat je vydan jako kvalifikovany certifikat, je pro
oba piredpisy téméei shodny. Oznaceni se bude pouze liSit v identifikaci ptedpisu, podle
kterého je vydan [2,4]. Do doby, nez bude Ceské akreditacni schéma v souladu se Smérnici,
nez bude nd$ pravni fad odpovidat pozadavkim Smérnice, neZ budou u nds nastaveny
technické pozadavky na poskytovatele, produkty a certifikdty odpovidajici pozadavkim
priloh I, II a III, nebude mozné oznacovat Ceské kvalifikované certifikaty jako kvalifikované
certifikaty podle Smérnice.

V naSem prostiedi je pozadavek bodu a) mozné naplnit dvéma nasledujicimi zpisoby,
ptipadné jejich kombinaci:

1. Certificate Policies extension:

Pokud ma tato polozka slouzit k naplnéni bodu a), Certifikacni politika identifikovana
v certificatePolicies extension [5,6] musi jasné vyjadfovat, Ze poskytovatel vydal tento
certifikat jako kvalifikovany podle platnych pravnich ptedpisii. V z4jmu zachovani co nejSirsi
interoperability kvalifikovanych certifikat je vhodné identifikovat certifikacni politiku v této
polozce pouze pomoci OID. Pokud poskytovatel ¢i zaCastnénd strana pozaduje kvalifikator
certifikacni politiky, je vhodné pouzivat jen CPS Pointer ve form¢ URI [4]. Pokud certifikat
neobsahuje dalsi oznaceni, Ze je vydan jako kvalifikovany (viz bod 2), tato polozka by m¢la
byt kritickd a to v zavislosti na uZivatelské aplikaci (aplikace, které zachazi s certifikaty podle
RFC 3280 musi umét rozpoznat tuto polozku, a tedy neodmitnout certifikat, pokud je
certificatePolicies kriticka).

certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

id-ce-certificatePolicies OBJECT IDENTIFIER ::= {id-ce 32 }
--odpovida hodnoté OID ,,2.5.29.32

critical ::= BOOLEAN TRUE

CertificatePoliciesSyntax ::= SEQUENCE OF
Policylnformation

Policylnformation-1 ::= SEQUENCE {
policyldentifier CertPolicyld,
policyQualifiers SEQUENCE SIZE OF

PolicyQualifierInfo OPTIONAL }
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CertPolicyld ::= OBJECT IDENTIFIER
--OID certifikacni politiky

PolicyQualifierInfo ::= SEQUENCE {
policyQualifierld PolicyQualifierld,
qualifier CPSuri OPTIONAL }

PolicyQualifierld ::= OBJECT IDENTIFIER
--odpovida hodnoté OID ,,1.3.6.1.5.5.7.2.1°

CPSuri ::= [A5String

2. Qualified Certificate Statements extension:

Polozka QCStatements je Private Internet Extension zavedend RFC 3039. Obsahuje
jedno nebo vice prohldseni vystavitele certifikatu. Mezi mozna prohlaseni vystavitele patii 1
prohldseni, Zze dany certifikat je vydany jako kvalifikovany podle platnych pravnich ptedpisi.
Toto prohlaseni obsahuje jeho identifikator ve formeé OID. QCStatements extension muze byt
nastavena jako kritickd. V takovém pfipad¢ jsou jako kritickd oznacena vSechna obsazena
prohléseni [6]. Pokud certifikat neobsahuje dal$i oznaceni, Ze je vydan jako kvalifikovany
(viz. bod 1), tato polozka by méla byt kriticka.

Poskytovatelé certifikacnich sluzeb, kteii vydavaji kvalifikované certifikaty v souladu
platnymi pravnimi piedpisy, které jsou v souladu se Smérnici 1999/93/ES, mohou v polozce
QCStatements uvadét prohlaSeni identifikované pomoci id-etsi-qcs-QcCompliance (viz
ASN.1 struktura) [6]. Toto se netykéd poskytovateld, ktefi vydavaji kvalifikované certifikaty
podle ¢eského zakona ¢. 227/2000 Sb., o elektronickém podpisu.

Pro piiblizeni ceské koncepce kvalifikovanych certifikacnich sluzeb evropskym
standardiim a s vizi na GspéSnou a kompletni implementaci pozadavkt Smérnice 1999/93/ES
je mozné vytvorit na Grovni centralniho dozorového orgénu vlastni prohlaSeni o vydavani
kvalifikovanych certifikatl podle zédkona ¢. 227/2000Sb., o elektronickém podpisu ve znéni
pozd¢jsich predpisti a toto prohlaseni (objekt) zaregistrovat u nekteré z registraénich agentur
ISO'. Dozorovy/akreditaéni organ by zveiejnil OID tohoto prohlageni a jeho znéni na vefejné
dostupném miste.

gcStatements EXTENSION ::= {
SYNTAX QCStatements,
IDENTIFIED BY id-pe-qcStatements}

id-pe-qcStatements OBJECT IDENTIFIER ::= { id-pe 3 }
--odpovida hodnoté OID ,,1.3.6.1.5.5.7.1.3*

critical ::= BOOLEAN TRUE
QCStatements ::= SEQUENCE OF QCStatement

QCStatement-1 ::= SEQUENCE {
IDENTIFIED BY id-etsi-qcs-QcCompliance}

id-etsi-qcs-QcCompliance OBJECT IDENTIFIER ::= {

id-etsi-qcs 1}
--odpovida hodnoté OID ,,0.4.0.1862.1.1%. Pro ucely kvalifikovanych certifikatii vydavanych
podle zakona o elektronickém podpisu autor navrhuje vytvofit vlastni prohlaSeni.

1VPfisluﬁné OID by mélo byt odvozené od OID akredita¢niho ¢i dozorového organu. V piipadé
CR tyto dvé ulohy plni stale jeden subjekt, kterym od roku 2003 ma byt Ministerstvo
informatiky.
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2.2 Bod b) Smérnice - oznaceni poskytovatele certifikacnich sluZeb a statu, ve kterém
ma poskytovatel sidlo

Pozadavek na obsah certifikatu se v tomto bod¢€ pro oba ptredpisy (ptiloha I Smérnice
1999/93/ES a zakon &. 227/2000 Sb., o elektronickém podpisu) castecné 1iSi. Pozadavek
Smérnice je mozné jednoznacné splnit informaci ulozenou v poloZce Vydavatel (Issuer) podle
RFC 3036. Pozadavek ¢eského Zakona na uvedeni obchodniho jména a sidla poskytovatele je
mozné téz splnit informaci uloZzenou v polozce Vydavatel (Issuer) podle RFC 3039, ovSem
pomoci Sirsi Skaly atributii. Vzdy se bude jednat o strukturu Name podle RFC 2247.

TS 101862 vyzaduje jako povinny atribut polozky Issuer countryName (viz niZe).
Dale doporucuje vhodnou kombinaci atributli uvedenou v RFC 3039. V praxi se mezi
zahrani¢nimi poskytovateli?, ktefi prohlaguji kompatibilitu se Smérnici, ne nejvice ujala
kombinace atributi countryName, commonName a organizationName, piipadné
organizationalUnitName. V pfipad¢ pozadavki ceského zakona musi polozka Issuer
obsahovat minimalné atributy countryName, organizationName ¢i commonName [3]. Déle je
tteba zvolit atributy pro uvedeni sidla. Z davodu ovéfitelnosti a spolehlivosti je
pravdépodobné nejvhodnéjsi (z pohledu spoléhajicich stran) vychazet z udaji zapisovanych
do obchodniho rejstitku. Moznym feSenim by bylo zahrnuti atributi postalAddress a
postalCode. Tyto atributy ovSem byly pivodné urceny pro ucely posStovnich sluzeb jako
specifikace doruCovaciho mista. Jako vyhodnéjsi se jevi zahrnuti oznaceni celého sidla do
atributu localityName ptipadné stateOrProvinceName, se kterymi doporucuje pracovat i RFC
3280. Volba atributi polozky Issuer je zasadni 1 z toho diivodu, ze slouzi k fetézeni certifikatt
v certifikacni cesté (pfimo nadfizeny certifikdt musi obsahovat v polozce Subject identické
udaje, jako podtizeny certifikat v polozce Issuer).

Vyrazn¢ komplikovanéjsi je naplnéni pozadavku na uvedeni tdaje o tom, ze certifikat
byl vydan v Ceské republice (tento pozadavek obsahuje jen Gesky zakon o elektronickém
podpisu, vzadném jiném obdobném piedpisu se takovy pozadavek nevyskytuje). Misto
vydani certifikdtu je pojem, ktery neni zdkonem definovan. Mohou vznikat pochybnosti, zda
se mistem vydani certifikdtu rozumi misto predani certifikatu jeho drziteli, nebo misto
generovani certifikdtu systémem certifikacni autority, nebo misto sidla poskytovatele
certifikacnich sluzeb. Problémy vznikaji napiiklad v situaci, kdy misto generovani a misto
predani certifikdtu nejsou na tzemi stejného statu, nebo kdy poskytovatel certifikacnich
sluzeb se sidlem v CR generuje certifikity na serveru umisténém v zahrani¢i a piedava je
klientim naptiklad opét v Ceské republice.

Vyjdéme ze samotného ustanoveni § 12 odst. 1 pism. b). Z ného vyplva, ze kvalifikované
certifikaty je mozné vydavat pouze na uzemi Ceské republiky. Proto je vyklad tohoto pojmu
zésadni.

Vydani kvalifikovaného certifikatu je pravni tkon, ktery ma misto v Case, misto
v prostoru a musi existovat subjekt, ktery jej vykondva. Urceni jedné z téchto nalezitosti ndm
muze pomoci urit 1 misto vydani certifikatu. Zakon o elektronickém podpisu v § 6 odst. 1
ukladd QPCS v pismenu f) zajistit provozovani bezpecného a vefejné pfistupného seznamu
vydanych kvalifikovanych certifikati, a to 1 ddlkovym pfistupem, a tidaje v ném obsazené pfti
kazdé zméné okamzité aktualizovat. V § 6 odst. 1 pism. h) ukldda zajistit, aby datum a cas
s uvedenim hodiny, minuty a sekundy, kdy je kvalifikovany certifikat vydan nebo zneplatnén,
mohly byt pfesné urCeny a tyto udaje byly dostupné tretim stranam. A podstatny je § 6 odst. 1
pism. d): zjistit, zda v okamziku vydani kvalifikovaného certifikatu méla podepisujici osoba

*Napiiklad A-Trust AG (Rakousko), Belgacom E-Trust (Belgie), Deutsche Post (Némecko)
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data pro vytvareni elektronickych podpisii odpovidajici datim pro ovéfovani elektronickych
podpisi, kterd obsahuje kvalifikovany certifikat [2]. Tuto povinnost mtize poskytovatel splnit
pouze v soucinnosti s zadatelem o certifikat, protoZe pouze on disponuje daty pro vytvareni
elektronickych podpisti. Zadatel miize sou¢innost poskytnout pti podavani zadosti o certifikat
(ten vté dobé vSak jest¢ neexistuje, a tedy nelze zjistit, zda soukromy kli¢ odpovida
veifejnému kli¢i v ném ulozenému) a dale ji muze poskytnout v dobé od vygenerovani
certifikdtu do jeho preddni. Okamzik generovéani certifikatu certifikacni autoritou se da
z ¢asového hlediska velmi dobfe zaznamenat (ureni datumu a Casu s uvedenim hodiny,
minuty a sekundy podle § 6 odst. 1 pism h) ovSem v tuto chvili nedochédzi k soucinnosti
s zadatelem. Zadatel poskytuje soudinnost aZ pfi predavani certifikatu. V tuto chvili je mozné
1 overtit, zda sobé odpovidaji soukromy a vetejny kli¢ (§ 6 odst. 1 pism. d) a je mozné také
urcit ¢as tohoto ukonu (§ 6 odst. 1 pism. h). Zda se tedy, Ze vydani certifikatu je ukon jeho
predani zadateli, respektive jeho zpfistupnéni zadateli. Misto vydani certifikatu je tedy misto,
kde se tento ukon uskute¢ni. Podle zakona o elektronickém podpisu je tedy mozné
kvalifikované certifikaty predavat (zpiistupiiovat) pouze na uzemi CR.

Mozné zplisoby feSeni jsou podle autora opét dva:

1. Cely problém je mozné povazovat za vyfeSeny, pokud pfistoupime na
myslenku, Ze oznaceni, ze dany certifikat byl vydan jako kvalifikovany podle ¢eského zdkona
o elektronickém podpisu (podle bodu a)), zarovenn spliuje i pozadavek bodu b). Tedy
pozadavek na obsazeni Gidaje o tom, Ze byl vydan v CR. Jako odivodnéni slouzi zavér
minulého odstavce, ze kterého vyplyva, Zze kvalifikované certifikdty ve smyslu zakona ¢.
227/2000 Sb. lze vydavat (piedavat/zpiistuptiovat) jen na tzemi CR. Pokud tedy byl
certifikdty vydan jako kvalifikovany podle zakona o elektronickém podpisu, zaroveit musel
byt vydan na tzemi CR. Pokud by poskytovatel predaval kvalifikované certifikaty podle
Ceského zdkona na Uzemi ciziho statu, porusoval by tim zdkon o elektronickém podpisu
(respektive tento vyklad).

Pozadavek na uvedeni tdaje, Ze kvalifikovany certifikat byl vydan v Ceské republice
je tedy splnén, pokud je splnén pozadavek bodu a), tedy ze certifikat obsahuje tdaj o tom, ze
byl vydan jako kvalifikovany podle zakona o elektronickém podpisu.

2. Zavér prvni varianty muze byt zpravniho hlediska sporny. Vezmeme-li
v tvahu zasadu zédkazu synonyma, muzeme tvrdit, Ze pokud by zadkonodarce zamyslel spojit
pozadavky bodu a) a bodu b) v jeden, jisté by tak u¢inil’. Timto zptisobem se k variant& &. 1
miZe postavit soud a miZe vyloZit pozadavek bodu b) odlisng*. Pokud bychom i my
postupovali podle pravnich zasad, problém tdaje o vydani v CR bychom mohli vyfesit
v polozce Qualified Certificate Statements extension. Autor v takovém piipad¢ navrhuje
obdobny postup jako u bodu a). Tedy dozorovym organem definované prohlaseni (napiiklad
ve znéni: , tento certifikat byl vydan v Ceské republice®) a registrované OID.

Issuer Name

Name ::= CHOICE { RDNSequence }

3 Jedna se o teoretickou zasadu, kterou soudy mohou uplatnit pti vykladu zakona. Ctenafe
jisté napadne prakticka stranka véci, tedy Ze ,,zdkonodarce* spiSe nevédél, co Cini...

* Nezbyva nez konstatovat, 7e nam i pro tento ucel chybi judikaty a soudni praxe, ze které
bychom mohli vychézet.
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RDNSequence ::=SEQUENCE OF RelativeDistinguisedName
RelativeDistinguishedName ::= SET OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE {

type AtributeType,
value AttributeValue }

id-at-countryName  AttributeType ::= { id-at 6 }
--odpovida hodnoté { 2.5.4.6 }
X520countryName ::= PrintableString ‘CZ’
RelativeDistinguishedName ::= SET OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE {

type AtributeType,
value AttributeValue }

id-at-commonName AttributeType ::= { id-at 3 }

--odpovida hodnoté { 2.5.4.3 }

X520CommonName ::= utf8String’

RelativeDistinguishedName ::= SET OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE {

type AtributeType,
value AttributeValue }

id-at-organizationName  AttributeType ::= { id-at 10 }

-- odpovida hodnoté { 2.5.4.10 }

X5200rganizationName ::= utf8String

RelativeDistinguishedName ::= SET OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE {

type AtributeType,
value AttributeValue }

id-at-localityName AttributeType ::= { id-at 7 }

-- odpovida hodnoté { 2.5.4.7 }

X520LocalityName ::= utf8String

RelativeDistinguishedName ::= SET OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE {

type AtributeType,
value AttributeValue }

id-at-stateOrProvinceName AttributeType ::= { id-at 8 }
--odpovida hodnoté { 2.5.4.8 }

> Aplikace, které odpovidaji RFC 2459, resp. RFC 3280, musi od roku 2004 pouzivat
koédovani UTF8 podle RFC 2279. Autor tedy doporucuje doporucit toto kodovani.
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X520StateOrProvinceName ::= utf8String

gcStatements EXTENSION ::= {
SYNTAX QCStatements,
IDENTIFIED BY id-pe-qcStatements}

id-pe-qcStatements OBJECT IDENTIFIER ::= { id-pe 3 }
QCStatements ::= SEQUENCE OF QCStatement

QCStatement-2 ::= SEQUENCE {
statementld OBJECT IDENTIFIER }
--autor navrhuje vytvorit prohlasent a registrovat OID, které by identifikovalo prohlaseni o miste vydani
daného kvalifikovaného certifikatu. OID by se odvozovalo od OID dozorového organu.

Pokracovani v priStim ¢isle e-zinu Crypto-World 1/2003
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D. Novy utok (XSL) na AES

Nicolas Courtois a Josef Pieprzyk ukazali, ze algoritmus Rijndael ma zcela zvlastni
algebraickou strukturu a muze byt zapsan jako systém preddefinovanych multivarietnich
kvadratikych rovnic (MQ). Autoii piedvedli, ze napt. pro 128-bit Rijndael se problém
nalezeni tajného kli¢e pfi znalosti jednoho oteviené¢ho textu dd popsat jako systém 8000
kvadratlckych rovnic s 1600 binarnimi neznamymi. Bezpecnost Rijndaelu tim vSak ohrozena

- nebyla. Neni totiz znadm dostate¢n¢ vykonny algoritmus, ktery by
takovyto systém byl schopen fesit. Znamy kryptolog Shamir ve své praci,
kterou publikoval na Eurocryptu 2000, popsal algoritmus XL, ktery fesi
takovéto systémy v subexponencialnim case. To by vSak znamenalo, Ze
bezpecnost Rijndaelu se nezvySuje exponencidlné s poctem rund!
Ptipomenime, ze klasické utoky na blokové Sifry jako napi. linearni,
diferen¢ni nebo Jakobsen-Knudsentiv titok maji slozitost exponencialni v
zavislosti na poctu rund.

Josef Pieprzyk - Pragocyrpt 1996

V praxi algoritmus XL neni tak vykonny a nedokaze rozbit Rijndael. Systém
kvadratickych rovnic "popisujici" Rijndael neni ale zcela ndhodny, mé mnoho specidlnich
vlastnosti: ziskanad matice je fidka a je vyrazné strukturovand. Pravé tuto strukturu Nikolas
Courtois a Josef Pieprzyk studovali a navrhli zlepSeni obecné XL metodu a jeji ptizptisobeni
pravé této specifické struktuie. Ve svém piispévku na Asiacryptu 2002 (prosinec 2002)
navrhli novou tfidu utokt, nazvanou XSL utok. Cely princip je zatim vysoce heuristicky, a je
velmi obtizné zhodnotit jeho slozitost a obecnost. Ve svém piispévku vSak predvedli, ze by
utok mohl byt schopen rozbit i 256 bitovy AES.

Nicolas Courtois and Josef Pieprzyk: Cryptanalysis of Block Ciphers with Overdefined
Systems of Equations ; to appear at Asiacrypt 2002, New Zealand, LNCS, Springer.

Dveé rozdilné verze XSL utoku muzete nalézt v archivu IACR : http://eprint.iacr.org/2002/044

A co pisi o tomto ohlaseném vysledku v bézném tisku?
http://www.stuff.co.nz/inl/print/0,1478.2125066a28,00.html

Cryptologists claim weakness in new US system
FRIDAY, 29 NOVEMBER 2002

Two of the world's top code-breakers may have found a way to tap into American
government computer systems and are due to unveil their findings in Queenstown next week.
The pair are among more than 130 cryptologists from 20 countries due to attend the five-day
Asia Crypt 2002 conference starting on Sunday.

Among papers to be presented is work by Josef Pieprzyk, of Australia's Macquarie
University, and Nicolas Courtois, of Schlumberger Sema in France, who believe they may
have found a way of "attacking" encryption methods recently installed by the United States
government and American businesses, Prof Wolfe said.

"They have found what looks to be a way of attacking it. If the standard has been
broken, it may render it useless," Prof Wolfe said.

If the cryptologists were able to find a weakness in the system, so too could America's
enemies.
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E. Operacni systém Windows 2000 ziskal certifikat bezpec¢nosti
Common Criteria

Firma Microsoft ziskala pro své produkty Windows 2000 Professional, Server, Advanced
Server certifikat stvrzujici, Ze bylo dosazeno miry zaruky hodnoceni EAL 4 (Evaluation
Assurance Level) podle Common Criteria.

Hodnoceni bylo provedeno proti profilu ochrany CAPP/EAL4 (Controlled Access
Protection Profile, version 1d) s nainstalovanym Service Packem 3 a Hotfixem Q326886.
Evaulac¢ni platforma : Compaq Proliant ML570, ML330, Compaq Professional Workstation
AP550, Dell Optiplex GX400, Dell PE 2500, 6450, 2550, 1550. Hodnoceni probéhlo podle
metodologie IT Security Evaluation (Version 1) podle Common Criteria v. 2.1 (totozné s ISO
15408, resp. CSN ISO 15408). Valida¢ni zprava ma ¢&islo : CCEVS-VR-02-0025. Datum
vydani : 25.fijna 2002.

Ptipomenime si zde stru¢nou charakteristiku EAL 4 , tak je uvedena ve 3 ¢asti ISO 15408
(Evaluation criteria for IT security - Part 3: Security assurance requirements) :
Mira zaruky hodnoceni EAL4 — metodicky navrzeno, testovano a revidovano

EALA4 je pouzitelnd v takovych situacich, kdy vyvojafi nebo uzivatelé vyzaduji stiedni
az vysokou nezavislou zaruku bezpec¢nosti z oblasti obvyklych vyrobkii a jsou pfipraveni na
dodatecné technické néklady, tykajici se pfedev§im bezpecnosti.

Na uplny zavér uvedeme Fadu odkazi, které se k déleni tohoto certifikatu vztahuji :

Windows 2000 Security Configuration Guide
http://www.microsoft.com/technet/security/issues/ W2kCCSCG/default.asp

Windows 2000 Evaluated Configuration User's Guide
http://www.microsoft.com/technet/security/issues/ W2kCCUG/default.asp

Windows 2000 Evaluated Configuration Administrator's Guide
http://www.microsoft.com/technet/security/issues/ W2kCCAdm/default.asp

Windows 2000 CC evaluation information
Windows 2000 CC News Bulletins —
http://www.microsoft.com/windows2000/server/evaluation/news/bulletins/cccert.asp

Windows 2000 CC Overview White Paper —
http://www.microsoft.com/technet/security/issues/ W2KCCWP.asp.

The above guides and security configuration templates (in inf format) would be available for
download as pdf and inf files after NIAP posts the validated Windows 2000 security target.
Windows 2000 CC Security Target —
http://download.microsoft.com/download/win2000srv/CCSecTar/2.0/NTS5/EN-
US/W2KCCST.pdf

Clanek v odli$ném duchu neZ predchozi oficiilni sdéleni Microsoftu:
Understanding the Windows EAL4 Evaluation, Jonathan S. Shapiro, Ph.D.
http://eros.cs.jhu.edu/~shap/NT-EAL4.html
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F. O ¢em jsme psali v prosinci 1999 - 2001

Crypto-World 12/1999

A. Microsoft nas zbavil dalsi iluze! (P.Vondruska) 2

B. Matematické principy informacni bezpec€nosti (Dr. J. Soucek) 3

C. Pod stromecek nové sitove karty (P.Vondruska) 3

D. Konec filatelie (J.Némejc) 4

E. Y2K (Problém roku 2000) (P.Vondruska) 5

F. Patalie se syst¢émem Mickeysoft frit¢za CE (CyberSpace.cz) 6

G. Letem Sifrovym svétem 7-8

H. Reseni malované kiizovky z minulého ¢&isla 9

L. Spojeni 9
Crypto-World 12/2000

A. Soutéz (pribézny stav, informace o 1.cen¢ ) (P.Vondruska) 2-3
B. Substituce slozita - periodické heslo, srovnana abeceda (P.Tesar) 4-10
C. CRYPTONESSIE (J.Pinkava) 11-18
D. Kryptografie a normy IV. (PKCS #6, #7, #8) (J.Pinkava) 18-19
E. Letem Sifrovym svétem 20-21
F. Zavérecné informace 21

Piiloha : teze.zip - zkracené verze prezentaci UOOU pouzité pti predloZeni tezi k Zakonu o
elektronickém podpisu (§6, §17) dne 4.12.2000 a teze prislusné vyhlasky.

Crypto-World 12/2001

A. Soutéz 2001, IV.¢ast (P.Vondruska) 2-7

B. Kryptograﬁe a normy - Norma X.509, verze 4 (J.Pinkava) 8-10

C. Asyrané a vyhradni kontrola (R.Haubert) 11-13

D. Jak se (ne)spoléhat na elektronicky podpis (J.Hobza) 13-14

E. Nekteré odlisnosti ceského zakona o elektronickém podpisu a nadvrhu poslaneckého
slovenského zékona o elektronickém podpisu (D.Brechlerova) 15-19

F. Letem Sifrovym svétem 19-21

G. Zavérecné informace 22

Piiloha: uloha7.wav
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G. Zavérecéné informace

1. Sesit

Crypto-World je oficidlni informacni seSit "Kryptologické sekce Jednoty ceskych
matematikii a fyzik" (GCUCMP). VSechny uvedené informace jsou pievzaty z volné
dostupnych provétenych zdroju (Internet, noviny) nebo se jednd o ptivodni ¢lanky podepsané
autory. Pfipadné chyby a nepfesnosti jsou dilem P.Vondrusky a autort jednotlivych
podepsanych ¢lanki, GCUCMP za n¢ nemé odbornou ani jinou zodpovédnost.

Clanky neprochazi jazykovou kontrolou!

Adresa URL, na nizZ mtiZzete najit tento seSit (nejdiive 15 dni po jeho rozeslani) a
piedchozi seSity GCUCMP (zkonvertovany do PDF formaétu), informace o ptednaskach z
kryptologie na MFF UK, n¢které ¢lanky a dalsi souvisejici témata :
http://www.mujweb.cz/veda/gcucmp

2. Registrace / zruseni registrace

Zajemci o zasilani tohoto seSitu se mohou zaregistrovat pomoci e-mailu na adrese
pavel.vondruska@ct.cz (pfedmét: Crypto-World) nebo pouzit k odeslani zadosti o registraci
formulaf na http://www.mujweb.cz/veda/gcucmp/ . Pfi registraci vyzadujeme pouze jméno a
piijmeni, titul, pracovisté (neni podminkou) a e-mail adresu urcenou k zasilani seSitu.

Ke zrusSeni registrace staci zaslat kratkou zprdvu na e-mail pavel.vondruska@ct.cz
(pfedmét: rusim odbér Crypto-Worldu !). Ve zpravé prosim uved'te jméno a ptijmeni a e-mail
adresu, na kterou byl sesit zasilan.

3. Spojeni

bézna komunikace, zasilani ptispévka k otisténi , informace
pavel.vondruska(@ct.cz

vondruska.p@seznam.cz

pavel.vondruska@post.cz
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