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A.  Je  RSA�EH]SHþQp�" 
Mgr. Pavel Vondruška ( ÚOOÚ ) 
 

2Wi]ND� EH]SHþQRVWL� DOJRULWPX� 56$� VH� E�åQ�� UHGXNXMH� QD� GLVNXVL� R� GpOFH� NOtþH��
%H]SHþQRVW� WRKRWR� V\VWpPX� MH� YãDN� ]iYLVOi� L� QD� VSUiYQp� LPSOHPHQWDFL�� QD� YHOLNRVWL�
VRXNURPpKR�D�YH�HMQpKR�H[SRQHQWX�D�Qa mnoha dalších detailech. Vzhledem k WRPX��åH�SUiY��
DOJRULWPXV�56$� KUDMH� NOtþRYRX� ~ORKX� Y elektronickém podpise, pokusím se v WRPWR� þOiQNX�
SRXNi]DW�QD�]QiPp�L�PpQ��]QiPp�~WRN\��NWHUp�PRKRX�EH]SHþQRVW�WRKRWR�DOJRULWPX�RKUR]LW�� 

 
1.0.  RSA 
 

RSA je šifrový asymetULFNê�V\VWpP��SRXåtYDQê�SUR�ãLIURYiQt�NUiWNêFK�]SUiY��YêP�QX�
NOtþ$�D�WYRUEX�HOHNWURQLFNpKR�SRGSLVX��3DW�t�MLå�YtFH�MDN�GYDFHW�OHW�PH]L��QHSVDQp��VWDQGDUG\�Y�
WpWR�REODVWL��9�WãLQRX�Y\XåtYi�NOtþH�GpON\����� -������ELW$��$OJRULWPXV�E\O�Y letech 19777 –
2000 patHQWRYDQRX� PHWRGRX� DPHULFNp� VSROHþQRVWL� 56$� 'DWD� 6HFXULW\� ,QF�� -DN� MH� ]QiPR��
Qi]HY�56$� E\O� Y\WYR�HQ� � ]� SRþiWHþQtFK� MPHQ� MHKR� WY$UF$� ��5RQ�5LYHVW��$GL� 6KDPLU� D�/HQ�
Adleman.� %H]SHþQRVW� 56$� MH� ]DORåHQD� QD� ]QiPp� VNXWHþQRVWL�� åH� MH� REWtåQp� UR]ORåLW� YHONi�
þtVOD�QD�SUYRþLQLWHOH��Y�WRPWR�S�tSDG��MGH�R�VRXþLQ�GYRX�YHONêFK�SUYRþtVHO���%�KHP�GYDFHWL�W�t�
OHW�SRXåtYiQt�E\O�V\VWpP�SRGUREHQ�YHOLFH�G$NODGQp�DQDOê]H�]H�VWUDQ\�NU\SWRORJ$�D�PDWHPDWLN$�
D�E\OD�REMHYHQD��DGD�VODELQ�D�PRåQêFK�~WRN$��NWHUêPL�O]H��56$�SURORPLW�QHER�DOHVSR�� MHKR�
EH]SHþQRVW�RVODELW��� 
 
 
1.1. Popis algoritmu RSA 
 
��3RVWXS�S�L�Y\WYi�HQt�GYRMLFH�YH�HMQê�D�WDMQê�NOtþ�SUR�56$�MH�QiVOHGXMtFt� 
a) QHMSUYH� QiKRGQ�� �D� QHSUHGLNRYDWHOQ�� �� Y\JHQHUXMHPH� GY�� GRVWDWHþQ�� YHONi� SUYRþtVOD�

�MHMLFK�S�LEOLåQi�YHOLNRVW��WM��SRþHW�ELW$��MH�]DGiQD��>�@ 
 
E��9\SRþWHPH 
                      N = p*q   a 
                      Φ(N) = (p-1)*(q-1) 
(Poznámka 1: Φ�1��MH�(XOHURYD�IXQNFH�XUþXMtFt�SRþHW�S�LUR]HQêFK�þtVHO�QHVRXG�OQêFK�V N a 
PHQãt�QHå�1�� 
 Poznámka  2: V SUD[L�O]H�þtVOR�Φ(N)  naKUDGLW�þtVOHP��/� ��161��S-1, q-1)  tj. nejmenším 
VSROHþQêP�QiVRENHP�þtVHO�S-1  a  q-1). 
 
F��=YROtPH�QiKRGQp�þtVOR�H��NGH 
                       1  <  e <   Φ�1������WDN��åH���16'��H��Φ(N)) =1 (tj. e a Φ�1��MVRX�QHVRXG�OQi���� 
=GH�16'�]QDþt�QHMY�WãtKR�VSROHþQpKR�G�OLWHOH� 
 
G��8åLWtP�(XNOHLGRYD�DOJRULWPX�Y\SRþWHPH�MHGQR]QDþQ��GHILQRYDQp�þtVOR�G�WDNRYp��åH 
                              1  <  d  <   Φ(N)  a          
                              e*d  ≡  1  mod  Φ(N)  . 
 
([LVWHQFH�WDNRYpKR�þtVOD�G�MH�GiQD�%DXW]RYRX�Y�WRX�� 
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9H�HMQêP�NOtþHP�MH�SRWRP�GYRMLFH��1�H���VRXNURPêP��NOtþHP�XåLYDWHOH�MH�GYRMLFH��1�G��
�Q�NG\�QD]êYiQD��WDMQêP��NOtþHP��  
 
V S�tSDG��SRXåLWt�V\VWpPX�56$�VH�SUR�HOHNWURQLFNê�SRGSLV�Y�VRXODGX�V�WHUPLQRORJLt�=iNRQD�R�
HOHNWURQLFNpP�SRGSLVX�þ�����������SRXåtYi�RGOLãQp�Qi]YRVORYt��9H�HMQê�NOtþ�VH�QD]êYi�GDWD�
SUR�RY��HQt�SRGSLVX��D�VRXNURPê�NOtþ�VH�QD]êYi�GDWD�SUR�Y\WYi�HQt�HOHNWURQLFNpKR�SRGSLVX 
 
ýtVOR�1�QD]êYiPH�PRGXO��þtVOR�H�ãLIURYDFtP�H[SRQHQWHP�D�þtVOR�G�GHãLIURYDFtP�H[SRQHQWHP��
9H�HMQê�NOtþ�]GH�WYR�t�þtVOD�H��1��]DGQtPL�YUiWN\�MH�þWYH�LFH�þtVHO�S��T��G��Φ��1���3�LWRP�]QDORVW�
MHGQRKR�]�þtVHO�S��T��Φ��1��YHGH�N�EH]SURVW�HGQtPX�QDOH]HQt�]EêYDMtFtFK�W�t�D�]QDORVW�þtVOD�G�
QiP�GiYi�SUDYG�SRGREQRVWQt�SRO\QRPLiOQt�DOJRULWPXV�SUR�IDNWRUL]DFL�þtVOD�1� 
 

 
 
1.2 Popis vlastního šifrování a dešifrování 
 
3RStãHPH��MDN�SUREtKi�YODVWQt�]DãLIURYiQt�D�RGãLIURYiQt��3�HGSRNOiGHMPH��åH�VWUDQD�%�]Qi�
DXWHQWLFNê�YH�HMQê�NOtþ�VWUDQ\�$��NWHUêP�MH��1�H��D�]DãLIURYiYi�]SUiYX�0�SUR�$� 
6WUDQD�%�Y\MiG�t�]SUiYX�0�MDNR�þtVOR�P�����≤ m ≤ N-���UHVS��SRVORXSQRVW�WDNRYêFK�þtVHO�� 
'iOH�VWUDQD�%�Y\SRþWH 
                     c = me  mod N 
D�]DãOH�WHQWR�ãLIURYê�WH[W�VWUDQ��$� 
 
6WUDQD�$�Q\Qt�S�L�GHãLIUDFL�Y\SRþWH�SRPRFt�WDMQpKR�NOtþH�G 
                 m = cd  mod N  . 
 
9êVOHGNHP�MH�VNXWHþQ��P��FRå�O]H�GRNi]DW�QiVOHGRYQ��� 
 
-HOLNRå���H
G�≡1 mod  Φ�1���H[LVWXMH�FHOp�þtVOR�N WDN��åH�HG� �����NΦ(N).  
'iOH��SRNXG�16'��P�S�� ����SDN�SRGOH�)HUPDWRY\�Y�W\ 
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                      mp-1 ≡  1  mod p. 
8PRFQtPH�RE��VWUDQ\�WpWR�NRQJUXHQFH�þtVOHP�N�T-1) a posOp]H�Y\QiVREtPH�RE��VWUDQ\�URYQLFH�
þtVOHP�P�� 
Dostaneme 
                              m1 + k(p-1)(q-1) ≡  m  mod p. 
3RNXG�MH�16'��P�S�� �S���GUXKi�PRåQi�VLWXDFH���SDN�WDWR�URYQRVW�SODWt�URYQ�å��RE��VWUDQ\�MVRX�
rovny nule mod p). 
 
9åG\�WHG\ 
                              med  ≡  m  mod p . 
2EGREQ��VH�GRNiåH� 
                             med  ≡  m  mod q . 
Odtud plyne 
                              med  ≡  m  mod N, 
a tedy 
                        cd  ≡ (me) d ≡  m  mod N. 
 
 
 
�����%H]SHþQRVW�DOJRULWPX� 
       

 BH]SHþQRVW�WRKRWR�DOJRULWPX�MH�]DORåHQD�QD�VORåLWRVWL�~ORK\�IDNWRUL]DFH�YHONêFK�þtVHO��
Tímto klasickým problémem  WHRULH� þtVHO�� VH� ]DEêYDMt� PDWHPDWLFL� MLå� GORXKi� GHVHWLOHWt��
v posledních dvaceti letech i v VRXYLVORVWL�V�UR]YRMHP�NU\SWRJUDILH��NURP��56$�MH�Qa stejném 
SUREOpPX�]DORåHQR�QDS���5DELQ-:LOOLDPVRYR�VFKpPD��NWHUp�MH�VRXþiVWt�QRUP\�3������� 

/]H� OHKFH� XNi]DW�� åH� SRNXG� GRNiåL� IDNWRUL]RYDW� 1�� SDN� VDPR]�HMP�� GRNiåL� VSRþtWDW�
Φ�1�� D� WXGtå�RGYRGLW� ]�YH�HMQpKR�H[SRQHQWX�H� L� VRXNURPê�H[SRQHQW�G��2EUiFHQi� LPSOLkace 
byla dokázána pouze pro Rabin-Williamsovo schéma, nikoliv pro RSA. Tedy  zatímco pro 
5:�VFKpPD�MH�~ORKD�NU\SWRDQDOê]\�VWHMQ��REWtåQi�MDNR�~ORKD�IDNWRUL]DFH�P$åH�EêW��Y S�tSDG��
56$�~ORKD�NU\SWRDQDOê]\�R�Q�FR�MHGQRGXããt�� 
 
3�HVQ�ML���N��UR]ELWt�56$��QHSRW�HEXMHPH�IDNWRUL]DFL��VWDþt�Y\�HãLW�SUREOpP�QD]êYDQê�56$3� 
 
56$3��1HFK"�S�T� MVRX�SUYRþtVOD��1 S
T� �� �D�H� MH�þtVOR� WDNRYp��åH� �16'��H��Φ(N)) =1  (kde 
Φ�Q���]QDþt�(XOHURYX�IXQNFL��H�D�Φ�1��MVRX�QHVRXG�OQi����ÒORKD�]Qt��MH-OL�]DGiQR�þtVOR� 
C ∈ ZN���QDOH]Q�WH�SRX]H�]H�]QDORVWL�þtVHO�1�H�&�WDNRYp�0�∈ ZN,���åH�SODWt�0

e ≡ C  mod N. 
 
-LQêPL� VORY\� 56$3� O]H� S�HIRUPXORYDW� MDNR� SUREOpP� Y\SRþtWDW� H-tou odmocninu modulo 
VORåHQp�þtVOR�1�EH]�]QDORVWL�UR]NODGX�PRGXOX�QD�SUYRþLQLWHOH� 

Takovýto algoritmus nebyl dosud nalezeQ� D� QHQt� DQL� ]QiP� G$ND]� WRKR�� åH� H[LVWRYDW�
QHP$åH�� äiGQp� NRQNUpWQt� SR]QDWN\� Y WRPWR� VP�UX� QHE\O\� QDOH]HQ\�� S�HVWR� MH� YãHREHFQ��
NU\SWRORJ\�S�HGSRNOiGiQR��åH�VORåLWRVW�RERX�~ORK�MH�HNYLYDOHQWQt� 
       
 
1.4 Útoky na RSA pomocí faktorizace modulu 
 

Z minulého RGVWDYFH�SO\QH��åH�QHMVFK$GQ�Mãt�]QiPRX�FHVWRX�YHGRXFt�N rozbití RSA je 
IDNWRUL]DFH� þtVOD� 1�� .� XUþHQt� NU\SWRORJLFNp� RGROQRVWL� 56$� SRXåLMHPH� YêSRþHWQt� VORåLWRVW�
IDNWRUL]DþQtFK�DOJRULWP$�� �3UR�Y\MiG�HQt�D�RKRGQRFHQt�MHMLFK�VORåLWRVWL�VH�SRXåtYi�QiVOHGXMtFt�
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symbolický zápis : Lq (a,c) = O (exp((c+O(1))(ln q)a  * (lnlnq)1-a� ��� � �Q�NWHUp�SRMP\�]�WHRULH�
VORåLWRVWL���GHILQLFH��YHONpKR�2��YL]�>�@�� 

'iOH��N�RKRGQRFHQt�VORåLWRVWL�MHGQRWOLYêFK�IDNWRUL]DþQtFK�PHWRG�EXGHPH��XYiG�W�YåG\�
MHQ�GYRMLFL�SDUDPHWU$��D�F�� 

 
FaktRUL]DþQt�DOJRULWP\�VH�G�Ot�GR�W�t�]iNODGQtFK�VNXSLQ� 
 
1) 2EHFQp�DOJRULWP\��NGH�VORåLWRVW�]iYLVt�QD�YHOLNRVWL�QHMPHQãtKR�H[LVWXMtFtKR�IDNWRUX  
9�VRXþDVQp�GRE��VH�SRYDåXMH�Y�WpWR�VNXSLQ��]D�QHMHIHNWLYQ�Mãt�(&0��HOLSWLF�FXUYH�PHWKRG���
VORåLWRVW� O]H� Y\MiG�LW� SRPRFt� GYRMLFH� SDUDPHWU$� ������√����PHWRGD�QHQt�SUDNWLFN\�SRXåLWHOQi�
SUR�þtVOD��NWHUi�QHPDMt�MHGHQ�]�IDNWRU$�UHODWLYQ��PDOê��FFD���41 ��]iYLVt�RYãHP�QD�YêSRþHWQtP�
výkonu). 
 
2) 2EHFQp�DOJRULWP\��NGH�VORåLWRVW�]iYLVt�QD�YHOLNRVWL�IDNWRUL]RYDQpKR�þtVOD  
9ãHREHFQ�� ]QiPê� DOJRULWPXV� NYDGUDWLFNpKR� VtWD� �46�� Y\WODþLOD� Y SRVOHGQt� GRE�� PHWRGD�
�REHFQpKR�þtVHOQpKR�W�OHVD���JHQHUDO�QXPEHU�ILHOG�VLHYH��*1)6���VORåLWRVW�O]H�Y\MiG�LW�SRPRFt�
dvojice (1/3, 1.92).  

2EHFQ�� VH� Gi� �tFL�� åH� SUR� PDOp� KRGQRW\� Q� ��HNQ�PH� Q� �� ���� FLIHU�� MH metoda QS 
U\FKOHMãt�QHå�*1)6��3UR�KRGQRW\�Q�!�����FLIHU�MH�~þLQQ�Mãt�PHWRGD�*1)6���9�REODVWL�þtVHO�RG�
����GR�����FLIHU�SDN�YêVOHGHN�]iYLVt��QD�GUXKX�SRXåLWêFK�SRþtWDþ$��MHPQRVWL�SURJUDPRYiQt�D�
na hledaném tvaru rozkladu. Metoda GNFS slaví v posledních letHFK�MHGQR]QDþQê�~VS�FK�S�L�
UR]NODGX�YHONêFK�W�åNR�UR]ORåLWHOQêFK�þtVHO��7R�E\OR�SURNi]iQR�L�S�L�UR]NODGX�þtVHO�]H�VRXERUX�
RSA (viz. tabulka z [3] ). 
 
ýtVOR Datum MIPS-URN$ 'Q$�3�,,���� Metoda 
RSA-100 Duben  1991 7 5,67 Quadrqtic-sieve 
RSA-110 Duben  1992 75 60,8 Quadrqtic-sieve 
RSA-120 ýHUYHQ����� 830 673 Quadrqtic-sieve 
RSA-129 Duben  1994 5000 4055 (11 let) Quadrqtic-sieve 
RSA-130 Duben  1996 500 405,5 Generalized number field sieve 
RSA-140 Únor    1999 2000 1622,2 (4,5) Generalized number field sieve 
RSA-155 Srpen   1999 8000 6488,8 (17 let) Generalized number field sieve 
(MIPS-URN� �� GHILQRYiQ� MDNR� YêSRþHW�� NWHUê� ]YOiGQH� ]D� MHGHQ� URN� VDPRVWDWQê� SRþtWDþ� '(&�
VAX 11/780  ) 
 

9�URFH������E\OR�GHPRQVWURYiQR��åH�MH�SUDNWLFN\�PRåQi��IDNWRUL]DFH�������-bitových 
þtVHO��1�NWHUp�VSHNXODFH�YHGRX�N�GRPQ�QNiP��åH�FFD�]D����OHW�EXGH�PRåQi�IDNWRUL]DFH����-
ELWRYêFK� þtVHO�� 9\XåLWt� MLQêFK� WHFKQRORJLt� Y� SURFHVX� IDNWRUL]DFH� �QDS��� RSWRHOHNWURQLFNp�
]D�t]HQt� 7:,1./(� S�HGVWDYHQp� Y� URFH� ����� Y� 3UD]H� QD� NRQIHUHQFL� (XURFU\SW� by mohlo 
]YêãLW�YHOLNRVWL�IDNWRUL]RYDQêFK�þtVHO�>�@� 
 
3) $OJRULWP\� YKRGQp� � SUR� VSHFLiOQt� VLWXDFH�� NG\�Pi� IDNWRUL]RYDQp� þtVOR� �QHER� IDNWRU��

MLVWp�]QiPp��RþHNiYDQp��YODVWQRVWL  
- Fermatova metoda -� SRXåtYi� VH� N� Y\KOHGiQt� IDNWRU$� EOt]NêFK� N�√N (proto není vhodné, 

DE\�VH�SUYRþtVOD�S�D�T�OLãLOD�MHQ��PiOR��� 
- Pollardova p-1 metoda 
- Williamsova p+1 metoda 

2E��SRVOHGQt�PHWRG\�MVRX�YKRGQp�SUR�þtVOD��MHMLFKå�IDNWRU�MH�R�MHGQLþNX�Y�Wãt�UHVS��PHQãt�
QHå� KODGNp� þtVOR�� 7\WR�PHWRG\� MVRX� SRP�UQ�� ~þLQQp�� D� SURWR� VH� Q�NG\� NODGH� SRåDdavek 
YROLW�MDNR�IDNWRU\�1�W]Y��VLOQi�SUYRþtVOD��9�VRXþDVQp�GRE��VH�YãDN�RG�WRKRWR�SRåDGDYNX�S�L�
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JHQHUDFL� SUYRþtVHO� XSRXãWt� �E\OR� GRNi]iQR�� åH� SUDYG�SRGREQRVW� YêE�UX� þtVOD�� NWHUp� MH�
EOt]Np�KODGNpPX�þtVOX��MH�SUDNWLFN\�]DQHGEDWHOQi��� 

 
 
1.5 6SROHþQê�PRGXO 
 

PokuG� E\� Q�NROLN� RVRE� P�OR� NOtþH� �GDWD� SUR� Y\WYi�HQt� HOHNWURQLFNpKR� SRGSLVX�� VH�
VWHMQêP�PRGXOHP��SDN�JHQHURYiQt�NOtþ$� E\�E\OR� VLFH� U\FKOp�� DOH� MDN�GRNi]DO�6LPPRQV�QHQt�
WHQWR� V\VWpP� Y$EHF� EH]SHþQê�� .DåGê� ]� ~þDVWQtN$� P$åH� ]H� ]QDORVWL� VYpKR� YH�HMQpKR� D�
soukromého� NOtþH� IDNWRUL]RYDW� PRGXO� D� SDN� Y\SRþtWDW� VRXNURPp� H[SRQHQW\� RVWDWQtFK�
~þDVWQtN$�]�MHMLFK�YH�HMQêFK�NOtþ$��GDW�SUR�RY��HQt�HOHNWURQLFNpKR�SRGSLVX�� 
 9�S�tSDG��SRXåLWt�YH�HMQêFK�NOtþ$�SUR�ãLIURYiQt� MH�]GH�MHãW��GDOãt�PRåQê�~WRN��3RNXG��
E\OD� WDWiå� ]SUiYD� ]DãLIURYiQD�GY�PD� U$]QêPL�YH�HMQêPL�NOtþL� VH� VWHMQêP�PRGXOHP��H[LVWXMH�
MHGQRGXFKê� SRVWXS�� NWHUê� ]H� ]QDORVWL� W�FKWR� GYRX� ãLIURYêFK� WH[W$� D� S�tVOXãQêFK� YH�HMQêFK�
WH[W$�XPRå�XMH�QDOp]W�S$YRGQt�RWHY�HQê�WH[W�]SUiY\�� 
 
 
1.6 Multiplikativní vlastnosti kryptosytému 
 
âLIURYiQt�L�RGãLIURYiQt�SRPRFt��56$�MH�GLVWULEXWLYQt�Y]KOHGHP�N�QiVREHQt��SURWRåH�SODWt�� 
∀a,b ∈ Z , k ∈ N : (ab)k  ≡akbk  (mod N) . 

3RStãHPH�VL��MDN�P$åH�~WRþQtN�WpWR�YODVWQRVWL�Y\XåtW�Y�S�tSDG��HOHNWURQLFNpKR�SRGSLVX�
D�Y�S�tSDG��OXãW�Qt�]DãLIURYDQpKR�WHxtu.  

Má-OL�~WRþQtN�]SUiYX�0��NH�NWHUp�FKFH�]tVNDW�SRGSLV�Q�MDNp�RVRE\��%RED���WM��KRGQRWX�
Md PRG� 1�� SDN� P$åH� %RERYL� S�HGORåLW� PtVWR� YODVWQt� KRGQRW\� 0� �� NWHURX� E\� %RE� PRKO�
odmítnout podepsat,  jakoby náhodnou hodnotu M ce�PRG�1���SUR�Q�MDNp�QiKRGQ��]YROHQp c. 
=�YêVOHGNX�MH�SDN�~WRþQtN�VFKRSHQ�Y\SRþtWDW�SRGSLV�S$YRGQt�]SUiY\�0�� 

 
7HQWR� SRVWXS� VH� Gi� YêKRGQ�� Y\XåtW� SUR� Q�NWHUp� DSOLNDFH�� MDNR� MH� V\VWpP� GLJLWiOQtFK�

EDQNRYHN� �GLJLWDO� FDVK��� NWHUê� SRVN\WXMH� XUþLWê� VWXSH�� DQRQ\PLW\� MHGQRWOLYêP� ~þDVWQtN$P�
(mluvíme o tzv. zaslepení - blinding). 

  
9�S�tSDG�� ãLIURYiQt� �P$åH�~WRþQtN�PXOWLSOLNDWLYQt�YODVWQRVWL�Y\XåtW� WDNWR� ��RGFK\Wt-li 

]DãLIURYDQRX�]SUiYX�&�DGUHVRYDQRX�%RERYL��P$åH�ML�SR]P�QLW�D�%RERYL�SRVODW��KRGQRWX� 
C ce��PRG�1���SUR�Q�MDNp�F��%RE�VH�SRNXVt�WXWR�]SUiYX rozšifrovat, ale výsledkem je hodnota 
Cd� F� PRG� 1� �� NWHUi� SUDYG�SRGREQ�� QHGiYi� åiGQê� VP\VO�� 'RNiåH-OL� ~WRþQtN� WXWR� KRGQRWX�
]tVNDW�� QDS�tNODG� ]� WRKR� G$YRGX�� åH�%RE� VL�P\VOt�� åH� RGãLIURYiQt�QHSURE�KOR�GRE�H�� D�SURWR�
]GiQOLY�� QHVP\VOQpPX� YêVOHGNX� QHY�QXMH� GRVWDWHþQRX� RFKUDQX�� QHER� WDN�� åH� %RED� S�tPR�
Q�MDN�S�HVY�Gþt��DE\�PX�YêVOHGHN�SRVN\WQXO���SURYHGH�DQDOê]X��SURþ�RGãLIURYiQt�QHSURE�KOD�
GRE�H�«����SDN�P$åH�Y\SRþtWDW�S$YRGQt�RWHY�HQê�WH[W�>�@�� 
 

ÒWRþQtN� P$åH� GLVNXWRYDQp� YODVWQRVWL� 56$� Y\XåtW� WDNp� WDN�� åH� EXGH� kombinovat 
H[LVWXMtFt� ]DãLIURYDQp� WH[W\� QHER� GLJLWiOQt� SRGSLV\� D� Y\WYi�HW� ]� QLFK� QRYp� >�@��$E\� WR�P�OR�
Q�MDNê� SUDNWLFNê�Yê]QDP�� MH�QXWQp�� DE\� �VP\VOXSOQp�� WH[W\� ]SUiY�� NWHUp� MVRX� ãLIURYiQ\�QHER�
SRGHSLVRYiQ\��P�O\�Q�MDNRX�PXOWLSOLNDWLYQt�VWUXNWXUX��SURWRåH�MLQDN�QHEXGH�~WRþQtN�VFKRSHQ�
V\QWHWL]RYDW� QRYp� VP\VOXSOQp� ]SUiY\��1LFPpQ�� 'HVPHGW� D�2GO\]NR� >�@� XNi]DOL�� åH� ]tVNi-li 
KDFNHU� YêVOHGN\�%RERY\� GHãLIURYDFt� IXQNFH� SUR� S�LEOLåQ�� �/n [1/2,1])1/2� � YKRGQ�� ]YROHQêFK�
YVWXS$�� SDN�EXGH� VFKRSHQ�HIHNWLYQ�� ViP�VSRþtWDW�Yýsledek dešifrovací funkce pro libovolný 
vstup. 
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1.7  Malá hodnota soukromého  exponentu  
 

9êSRþHW� PRFQLQ� Y� =N MH� þDVRY�� QiURþQi� RSHUDFH� �VORåLWRVW� MH� ~P�UQi� ORJDULWPX�
H[SRQHQWX���=Gi�VH�WHG\�YêKRGQp�YROLW�VRXNURPê�H[SRQHQW�G�UHODWLYQ��PDOê��W�HED���[�PHQãt�
neå� PRGXO� 1�� D� WtP� YêUD]Q�� ]U\FKOLW� GHãLIURYiQt� D� Y\WYi�HQt� HOHNWURQLFNêFK� SRGSLV$��
0�:LHQHU�XNi]DO��åH�WHQWR�SRVWXS�MH�ãSDWQê��XPRå�XMH�GRNRQFH�Y\SRþtWDW�VRXNURPê�H[SRQHQW�
SRX]H�]H�]QDORVWL�YH�HMQpKR�NOtþH��GDW�SUR�RY��HQt�HOHNWURQLFNpKR�SRGSLVX��� 
 
3�HKOHG�]QiPêFK�YêVOHGN$� 
:LHQHU$Y�~WRN [8] 
1HFK"�1 S
T�MH�56$�PRGXO�D�H�G�MVRX�YH�HMQê�D�VRXNURPê�NOtþ��'iOH�QHFK"�SODWt�T�< p < 2q  
a  d < 1/3 * N1/4 ���3DN�O]H�]H�]QDORVWL�1�D�H�HIHNWLYQ��Y\SRþtWDW�G� 
 
Boneh a Durfee [9] 
%RQHK�D�'XUIHH�QDãOL�Y\OHSãHQt�S�HGFKR]t�~WRNX��WDNRYp��åH�O]H�SRXåtW�SUR�Y�Wãt�KRGQRW\�G�D�H��
NRQNUpWQ��SUR��G�<  N1-√2/2 ≅ N0.292   a  e <  N 15/8  . 
 

1�NWH�t�NU\SWRORJRYp�VH�GRPQtYDMt��åH�E\�PRKOD�H[LVWRYDW�GDOãt�Y\OHSãHQt�D�WR�Då�SUR�
hodnotu d <  N1/2 . Tento odhad nebyl zatím potvrzen a je�]QiPêP�RWHY�HQêP�SUREOpPHP� 

=� YODVWQt� G�tY�Mãt� SUD[H� PRKX� SRWYUGLW�� åH� FHOi� �DGD� NRPHUþQtFK� SURJUDP$�� NWHUp� Y�
UiPFL� QDEt]HQêFK� VOXåHE� WDNp� JHQHUXMt� YH�HMQp� D� VRXNURPp� NOtþH�� ]SUDYLGOD� � QHSURYiGt�
NRQWUROX� Y]WDKX� G�H�1� QHER� GRNRQFH� ]� G$YRGX� U\FKOêFK� YêSRþW$� � YROt� ~P\VOQ�� KRGQRWX� G�
nízkou (jako jedno z NRPHUþQtFK�KOHGLVHN��VH�WRWLå�XYiGt�U\FKORVW�ãLIURYiQt��� 
 
 
1.8 ��0DOi�KRGQRWD�YH�HMQpKR�H[SRQHQWX� 
 

3RGREQ�� E\� VH� PRKOR� ]GiW� YêKRGQp� YROLW� PDORX� KRGQRWX� YH�HMQpKR� H[SRQHQWX� D� WR�
RS�W�]�G$YRGX�XU\FKOHQt�SURFHVX�ãLIURYiQt�D�RY��RYiQt�HOHNWURQLFNêFK�SRGSLV$���0DOi�KRGQRWD�
YH�HMQpKR� H[SRQHQWX� LPSOLFLWQ�� ]DUXþXMH�� åH� KRGQRWD� VRXNURPpKR� H[SRQHQWX� EXGH� YHONi� �G�
QHP$åH� EêW� SULQFLSLiOQ��PHQãt� QHå�Φ�1��H�� �� �8ND]XMH� VH�� åH� L� SRXåLWt�PDOêFK� KRGQRW� H� MH�
riskantní. Na rozdíl od�:LHQHURYD�~WRNX�D�MHKR�PRGLILNDFt�QHMVRX�MLå�W\WR�~WRN\�WDN�~þLQQp�D�
QHYHGRX� N� ~SOQpPX� SURORPHQt� ãLIU\�� 9� SUD[L� MVRX� RYãHP� VNXWHþQ�� PDOp� H[SRQHQW\� þDVWR�
SRXåtYiQ\��+RGQRWD�H ���QHMPHQãt�PRåQi��VH�Y�NRPHUþQtFK�SURJUDPHFK�E�åQ��Y\VN\WRYDOD��
9� OLWHUDWX�H� VH�Q\Qt�GRSRUXþXMH�KRGQRWD�)4= 216 +1 (4-Wp�)HUPDWRYR�þtVOR���7DWR�KRGQRWD� MH�
GRVWDWHþQ��YHOLNi��DE\�]QiPp�~WRN\�E\O\�SUDNWLFN\�QHSURYHGLWHOQp��D�]iURYH��YêKRGQi��QHER"�
O]H�Y\SRþtWDW�PRFQLQ\�0e�PRG�1�YHOLFH�HIHNWLYQ���SRX]H���-ti operacemi v ZN ) . 
 0RåQp� ]QiPp� ~WRN\� MVRX� ]DORåHQ\� QD� KOHGiQt� NR�HQ$� SRO\QRP$� Y� =N . Otázky, za 
MDNêFK�SRGPtQHN�O]H�W\WR�NR�HQ\�QDMtW�D� MDNêP�DOJRULWPHP���Hãt�SUiFH�'�&RSSHUVPLWKD�>��@��
3UREOHPDWLND�MH�YHOLFH�QiURþQi�D�VWiOH�VH�MHãW��UR]YtMt��([LVWXMH�FHOi��DGD�~WRN$��WHRUHWLFNpKR�
charakteru  (Hastad's Broadcast Attack, Franklin-Reiter Releted Message Attack, 
&RSSHUVPLWK
V� 6KRUW� 3DG� $WWDFN�� 3DUWLDO� .H\� ([SRVXUH� $WWDFN��� 3�L� ]DFKRYiQt� KRGQRW\�
YH�HMQpKR� H[SRQHQWX� )4� D� GRGUåHQt� GDOãtFK� E�åQêFK� SUDYLGHO� �GpON\� WH[W$�� QHH[LVWXMtFt�
závislosWL�PH]L�WH[W\�DSRG���MVRX��W\WR�~WRN\�QH~þLQQp�� 
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1.8.1 âLIURYiQt�VWHMQp�]SUiY\�U$]QêPL�NOtþL� 
 

3�HGSRNOiGHMPH�� åH� ]SUiYD� 0� MH� UR]HVtOiQD� ]DãLIURYDQ�� N� VXEMHNW$P� �%1,B2,…Bk). 
=SUiYD�MH�]DãLIURYiQD�SRVWXSQ��YH�HMQêPL�NOtþL�VXEMHNW$�%i�R]QDþPH�MH��Hi, Ni ). A diOH�QHFK"�
MH� � RWHY�HQê� WH[W� ]SUiY\� PHQãt� QHå� PLQ� 1i.  Zachytí-OL� ~WRþQtN� GRVWDWHþQê� SRþHW� �H��
zašifrovaných zpráv Ci = Mei� �� P$åH� ]MLVWLW� RWHY�HQê� WH[W�0�� = G$YRGX� UHiOQRVWL� WDNRYpKR�
útoku –� MGH� R� VFKRSQRVW� ]DFK\WLW� GRVWDWHþQê� SRþHW� ]SUiY� D� SURYpVW� SDW�LþQp� YêSRþW\� – je 
PRåQp�WHQWR�~WRN�SURYpVW�WDNp�MHQ�SUR�PDOp�KRGQRW\�YH�HMQpKR�H[SRQHQWX�H� 

3RSVDQRX� VLWXDFL� O]H� MHãW�� ]QDþQ�� PRGLILNRYDW� >��@�� � QHY\åDGXMH� VH�� DE\� YH�HMQp�
H[SRQHQW\� E\O\� WRWRåQp� D� GRNRQFH� VH� S�LSRXãWt�� DE\� E\OD� ]SUiYD� 0� S�HG� ]DãLIURYiQtP�
pozm�Q�QD��]P�QD�DOH�PXVt�EêW�OXãWLWHOL�]QiPD�D�MGH�R�OLQHiUQt�þL�SRO\QRPLiOQt�]P�Q\���� 
 
 
1.8.2 âLIURYiQt�S�tEX]QêFK�]SUiY�MHGQtP�NOtþHP  
 

 8UþLWp� PRåQRVWL� Pi� ~WRþQtN� GRNRQFH� Y� S�tSDG��� NG\� MVRX� RGHVtOiQ\� Q�NWHUpPX�
MHGLQpPX�DGUHViWRYL�U$]Qp�]SUiY\��PH]L�NWHUêPL�MH�Q�MDNê��OXãWLWHOL�]QiPê��Y]WDK��7R�Y�SUD[L�
QDVWiYi� QDS��� WHKG\�� NG\� MVRX� ]DVtOiQ\� VWHMQp� ]SUiY\�� NWHUp� VH� OLãt� � SR�DGRYêP� þtVOHP� QHER�
þDVRYêP�~GDMHP�>��@��� 
 3R]QDPHQHMPH�� åH� L� ]GH� ~VS�ãQRVW� ~WRNX� ]iYLVt� QD� YHOLNRVWL� YH�HMQpKR� H[SRQHQWX��
1DS��� S�L� RGHVOiQt� GYRX� ]SUiY� � V� OLQHiUQt� ]iYLVORVWt� MHGQRPX� DGUHViWRYL� MH� ãDQFH� QD� ~VS�FK�
MHãW��SUR�KRGQRW\�YH�HMQpKR�H[SRQHQWX��32  !. 
 
  
1.8.3 Šifrování stejné zprávy s QiKRGQêP�GRSO�NHP 
 

 3�HGFKR]t� ~WRN� E\O� ]DORåHQ� QD� WRP�� åH� ]DFK\FHQp� ]SUiY\� E\O\� Y� Q�MDNpP� ]QiPpP�
(jednoduchém�� Y]WDKX�� &RSSHUVPLWK� YH� VYêFK� SUDFtFK� SRSVDO� ]S$VRE�� MDN� S�HGFKR]t� ~WRN�
PRGLILNRYDW�QD�VLWXDFL��NG\�~WRþQtN�]DFK\Wt�GYD�]DãLIURYDQp�WH[W\��NWHUp�RGSRYtGDMt�VWHMQpPX�
RWHY�HQpPX� WH[WX� GRSOQ�QpPX� R� GYD� U$]Qp� QH]QiPp� GRSO�N\� �SDGGLQJ�� -� WM�� �HW�]HF�
náhodných ELW$� SHYQp� GpON\�� NWHUê� MH� S�LSRMHQ� N� S$YRGQtPX� RWHY�HQpPX� WH[WX� >�����@�� 9�
SUD[L� VH� WR�Gi�GRFtOLW�QDS��� WDN�� åH�~WRþQtN�]DFK\Wt�SUYQt�]SUiYX�D�þHNi��åH�RGHVtODWHO�RGHãOH�
]SUiYX�QRYRX�V�MLQRX��QiKRGQ��Y\JHQHURYDQRX��Y\FSiYNRX� 
 .OtþRYRX�SRGPtQNRX�~VS�FKX�MH��åH�Y\FSiYND�QHVPt�WYR�LW�YtFH�QHå���H2�ELW$�FHONRYp�
délky zprávy.  
 
 
1.9 Útok proti standardu PKCS #1  

 
Public-Key Cryptographic Standards - PKCS # 1 popisuje postup (symbolicky 

]QDþHQê�MDNR�UVD(QFU\SWLRQ��SUR�]DãLIURYiQt�GDW�SRPRFt�NU\SWRV\VWpPX�56$� 
Ve  verzi 1.5 PKCS #1 zasílá  strana A�VWUDQ��B�]SUiYX��NWHUi�MH�Y\WYi�HQD�QiVOHGRYQ���

2WHY�HQi�]SUiYD�P�MH�GRSOQ�QD�QD�SRW�HEQê�SRþHW�ELW$���]GH�EXGHPH�SRXåtYDW�WHUPtQ�GRSOQ�N�
SUR�S�HNODG�DQJOLFNpKR�YêUD]X�SDGGLQJ��GOH�3.&6�#1, version 1.5) a tak je získána zpráva M. 
Pak A�VSRþWH 
                                   C  =    Me   mod N  . 
Strana B�VSRþWH 
                                    M´  =   Cd    mod N, 
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D� RGVWUDQ�QtP� GRSOQ�QêFK� ELW$� �GRSO�NX�� ]tVNi� ]SUiYX�m��� 3�LWRP� VWUDQD�B analyzuje tento 
GRSOQ�N�D�SRNXG� MHKR�YODVWQRVWL�RGSRYtGDMt�RþHNiYiQt��]SUiYX�S�LMPH��D�REUiFHQ���2]QDþPH�
toto rozhodnutí R; R=1,�SRNXG�MH�GRSOQ�N�VSUiYQê��R = 0��SRNXG�MH�GRSOQ�N�QHVSUiYQê� 

V %OHLFKHQEDFKHURY��~WRNX�QDUXãLWHO�(��HDYHVGURSSHU��VH�Y\GiYi�]D�VWUDQX�A a zasílá 
VWUDQ��B sSHFLiOQ��Y\WYi�HQp�]SUiY\��= reakce strany B�]MLã"XMH��]GD�GRSOQ�N�]SUiY\�MH�þL�QHQt�
správný. Z WRKR�� MDN� E\O� GOH� 3.&6� ��� Y����� WHQWR� GRSOQ�N� Y\WYi�HQ�� ]tVNi� SDN� SRW�HEQp�
informace. 

1DS��� SUR�PRGXO� 56$� Y GpOFH� ����� ELW$� ~WRN� Y\åDGXMH� ]KUXED� �� ���� ���� YROHQých 
ãLIURYêFK�WH[W$���SUR�PRGXO�Y GpOFH������ELW$�VWDþt�GRNRQFH�PpQ��QHå��������W�FKWR�ãLIURYêFK�
WH[W$���2EGREQê�~WRN�O]H�]IRUPXORYDW�L�SURWL�MLQêP�DQDORJLFNêP�SURWRNRO$P�QDS���66/�Y����� 
7HQWR�RGVWDYHþHN�E\O�]SUDFRYiQ�SRGOH�>��@�� 
 
 
1.10 Útoky na vlastní implementace  RSA         
 

7\WR� ~WRN\� PRKRX� EêW� ~þLQQp� MHQ� WHKG\�� NG\å� ~WRþQtN�Pi�PRåQRVW� VOHGRYDW� IXQNFL�
]D�t]HQt�YH�NWHUpP�VH�SURYiGt�ãLIURYiQt�QHER�HOHNWURQLFNp�SRGHSLVRYiQt�WH[W$��3�tNODG\�WRKR��
FR� VH�~WRþQtN� VQDåt� VOHGRYDW� D�SRXåtW� N�~WRNX�QD�S�tVOXãQRX�þiVW� LPSOHPHQWDFH�56$�� MVRX� ��
VSRW�HED� HOHNWULFNp� HQHUJLH� E�KHP� YêSRþWX� �SRZHU� DQDO\VLV� >��@��� � VOHGRYiQt� þDVX� �WLPLQJ�
DWWDFN�>��@���NWHUê�LPSOHPHQWDFH�SRW�HEXMH�S�L�GHãLIURYiQt�WH[WX��P��HQt�HOHNWURPDJQHWLFNpKR�
Y\]D�RYiQt��3(0������ 
 
 
1.11 Analýza chyb    
 
 %�KHP� RGãLIURYiQt� WH[WX� �WHQWR� SRVWXS� VH� VNOiGi� ]� YHONpKR� SRþWX� HOHPHQWiUQtFK�
RSHUDFt�� P$åH� GRMtW� N� FK\E��� 3�tþLQRX� WDNRYp� FK\E\� P$åH� EêW� FK\EQê� QiYUK�� ]iVDK� GR�
VRIWZDUX� QHER� KDUGZDUX�� NUiWNRGREi� ]P�QD� QDSiMHQt� QHER� V\QFKURQL]DFH�� ]YêãHQi� WHSORWD��
ioQL]XMtFt�]i�HQt�DSRG��3�LWRP�W\WR�YOLY\�PRKRX�Y]QLNQRXW�MDN�QDKRGLOH��WDN�L�]iP�UQ���%RQHK��
'H0LOOR�D�/LSWRQ�SRSVDOL�]S$VRE\��MDN�YêVN\W�W�FKWR�FK\E�Y\XåtW�S�L�VQD]H�RKUR]LW�EH]SHþQRVW�
RSA [16].  
 =� LQIRUPDFt� S�HGQtFK� NU\SWRORJ$� Y\SOêYi�� åH� SUiY�� WDWR� PHWRGD� MH� YHOLFH� ~þLQQi� D�
~WRN\�L�SURWL��VSHFLiOQtP�þLSRYêP�NDUWiP�S�LQiãt�VWiOH�Yê]QDPQp�NU\SWRDQDO\WLFNp�YêVOHGN\� 
 
 
�����ÒWRN�SRPRFt�NYDQWRYpKR�SRþtWDþH 
 

1D� ]iY�U� QDãHKR� PDOpKR� S�HKOHGX� ]QiPêFK� D� PpQ�� ]QiPêFK� ~WRN$� QD� 56$�
XYHGX� þDVWR� Y OLWHUDWX�H� SRSXODUL]Rvaný útok pomocí hypotetického kvantového 
SRþtWDþH�� 9 VRXþDVQp� GRE�� H[LVWXMH� �-WL� TXELWRYi� YHU]H� WDNRYpKR� SRþtWDþH� D� L� WL�
QHMRSWLPLVWLþW�Mãt� RGKDG\� KRYR�t� R� GYDFHWL� Då� W�LFHWL� OHWHFK� Yê]NXPX�� QHå� EXGH� MDVQp��
]GD� WDNRYê� SRþtWDþ� EXGH� SUDNWLFN\� VHVWURMHQ� QHER ne. Co by jeho realizace z hlediska 
RSA znamenala ? 

.YDQWRYê�SRþtWDþ� �QD� UR]GtO� RG�NODVLFNpKR�� VH�QDFKi]t�E�KHP�YêSRþWX�Y� VXSHUSR]LFL�
YãHFK� VYêFK� PRåQêFK� VWDY$�� .DåGp� WDNRYp� VXSHUSR]LFL� S�tVOXãt� XUþLWp� UR]G�OHQt�
SUDYG�SRGREQRVWL� RYOLY�XMtFt� YêVOHGHN� S�tSDGQpKR� þWHQt� KRGQRW�� NWHUp� MVRX� XUþHQ\� WtP�� MDN�
MVRX�Y]iMHPQ��SURYi]iQ\��HQWDQJOHG�� 
 Pozoruhodný výsledek, který by mohl znamenat konec RSA, dokázal v roce 1994 
6KRU� >��@�� 9H� VYp� SUiFL� XYHGO� SUDYG�SRGREQRVWQt� DOJRULWPXV�� NWHUêP� E\� E\OR� PRåQR� ]D�
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pomoci kvanWRYpKR� SRþtWDþH� SURYpVW� IDNWRUL]DFL� OLERYROQpKR� þtVOD� 1� Y� RþHNiYDQpP� þDVH��
NWHUê�MH�SRO\QRPLiOQt�Y]KOHGHP�N�SRþWX�ELW$�þtVOD�1�� 
 
Literatura 
>�@�3�9RQGUXãND���)HUPDW$Y�WHVW�SULPDOLW\��&DUPLFKDHORYD�þtVOD��EH]þWYHUFRYi�þtVOD��&U\SWR-
World 6/2000 
[2] P.VondrXãND���3 13�DQHE�MDN�VL�Y\G�ODW�PLOLRQ\�. Crypto-World 9/2000 
[3] P.Vondruška, Faktorizace -� S�HKOHG�� 3�HGQiãND� ]� LQIRUPDþQt� EH]SHþQRVWL� QD� 0))� 8.�
Praha, http://www.mujweb.cz/veda/gcucmp/mff/  
[4] P.9RQGUXãND�� 7:,1./(� �)DNWRUL]DFH� YHONêFK� þtVHO� SRPRFt� ]D�tzení TWINKLE). 
3�HGQiãND�]�LQIRUPDþQt�EH]SHþQRVWL�QD�0))�8.�3UDKD�� 
http://www.mujweb.cz/veda/gcucmp/mff/  
[5] M. Joye and J.-J. Quisquater, On the importance of securing your bins: The garbage man-
in-the-middle attack,  Proc. of the 4th ACM Conference on Computer   and Communications 
Security, 135-141, ACM Press, 1997 
[6] V. Shoup, Why Chosen Ciphertext Security Matters, Technical Report RZ 3076, IBM 
Research Division, Zurich Research Laboratory, 1998 
[7] Y. Desmedt and Y. Odlyzko, A chosen text attack on the {RSA} cryptosystem and some   
discrete logarithm schemes, H. C. Williams, Advances in Cryptology, CRYPTO '85, volume 
218, Lecture Notes in Computer Science, 516-522, Springer-Verlag, 1985 
[8] M.Wiener. Cryptoanalysis of short RSA secret exponents. IEEE Transactions on 
Information Theory, 36, 553-558, 1990 
[9] D. Boneh and G. Durfee, New Results on the Cryptanalysis of Low {RSA} Exponent, 
EUROCRYPT '99, 1-11, Springer-Verlag, 1999 
[10] D. Coppersmith and M. Franklin and J. Patarin and M. Reiter, Low-exponent {RSA} 
with related messages, EUROCRYPT '96, 1-9, Springer-Verlag, 1996 
[11] J.Hastad, Solving simultaneous modular equations of low degree. SIAM J. of 
Computing, 17, 336-341, 1988 
[12] D. Coppersmith, Finding a Small Root of a Univariate Modular Expression, Technical 
Report RC-20223, IBM Research Division, T.J. Watson Research Center, 1995 
[13] J. Pinkava, Kryptografie a normy I. (PKCS #1),  Crypto-World 9/2000 
[14] P. Kocher and J. Jaffe and B. Jun, Differential Power Analysis,  CRYPTO '99, 388-397, 
Springer-Verlag 
[15] P. Kocher,  Timing Attacks on Implementations of {Diffie-Hellman}, {RSA}, {DSS}, 
and Other Systems,  CRYPTO '96, 104-113, Springer-Verlag, 1996 
[16] D. Boneh and R. DeMillo and R. Lipton, On the importance of checking cryptographic 
protocols for faults, EUROCRYPT'97, 37-51, Springer-Verlag, 1997 
[17] P.W. Shor, in Proceedings of the 35th Annual Symposium on the Foundations of 
Computer Science, edited by S. Goldwasser (IEEE Computer Society Press, Los Alamitos, 
CA), p. 124 ,1994 
[18] P. W. Shor, Polynomial-Time Algorithms for Prime Factorization and Discrete  
Logarithms on a Quantum Computer, SIAM Journal on Computing, 26, 1484-1509, 1997 
 [19] D. Boneh, Twenty years of attcks on the RSA cryptosystem. Notice of the AMS, 46, 
203-213, 1999 
[��@�3�.D�NRYVNê��ÒWRN\�QD�NU\SWRV\VWpP�56$��VHPLQi��0))������ 
>��@�3�9RQGUXãND��3�HKOHG�PRåQêFK�~WRN$�QD�56$��RGERUQê�VHPLQi��9RMHQVNi�NU\SWRJUDILH�
III, VBÚ Praha, 2000 
 
 



 11

B. 3�LSUDYRYDQp�QRUP\�N EP v rámci Evropské Unie  
Ing. Jaroslav Pinkava, CSc. (AEC spol. s r.o./ Norman Czech Republic) 
 
&HONRYê�S�HKOHG 
 

Práce odborných skupin navazují na Final Report  ICTSB European Electronic 
Signature Standardization (http://www.ict.etsi.org/eessi/Final-Report.pdf).  

9� QiYD]QRVWL� QD� WXWR� ]iY�UHþQRX� ]SUiYX� E\OD� (YURSVNRX� NRPLVt� S�HGORåHQD� D�
(YURSVNêP� SDUODPHQWHP� � S�LMDWD� ������������� 6P�UQLFH� (YURSVNp� 8QLH� SUR� HOHNWURQLFNp�
podpisy (http://www.ict.etsi.org/eessi/e-sign-directive.pdf). 

Toto jsou dva základní dokumenty, ze kterých potom vychází další postupy. První 
z QLFK� NRPSOH[Q�� � Y\W\þXMH� FHONRYRX� VWUDWHJLL� (YURSVNp� 8QLH� S�L� �HãHQt� SUREOHPDWLN\�
HOHNWURQLFNêFK� SRGSLV$�� 8ND]XMH� QH]E\WQp� VP�U\� Y OHJLVODWLY�� D� S�HGHYãtP� Y oblasti norem 
UHVS��GDOãtFK�QH]E\WQêFK�DNWLYLW��-HKR�]iNODGQt�]iY�U\�MVRX�IRUPXORYiQ\�QiVOHGRYQ�� 
  
   1)  � S�HY]HWt� UHVS�� YêYRM� SU$P\VORYêFK� QRUHP� E\� P�OR� PD[LPiOQ�� ]PHQãLW� SRW�HEX�
GHWDLOL]DFH�]iNRQ$�D�Y\KOiãHN�Y dané oblasti;  
   2)  � QRUP\� MVRX� QH]E\WQ�� QXWQp� D� YãXGH�� NGH� MH� WR�PRåQp�� MH� W�HED� SUHIHURYDW� RGND]\� QD�
H[LVWXMtFt�PH]LQiURGQt�QRUP\�S�HG�YêYRMHP�QRYêFK�QRUHP� 
   3) � SRåDGDYN\� Y oblasti norem jsou dvojího druhu: kvalitativní a procedurální normy 
WêNDMtFt�VH�LQIRUPDþQt�EH]SHþQRVWL�D�WHFKQLFNp�QRUP\�Y]KOHGHP�N LQWHURSHUDELOLW��SURGXNW$� 
   4) �SRGHSLVRYDFt�SURVW�HGN\��SURGXNW\���SRNXG�Y\KRYXMt�SRåDGDYN$P�'LUHNWLY\��PXVt�SURMtW�
S�tVOXãQêP�KRGQRFHQtP��VKRGD�SURGXNWX��D�FHUWLILNDFt�DNUHGLWRYDQRX�LQVWLWXFt�SRG�(1�������
(EvropsNp�DNUHGLWDþQt�VFKpPD�� 
  5) � MH� W�HED� Y\WYR�LW� VSROHþQê� UHIHUHQþQt� ERG� QD� ]iNODG�� GHILQLFH� YêFKR]t� PQRåLQ\�
WHFKQRORJLFNêFK� NRPSRQHQW�� NWHUê� EXGH� WYR�LW� WHFKQLFNê� UiPHF� SUR� RY��RYiQt�
NYDOLILNRYDQêFK� HOHNWURQLFNêFK� SRGSLV$� Y\XåtYDMtFtFK� DV\PHWULFNRX� NU\SWRgrafii a digitální 
certifikáty; 
  6)  vzhledem k SRVN\WRYDWHO$P� FHUWLILNDþQtFK� VOXåHE� MH� W�HED� SRXåtW� YKRGQp� EH]SHþQRVWQt�
normy: 
-          obecné zásady v REODVWL�EH]SHþQRVWL���QDS���%6�����þ����D�þ����� 
-         � VSHFLILNDFH� EH]SHþQRVWQtFK� SRåDGDYN$� Y]Kledem k G$Y�U\KRGQêP� V\VWpP$P�� NWHUp�
WLWR� SRVN\WRYDWHOp� SRXåtYDMt�� SUYQt� SRåDGDYN\� Y WpWR� REODVWL� VH� WêNDMt� S�HGHYãtP�
NU\SWRJUDILFNêFK�PRGXO$��QDS���),36����-���D�Y\XåLWt�UL]LNRYp�DQDOê]\� 
-         �YêFKR]t�FHUWLILNDþQt�SROLWLND�SUR�SRVN\WRYDWHOH�FHUWLILNDþQtFK�VOXåHE�–�MH�GRSRUXþRYiQR�
vyjít z materiálu IETF PKIX – rfc. 2527, 
-         � REGREQ�� SUR� SRVN\WRYDWHOH� VOXåHE� Y REODVWL� þDVRYêFK� UD]tWHN� MH� W�HED� SURYpVW�
VSHFLILNDFL�SRåDGDYN$�Y]KOHGHP�N jejich politice; 
  7)  vzhledem k SURGXNW$P� VORXåtFtP� N� Y\WYi�HQt� SRGSLV$� D� MHMLFK� RY��RYiQt� MH� W�HED� PtW�
k GLVSR]LFL�QiVOHGXMtFt�S�tVOXãQp�QRUP\� 
-         � VSHFLILNDFH� EH]SHþQRVWQtFK� SRåDGDYN$� Y]KOHGHP� N G$Y�U\KRGQêP� KDUGZDURYêP�
]D�t]HQtP�� NWHUi� MVRX� SRXåLWD� MDNR� EH]SHþQi� ]D�t]HQt� SUR� Y\WYi�HQt� SRGSLV$� �),36� ���-1, 
Common Criteria – ISO 15408), 
-          specifikace pro Y\WYi�HQt� HOHNWURQLFNêFK� SRGSLV$� �YþHWQ�� XåLYDWHORYD� LQWHUIDFH�� D�
VSHFLILNDFH�SURGXNW$�D�SRVWXS$�N RY��RYiQt�SRGSLV$� 
    8)  je nezbytná koordinace jednotlivých aktivit v oblasti norem; 
    9)  z hlediska interoperability jsou nezbytné následující normy: 
-         � WHFKQLFNp� QRUP\� SUR� V\QWD[L� D� NyGRYiQt� HOHNWURQLFNêFK� SRGSLV$� �YþHWQ��
YtFHQiVREQêFK�SRGSLV$���MH�GRSRUXþRYiQR�Y\MtW�] rfc.2315, 
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-         �RSHUDWLYQt�SURWRNRO\�SUR��t]HQt�3.,��UIF�VNXSLQy PKIX), 
-         �SURILO\�NYDOLILNRYDQêFK�FHUWLILNiW$�QD�Ei]L�;����� 
 
    6P�UQLFH� (YURSVNp� 8QLH� SUR� HOHNWURQLFNê� SRGSLV� E\OD� Y\YtMHQD� Q�NROLN� OHW� – 
existovala v SRGRE�� GUDIWX�� 1DNRQHF� ML� ����������� VFKYiOLO� (YURSVNê� SDUODPHQW�� 3�LWRP�
þOHQVNp� ]HP�� (U jsou povinovány uvést své zákony, vyhlášky a administrativní postupy 
v platnost do souladu s WRXWR�6P�UQLFt�GR�����þHUYHQFH�������6P�UQLFH�E\OD�IRUPXORYiQD�WDN��
DE\�E\O\�QDSOQ�Q\�QiVOHGXMtFt�W�L�]iNODGQt�SULQFLS\� 
 
I. Technologická neutralita 
II. Vydávání oSUiYQ�Qt� SUR� SRVN\WRYDWHOH� FHUWWLILNDþQtFK� VOXåHE� QHQt� GLUHNWLYQ�� RPH]HQR�
åiGQêP�VFKpPDWHP� 
,,,��1H]E\WQRVW�UR]SR]QiQt�]iNRQQp�SODWQRVWL�HOHNWURQLFNêFK�SRGSLV$ 
 
ETSI 
(ETSI Electronic Signatures and Infrastructures - EESSI Program) 
 
  V první fázi prací b\O� ]SUDFRYiQ� GRNXPHQW� XUþXMtFt� RVQRYX� GDOãtFK� SUDFt� (OHFWURQLF�
Signature Report (http://docbox.etsi.org/tech-org/security/open/el-sign/ESRep042.pdf) .       
Druhá fáze pract�]DSRþDOD�QD�SRþiWNX�URNX������D�]DKUQXMH��GRNXPHQW�:RUNSODQ��QiVOHGXMtFt�
RNUXK\�SUREOpP$�� 
 
Policy Requirements for CSPs Issuing Qualified Certificates;  
Qualified Certificates Profile;  
Time Stamping Profile;  
Electronic Signature Formats.  
 

První ze série norem „ETSI standard ES 201 733 (Electronic Signature Formats)” 
E\OD�MLå�VFKYiOHQD�Y�NY�WQX�������2EVDKXMH�]HMPpQD�GHILQLFH�U$]QêFK�IRUPiW$�HOHNWURQLFNêFK�
SRGSLV$� Y QiYD]QRVWL� QD� SRXåtYiQt� þDVRYêFK� ]QDþHN� �SRGUREQ�ML� QDS��� Y þOiQNX� -�� 3LQNDYD��
Moderní NU\SWRJUDILFNp�DOJRULWP\�SUR�HOHNWURQLFNê�SRGSLV��6HPLQi��ý$ý.��E�H]HQ������� 

6DPRWQpPX�SURFHVX� Y\WYi�HQt� þDVRYêFK�]QDþHN� MH�Y�QRYiQD�QRUPD�Time Stamping 
Profile��NWHUi�VH�RStUi�S�HGHYãtP�R�GRNXPHQW�,QWHUQHW�;�����3XEOLF�.H\�,QIUDVWUXFWXUH�7LPH�
Stamp ProtoFROV��Y�VRXþDVQp�GRE��MH�QHMQRY�Mãt�GUDIW-ietf-pkix-time-stamp-12.txt). Dokument 
E\O� MLå� WDNp� VFKYiOHQ�� GRVWDO� R]QDþHQt�76���������D�EXGH�RSXEOLNRYiQ� MDNPLOH� VH�S�tVOXãQê�
draft stane dokumentem RFC. 
  9�QRUP��Qualified Certificates Profile  jsou na podobu kvalifikovaného certifikátu  
NODGHQ\�Q�NWHUp�]iNODGQt�GRSO�XMtFt�QiURN\��1DS���Y SROL��NGH�MH�R]QDþHQ�Y\GDYDWHO�FHUWLILNiWX�
PXVt� EêW� REVDåHQR� L� MPpQR� Y\GiYDMtFt� ]HP�� �Y S�tVOXãQpP� DWULEXWX��� 9 profilu musí být 
REVDåHQ\�QiVOHGXMtFt�~GDMH�� 

- IRUPXODFH��åH�FHUWifikát je vydán jako kvalifikovaný certifikát; 
- IRUPXODFH�RPH]XMtFt�KRGQRWX�WUDQVDNFH�SUR�NWHURX�O]H�FHUWLILNiW�Y\XåtW� 
- IRUPXODFH� XND]XMtFt� þDVRYê� LQWHUYDO� SR� NWHUê� MH� DUFKLYRYiQD� LQIRUPDFH�

SRVN\WQXWi�XåLYDWHOHP�S�L�UHJLVWUDFL� 
'RNXPHQW�E\O�MLå�VFKYiOHQ��GRVWDO�R]QDþHQt�76���������D�E\O�RSXEOLNRYiQ�Y prosinci 2000. 

Posledním z W�FKWR� GRNXPHQW$� MH� QRUPD� ]DEêYDMtFt� VH� SRåDGDYN\� QD� SROLWLNX�
SRVN\WRYDWHO$� FHUWLILNDþQtFK� VOXåHE�� NWH�t� Y\GiYDMt� NYDOLILNRYDQp� FHUWLILNiW\� - Policy 
Requirements for CSPs Issuing Qualified Certificates.  Toto je samostatný dokument 
XS�HV�XMtFt� SRåDGDYN\� QD�&3� �FHUWLILNDþQt� SROLWLNX�� D�&36� �FHUWLILNDþQt�SURYiG�Ft� VP�UQLFL��
SRVN\WRYDWHO$� FHUWLILNDþQtFK� VOXåHE� -� åLYRWQRVW� NOtþ$�� FHUWLILNiW$�� PDQDJHPHQW� FHUWLILNiW$��
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EH]SHþQRVWQt� DVSHNW\, atd. Svojí filosofií vychází dokument z RFC 2527: Internet X.509 
Public Key Infrastructure Certificate Policy and Certification Practices Framework.  
'RNXPHQW�E\O�MLå�VFKYiOHQ��GRVWDO�R]QDþHQt�76���������D�E\O�RSXEOLNRYiQ�Y prosinci 2000. 
S aktuálním stavem se lze seznámit na adrese http://www.etsi.org/sec/el-sign.htm   . 
 
 
 
CEN ESSI 
 
V VRXþDVQp�GRE��MVRX�SURYiG�Q\��SUiFH�SUR�]SUDFRYiQt�QiVOHGXMtFtFK�S�WL�GRNXPHQW$� 
 
Security Requirements For Trustworthy Systems and Products 
Security Requirements for Signature Creation Devices 
Signature Creation Environment 
Signature Verification Process nad Environment 
Conformity Assessment of  Products and Services for Electronic Signatures 
 

Aktuální informace lze nalézt na adrese: http://www.ni.din.de . Zde došlo na 
posledním jednání (E-SIGn Workshop, 20-21.11.2000) k posuvu obsahu jednotlivých 
GRNXPHQW$��RGVXG�SUDPHQt�L�]P�QD�MHMLFK�Qi]Y$� 

První z GRNXPHQW$� � - Security Requirements for Trustworthy Systems and 
Products  - VH� ]DEêYi� EH]SHþQRVWQtPL� SRåDGDYN\� QD� G$Y�U\KRGQp� V\VWpP\� SRVN\WRYDWHO$�
FHUWLILNDþQtFK�VOXåHE��NWH�t�Y\GiYDMt�NYDOLILNRYDQp�FHUWLILNiW\��-HGQtP�]H�]iY�U$�SURMHGQDQêFK�
v OLVWRSDGX� MH� UR]KRGQXWt�� åH� EXGH� ]SUDFRYiQ� QRYê� GRNXPHQW� - pracovní název „Security 
Requirements for Cryptograhic  Modules Suitable for trustworthy Systems“. První draft bude 
k dispozici v lednu 2001 a v E�H]QX� ����� EXGH� WHQWR� PDWHULiO� SURMHGQiQ�� %\OR� ]GH�
NRQVWDWRYiQR�� åH� MH� SUREOpP� RGND]RYDW� VH� Y (YURS�� QD� GRNXPHQW� �),36� ���-1), který není 
X]QiYiQ� MDNR� HYURSVNi� QRUPD�� 6RXþDVQ�� V tím vzniká i problém evaluace produktu  dle 
dokumentu FIPS. Z hlediska obsahu FIPS 140-�� MH� RWi]NRX� QDNROLN� O]H� SRåDGDYN\� Y Q�P�
IRUPXORYDQp� Y]WiKQRXW� L� QD� VSHFLILND� FHUWLILNDþQtFK� DXWRULW��1RYê� GRNXPHQW� EXGH� Y\FKi]HW�
z IRUPiWX�D�REVDKX�,62��������%DUFHORQD���tMHQ�������D�P�O�E\�WYR�LW�FHORVY�WRYê�]iNODG�SUR�
evaluace. Byly stanoveny oblasti, kterých se bude chystaný dokument týkat. 
 

9HOLFH�G$OHåLWRX�MH�QRUPD�Security Requirements for Signature Creation Devices, 
WM�� QRUPD� VWDQRYXMtFt� SRåDGDYN\� QD� EH]SHþQê� SRGSLVRYê� QiVWURM� �Y� GXFKX� WHUPLQRORJLH�
6P�UQLFH�(8�R�HOHNWURQLFNpP�podpisu a i našeho zákona o elektronickém podpisu).  
Poznámka.:�0RPHQWiOQ�� H[LVWXMt� GY�� YHU]H� WRKRWR� GRNXPHQWX�– EAL 4 a EAL4+, které se 
WXGtå� �MDN� XND]XMH� Qi]HY� YHU]H�� OLãt� Y QiURFtFK� QD� EH]SHþQp� SRGSLVRYp� ]D�t]HQt�� 3�L� MHGQiQt�
k tomuto dokumentu došlo toWLå�N UR]SRUQêP�VWDQRYLVN$P�S�L�IRUPXODFL�SRåDGDYNX�Y]KOHGHP�
k ]UDQLWHOQRVWL�HYDOXRYDQpKR�SRGSLVRYpKR�SURVW�HGNX��3RGOH�($/����&RPPRQ�&ULWHULD��VWDþt�
SRåDGRYDW�� DE\� REMHNW� HYDOXDFH� E\O� UH]LVWHQWQt� Y$þL� ~WRN$P�QDUXãLWHOH� ÄV nízkou schopností 
~WRþLW³�� 2SURWL� WRPX� ]SUDFRYDWHOp� GRNXPHQWX� S�LãOL� V QiYUKHP�� DE\� ]GH� E\OD� SRXåLW�
SRåDGDYHN���DE\�REMHNW�HYDOXDFH�E\O�UH]LVWHQWQt�Y$þL�~WRN$P�QDUXãLWHOH�ÄV vysokou schopností 
~WRþLW³��1D�MHGQiQt�QHGRãOR�N GRKRG��D�QDNRQHF�E\OR�UR]KRGQXWR��åH�YHGHQt�((66,�Pi�S�LMtW�
S�HG�(YURSVNRX�NRPLVL�SDUDOHOQ��V RE�PD�QiYUK\� 
 

Problematika  Signature Creation Environment  - zde je k dispozici zatím pouze 
materiál „Security Requirements for Signature Creation Systems³� ��tMHQ� ������ D� VKUQXW\�
NRPHQWi�H�N tomuto materiálu, nová verze zatím není k dispozici. 
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9� GRNXPHQWX� MH� PLPR� MLQp� �HþHQR�� 6\VWpP� QD� Y\WYi�HQt� SRGSLV$� �6&6�� EXGH�
REVDKRYDW� VSHFLILFNp� NRPSRQHQW\� YH� Y]WDKX� N� G$Y�U\KRGQpPX� SURVW�HGt� D� N� YODVWQtP�
DSOLNDFtP��'$Y�U\KRGQêPL�NRPSRQHQWDPL�MVRX�YãHFKQ\�]iYD]Qp�NRPSRQHQW\�MDNR� 
·  SDV - �6LJQHU�V�'RFXPHQW�9LHZHU��SRXåtYáQR�SUR�SURKOtåHQt�SRGHSVDQêFK�GRNXPHQW$� 
·  SAV -��6LJQDWXUH�$WWULEXWHV�9LHZHU��SRXåtYáQR�SUR�SURKOtåHQt�DWULEXW$�SRGSLVX� 
·  SIC - (Signer Interaction Component) pomocí této komponenty probíhá interakce 
podpisující strany s�6&6��WDN��DE\�E\OR�Y\WYi�HQt�SRGSLVX�SRG�NRQWURORX�XåLYDWHOH� 
·  SAC - (Signer´s Authentication Component) -� WR� MH�QDS��� þLSRYi�NDUWD� V�3,1HP��NWHUi� MH�
SRXåtYiQD� N� DXWHQWL]DFL� SRGHSLVXMtFt� VWUDQ\� QD� ]iNODG�� DXWHQWL]XMtFtFK� GDW� DQHER�
biometrických vlastnostt� WDNRYRX� FHVWRX�� åH� YêVOHGHN� O]H� SRURYQDW� V� KRGQRWRX� XORåHQRX� Y�
SSCD.  
·  DHC - (Data Hashing Component) -�Y\WYi�t��GDW��NWHUi�PDMt�EêW� 
·  SSC -��66&'�6&6�&RPPXQLFDWRU���tGt�LQWHUDNFH�PH]L�6&6�D�66&'� 
·  SSA -��66&'�6&6�$XWKHQWLFDWRU��XVWDYXMH�G$Y�U\KRGQRX�cestu mezi SSCD a SCS. 
Poznámka : SSCD = Secure Signature Creation Device. 
$SOLNDþQtPL�VSHFLILFNêPL�NRPSRQHQWDPL�MVRX� 
-SDC -  (Signer’s Document Composer) -�QDS��� WH[WRYê�HGLWRU��VORXåtFt�SUR�Y\WYi�HQt��YêE�U�
GRNXPHQWX�SRGHSLVXMtFt�RVRE\�D�MHMtFK�DWULEXW$.  
-CCV - (Certificate Content Viewer) -� WHQ� GRNiåH� ]REUD]LW� ~SOQê� REVDK� FHUWLILNiWX�
podepisující osoby. 
-SDOC - (Signed Data Object Composer) -� S�HWYi�t� VORåN\� SRGHSLVRYDQpKR� REMHNWX� GR�
ELWRYpKR��HW�]FHD� MHKR�YêVWXSHP�MH�XUþLWê�QRUPDOL]RYDQê�IRUPiW��(76,�Electronic Signature 
Formats Document); 
-CSPC -� �&HUWLILFDWLRQ� 6HUYLFH� 3URYLGHU� ,QWHUDFWLRQ� &RPSRQHQW�� SRXåtYiQ� SUR� ]tVNiQt�
FHUWLILNiWX�SRGHSLVXMtFt�VWUDQ\�þL�]tVNiQt�þDVRYp�]QDþN\� 
-SHI - (SSCD Holder Indicator) zobrazuje jméno majitele SSCD. 
 

3RåDGDYN\� QD� RY��RYiQt� HOHNWURQLFNpKR� SRGSLVX� VWDQRYt� QRUPD� Signature 
Verification Process nad Environment�� -VRX�]GH�DQDO\]RYiQ\� U$]Qp�DVSHNW\�YHULILNDþQtKR�
SURFHVX� �þDVRYp� ]QDþN\�� NYDOLILNRYDQp� FHUWLILNiW\��� SRSLV� MHGQRWOLYêFK� NRPSRQHQW�
YHULILNDþQtKR� V\VWpPX�� S�tNODG\� U$]QêFK� SURVW�HGt� D� ]IRUPXORYiQ\� SRåDGDYN\� QD� V\VWpP�
verifikující podpisy z �DG\� KOHGLVHN� �SUiYQt� DVSHNW\�� DWG���� � -H� ]GH� WDNp� DQDOê]RYiQD�
SUREOHPDWLND�YtFHQiVREQêFK�SRGSLV$�D�RWi]N\�GORXKRGREp�DUFKLYDFH�SRGSLV$� 
 

Poslední materiál Conformity Assessment Products and Services for Electronic 
Signature�MH�Y�QRYiQ�RWi]NiP�KDUPRQL]DFH�LPSOHPHQWDFt�QRUHP�SUR�HOHNWURQLFNp�SRGSLV\�– 
VORXåt�]HMPpQD�MDNR�S�tUXþND�FHUWLILNXMtFtP�D�WHVWXMtFtP�ODERUDWR�tP� 
7êNi�VH�þW\��]iNODGQtFK�REODVWt�� 

- VOXåHE� &$� D� SURFHV$� QDYD]XMtFtFK� QD� �t]HQt� 3.,�� LQIRUPDþQt� EH]SHþQRVWL��
RUJDQL]DþQt�VSROHKOLYRVWL�YH�Y]WDKX�NH�NYDOLILNRYDQêP�FHUWLILNiW$P� 

- V\VWpP$�SUR�Y\WYi�HQt�HOHNWURQLFNêFK�SRGSLV$�� 
- procedur pro verifikaci podpisu; 
- EH]SHþQêFK�SRGSLVRYêFK�SURVW�HGN$� 

 
V VRXþDVQp�GRE��]DWtP�MHãW��QHH[LVWXMt�GHILQLWLYQt�YHU]H�W�FKWR�GRNXPHQW$� 
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C. Kryptografie a normy 
-DURVODY�3LQNDYD��-RVHI�.UþiO��$(&�VSRO��V�U�R���1RUPDQ�&]HFK�5HSXEOLF� 
 
Díl 5.   
Normy PKCS (Public-Key Cryptographic Standards) -  
PKCS #9, PKCS #10, PKCS #11, PKCS #15, PKCS #12 

Úvod 
V tomto díle našeho seriálu budou uvedeny zbývající PKCS normy s SR�DGRYêPL�þtVO\�

9-��� D� ���� 1�NWHUp� ] W�FKWR� GRNXPHQW$� PDMt� VW�åHMQt� Yê]QDP� SUR� SUiFL� QDS��� V þLSRYêPL�
NDUWDPL�� ]HMPpQD� QRUP\� 3.&6���� D� 3.&6� ���� MVRX� ]GH� ~VW�HGQtPL�� DOH� WêNi� VH� WR� L�
PKCS#12.  

 

PKCS #9 
1RUPD�QHVH�Qi]HY�Ä6HOHFWHG�2EMHFW�&ODVVHV�DQG�$WWULEXWH�7\SHV´�D�Y�VRXþDVQp�GRE��

MHMt� SRVOHGQt� YHU]H� Pi� þtVOR� ����� = DQRWDFH�� 'RNXPHQW� GHILQXMH� SRPRFQRX� W�tGX� REMHNW$�
SNFV(QWLW\�D�XUþLWp�W\S�DWULEXW$�SUR�XåLWt� �Y WpWR�W�tG���-VRX�]GH�URYQ�å�GHIinovány atributové 
typy v návaznosti na PKCS#7 (a také S/MIME CMS) – digitální podpis zpráv, PKCS#10 – 
åiGRVW� R� FHUWLILNiW� D� 3.&6���� �NU\SWRJUDILFNp� WRNHQ\��� 7DWR� W\S\� MVRX� Y QRUP�� QiVOHGQ��
Y\MPHQRYiQ\� �NDSLWROD� ���� 3�tORKD� $� REVDKXMH� S�tVOXãQRX� QRWDFL� $61�� S�tORKD� %� SDN�%1)�
GHILQLFH�W�tG�REMHNW$�D�MHGQRWOLYêFK�W\S$�DWULEXW$�Y QiYD]QRVWL�QD�XåLWt�Y�/'$3� 
 

PKCS #10 
3RVOHGQt�YHU]H�3.&6����SRFKi]t�]�NY�WQD������D� MH�R]QDþHQD� MDNR�YHU]H������-HMtP�

~NROHP� MH� SRSLV� V\QWD[H� åiGRVWL� R� FHUWLILNiW�� 7DWR� åiGRVW� REVDKXje unikátní jméno 
�GLVWLQJXLVKHG�QDPH���YH�HMQê�NOtþ�D�YROLWHOQ��PQRåLQX�DWULEXW$��WRWR�MH�SRGHSViQR�SDN�HQWLWRX�
åiGDMtFt�R�FHUWLILNiW��äiGRVW��R�FHUWLILNiW�MH�]DVtOiQD�FHUWLILNDþQt�DXWRULW���NWHUi�QD�MHMtP�]iNODG��
Y\WYR�t�;�����FHUWLILNiW��8UþLWê�VH]QDP�SRXåLWHOQêFK�DWULEXW$�MH�S�LWRP�GiQ�Y�3.&6��� 

äiGRVW� R� FHUWLILNiW� VHVWiYi� ]H� W�t� þiVWt�� LQIRUPDþQt� þiVW� åiGRVWL� �FHUWLILFDWLRQ� UHTXHVW�
LQIRUPDWLRQ��� LGHQWLILNiWRU� SRGHSLVXMtFtKR� DOJRULWPX� D� GLJLWiOQt� SRGSLV� LQIRUPDþQt� þiVWL�
åiGRVWL��,QIRUPDþQt�þiVW�åiGRVWL�REVDKXMH�XQLNiWQt�MPpQR�HQWLW\��GLVWLQJXLVKHG�QDPH���YH�HMQê�
NOtþ�HQWLW\�D�VDGX�DWULEXW$��NWHUi�MH�]GURMHP�GDOãtFK�LQIRUPDFt�R�HQWLW�� 

 
.RQVWUXNFH�åiGRVWL�SUREtKi�Y W�FKWR�NURFtFK� 

1. 9\WYR�t�VH�LQIRUPDþQt�þiVW�åiGRVWL��CertificationRequestInfo) 
2. Tato je podepViQD�VRXNURPêP�NOtþHP�HQWLW\� 
3. 6SRMt� VH� YãHFKQ\� W�L� YêãH� XYHGHQp� þiVWL� �LQIRUPDþQt� þiVW�� LGHQWLILNiWRU�

DOJRULWPX�D�SRGSLV��D�MH�Y\WYR�HQD�åiGRVW�R�FHUWLILNiW� 
 
&HUWLILNDþQt�DXWRULW\�S�L�]SUDFRYiQt�WpWR�åiGRVWL�QHMSUYH�SURYHGH�DXWHQWL]DFL�SRåDGXMtFt�

entity D�RY��t�MHMt�HOHNWURQLFNê�SRGSLV��SRNXG�MH�åiGRVW�SODWQi��]NRQVWUXXMH�GLJLWiOQt�FHUWLILNiW�
GOH�;����� �REVDKXMtFt� XQLNiWQt� MPpQR��YH�HMQê�NOtþ�� MPpQR�Y\GiYDMtFt� VWUDQ\��SR�DGRYp�þtVOR�
v UiPFL�GDQp�&$��GREX�SODWQRVWL�D�SRGSLVRYDFt�DOJRULWPXV��SRS���DWULEXW\�dle PKCS #9). 
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PKCS #11 a  PKCS #15 
 

7\WR� QRUP\� MVRX� RULHQWRYiQ\� S�HGHYãtP� QD� SUiFL� V þLSRYêPL� NDUWDPL�� 3.&6� #11 
definuje tzv. Cryptographic Token Interface (CRYPTOKI- Cryptoki.dll). Je to nejrozsáhlejší 
PDWHULiO��DG\�3.&6�D�REVDKXMH�SRSLV�DSOLNDþQtKR�SURJramového  rozhraní (API) k ]D�t]HQtP��
která obsahují kryptografickou informaci a provádí kryptografické funkce. Rozhraní si klade 
za cíl být technologicky nezávislé (vzhledem k OLERYROQpPX� W\SX� ]D�t]HQt�� D� URYQ�å� WDN� MH�
MHKR� FtOHP� XPRåQLW� VGtOHQt� MHGQRWOLYêFK� ]GURM$� �SUR� YtFH� DSOLNDFt�� NWHUp� S�LVWXSXMt� N více 
]D�t]HQtP���3�LWRP�QRUPD�SUDFXMH�V SRMPHP�NU\SWRJUDILFNpKR�WRNHQX�MDNR�REHFQpKR�]D�t]HQt� 
V GRNXPHQWX� MVRX� QiVOHGQ�� SRSViQ\� W\S\� GDW� D� IXQNFH�� NWHUp� Pi� S�tVWXSQp� DSOLNDFH�
SRåDGXMtFt� Q�MDNRX�NU\SWRJUDILFNRX� VOXåEX� �SRSLV�SRXåtYi� MD]\N�$16,�&��– tento konkrétní 
SRSLV�MH�REVDKHP�Y�WãLQ\�QRUP\� 

&U\SWRNL� YODVWQ�� RGG�OXMH� DSOLNDFL� RG� SRGUREQRVWt� SRXåtYDQêFK� NU\SWRJUDILFNêPL�
]D�t]HQtPL� QD� ]iNODG�� MHGQRWQpKR� UR]KUDQt��3RVOHGQt�YHU]H�QRUP\� MLå�SRGSRUXMt� YHONê�SRþHW�
MHGQRWOLYêFK�NU\SWRJUDILFNêFK�PHFKDQL]P$�D� MVRX�URYQ�å� WDN�RWHY�HQ\�N S�LSRMRYiQt�QRYêFK�
PHFKDQL]P$� 

1HMQRY�Mãt�YHU]H�QRUP\�3.&6�#11  je verze 2.11, která byla opublikována v listopadu 
������ -H� RULHQWRYiQD� QD� NU\SWRJUDILFNi� ]D�t]HQt� LQGLYLGXiOQtFK� XåLYDWHO$�� QHPi� WHG\� Y VRE��
SURVW�HGN\� N UR]OLãHQt� YtFHQiVREQêFK� XåLYDWHO$�� 7M�� S�HGSRNOiGi� VH� H[LVWHQFH� NOtþ$� MHGLQpKR�
XåLYDWHOH� D� XUþLWpKR�PDOpKR� SRþWX� FHUWLILNiW$� N WRPXWR� NOtþL�� ([LVWXMt� MHãW�� GDOãt� NODVLILNDFH�
REMHNW$� �QDS��� REMHNW\� WRNHQRYp� D� RSURWL� QLP�ÄVHVVLRQ³�REMHNW\�� NWHUp�PDMt� NUDWãt� åLYRWQRVW��
QHER�UR]OLãHQt�QD�REMHNW\�YH�HMQp�D�VRXNURPp�GOH�SRåDGDYNX�QD�YVWXSQt�SUiYD��DWG��� 

&U\SWRNL� XYDåXMH� WRNHQ� MDNR� ]D�t]HQt�� NWHUp� XNOiGi� REMHNW\� D� P$åH� SURYiG�W�
NU\SWRJUDILFNp� IXQNFH�� &U\SWRNL� GHILQXMH� W�L� W�tG\� REMHNW$�� GDWD�� FHUWLILNiW\� D� NOtþH�� 2EMHNW�
GDWD� MH� GHILQRYiQ� DSOLNDFt�� 2EMHNW� FHUWLILNiW� XNOiGi� FHUWLILNiW� D� REMHNW� NOtþ� XNOiGi�
NU\SWRJUDILFNê� NOtþ�� .Otþ� P$åH� EêW� YH�HMQê�� VRXNURPê� UHVS�� WDMQê�� S�LWRP� H[LVWXMt� VXEW\S\�
W�FKWR�W\S$�GOH�XåLWpKR�VSHFLILFNpKR kryptografického mechanizmu.  

-VRX� UR]OLãRYiQ\�GYD� W\S\�XåLYDWHO$�� MHGQtP�] QLFK� MH�%H]SHþQRVWQt�'$VWRMQtN� �62�– 
6HFXULW\� 2IILFHU�� D� GUXKêP� QRUPiOQt� XåLYDWHO�� 3RX]H� QRUPiOQt� XåLYDWHO� Pi� S�tVWXS�
k VRXNURPêP�REMHNW$P�Y WRNHQX�D�WHQWR�S�tVWXS�MH�XPRåQ�Q�SR�SURE�KQXWt�DXWHQWL]DFH�WRKRWR�
XåLYDWHOH��62�Pi�]D�~NRO� LQLFLDOL]RYDW� WRNHQ��QDVWDYLW�XåLYDWHORYR�3,1�D�P$åH�PDQLSXORYDW�
s XUþLWêPL� YH�HMQêPL� REMHNW\�� 2EY\NOê� XåLYDWHO� VH� QHP$åH� S�LKOiVLW� GR� Wp� GRE\� QHå� 62�
QDVWDYLO�XåLYDWHORYR�3,1� 

 
Pokud se týká normy PKCS #15 – Cryptographic Token Information Format Standard  

-�SDN�SRVOHGQt�YHU]H��þHUYHQ�������QHVH�R]QDþHQt������D�MVRX�N Qt�S�iSRMHQ\�Q�NWHUp�GRSO�N\�
(Technical Corrigendum a Conformance Profile Specifikations). 

Norma PKCS #15 se zabývá vlastními kryptografickými tokeny a definuje  k tomu 
þW\�L�REHFQp�W�tG\�REMHNW$��NOtþH��FHUWLILNiW\��DXWHQWL]DþQt�REMHNW\�D�GDWRYp�REMHNW\� 

2EHFQ�� NU\SWRJUDILFNp� WRNHQ\� �MDNR� MVRX� þLSRYp� NDUW\�� MVRX� Y ]iVDG�� EH]SHþQp�
SRþtWDþRYp� SODWIRUP\� YKRGQp� N WRPX�� DE\� S�LVS�O\� N bezSHþQRVWQtP� D� RFKUDQQêP� SUYN$P�
DSOLNDFt��2EKRVSRGD�XMt�DXWHQWL]DþQt�LQIRUPDFH��GLJLWiOQt�FHUWLILNiW\���SUREOHPDWLNX�DXWRUL]DFH�
D�VDPRWQp�NU\SWRJUDILFNp�NOtþH��-VRX�VFKRSQ\�]DMLã"RYDW�EH]SHþQp�XNOiGiQt��D�PtW�L�RGSRYtGDMt�
YêSRþHWQt�NDSDFLWX��SUR� 

- VRXNURPp�NOtþH� 
- þtVOD�~þW$�D�XORåHQRX�KRGQRWX� 
- hesla a sdílená tajemství; 
- DXWRUL]DFH�D�RSUiYQ�Qt� 

6SROX� V� WtP�� �DGD� ]� W�FKWR� WRNHQ$� GLVSRQXMH� L� XUþLWêPL� PRåQRVWPL� ]� KOHGLVND�
]SUDFRYiQt�W�FKWR�LQIRUPDFt��3�LWRP�VH�WDWR�LQIRUPDFH�QHGRVWiYi�GR�SURVW�HGt��NGH�E\�ML�PRKO\�
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narušiW� Q�NWHUp� QHS�iWHOVNp� YOLY\� �WURMVNp� NRQ��� YLU\�� DWG������ 7R� MH� � G$OHåLWp� ]HMPpQD� S�L�
SURYiG�Qt�XUþLWêFK�RSHUDFt�MDNR�MVRX� 

- JHQHURYiQt�GLJLWiOQtFK�SRGSLV$��SRXåtYiQt�VRXNURPêFK�NOtþ$��RVREQt�LGHQWLILNDFH 
- DXWHQWL]DFH�Y�VtWL�QD�]iNODG��VGtOHQpKR�WDMHPVWYt 
- udUåRYiQt�HOHNWURQLFNp�SRGRE\�KRGQRW 
- S�HQRVLWHOQi�SRYROHQt�SUR�SRXåLWt�RII-line. 

Cílem dokumentu je: 
- XPRåQLW�LQWHURSHUDELOLWX�PH]L�NRPSRQHQWDPL��NWHUp�IXQJXMt�QD�U$]QêFK�SODWIRUPiFK�

�QH]iYLVORVW�QD�SODWIRUP��� 
- XPRåQLW� DSOLNDFtP�� DE\� PRKO\� W�åLW� ] Y\XåtYDQt� SURGXNW$� D� NRPSRQHQW�

SRFKi]HMtFtFK�RG�U$]QêFK�GRGDYDWHO$� 
- XPRåQLW� XåLWt� SRNURNX�Y WHFKQRORJLtFK�EH]�QXWQRVWL� S�HSLVX� VRIWZDUX�QD�DSOLNDþQt�

úrovni; 
- XGUåHW� NRQ]LVWHQFL� V H[LVWXMtFtPL� S�tEX]QêPL� QRUPDPL�� S�LWRP� UR]ãt�HQt� PLPR�

jejich rámec probíhá pouze tehdy, pokud je to nezbytné a praktické. 
 
3UR� GRVDåHQt� W�FKWR� FtO$� VSHFLILNXMH� GRNXPHQW� IRUPiW� VRXERU$� D� DGUHVi�$�� NWHUê� MH�

SRXåtYiQ� SUR� XNOiGiQt� LQIRUPDFt� EH]SHþQRVWQtKR� FKDUDNWHUX� QD� NU\SWRJUDILFNpP� WRNHQX��
Tento formát má následující charakteristiky: 

- jeho dynaPLFNi� VWUXNWXUD� XPRå�XMH� LPSOHPHQWDFH� QD� ãLURNp� ãNiOH�PpGLt� �YþHWQ��
QDS���NDUW\�SUR�XNOiGDQt�VXPiUQt�KRGQRVW\�� 

- XPRå�XMH�QD�MHGQp�NDUW��NRH[LVWHQFL�YtFH�DSOLNDFt� 
- SRGSRUXMH�XNOiGiQt�OLERYROQpKR�W\SX�REMHNW$��NOtþH��FHUWLILNiW\�D�GDWD�� 
- podporuje vícenásobný PIN, pokud sám token toto podporuje. 
 
.DåGi� ]H� þW\�� YêãH� ]PtQ�QêFK� W�tG� REMHNW$� Pi� SRGW�tG\�� 1DS��� NOtþH� PRKRX� EêW��

VRXNURPp�NOtþH��WDMQp�NOtþH��YH�HMQp�NOtþH��DWG��9ãHFKQ\�REMHNW\�PDMt��DGX�DWULEXW$�– tyto jsou 
SRGUREQ��GHILQRYiQ\�Y kapitole 6. dané normy. 

ÒVW�HGQtP� VP\VOHP� 3.&6� #��� MH� RYãHP� MLå� YODVWQt� VSROXSUiFH� V WRNHQ\�� 1DS��� SUR�
chipové karty (v návaznosti na normy ISO7816-����� MVRX� IRUPXORYiQ\� ]iNODGQt� S�tND]\�
k REVOX]H��VRXERU$�D�DGUHVi�$���)LOHV�	�'LUV�	�6HFXULW\5HODWHG&RPPDQGV�� 

1D�7RNHQ�MH�XåLWHþQp�XNOiGDW�NOtþH��SRPRFt�&DUG26�]QHPRåQLW�MHMLFK�þWHQt��D�XPRåQLW�
MHMLFK�SRXåLWt��ãLIURYDFt�SULPLWLYD��S�tPR�QD�NDUW���7RWR�MH�SRGVWDWQê�NURN�N EH]SHþQRVWL��VSROX�
s �t]HQtP�S�tVWXSX�N W�PWR� IXQNFtP�SRPRFt� DXWHQWL]DFH�3,1HP��S�tSDGQ�� 3,1�P$åH�EêW�SUR�
NDåGê�NOtþ�MLQê� 

3.&6����S�LQiãt�QiYUK��MDN�QD�NDUWX�XPtVWLW�VRXNURPp�NOtþH�D�FHULWILNiW\�GR�VRXERU$�D�
DGUHVi�$�GOH�,62������D�MHMt�GRGUåHQt�]DMLã"XMH�GRVWDWHþQp�LQIRUPDFH�SUR�QH]iYLVOp�DSOLNDFH��D�
W\� MLP�XPRåQt� SRXåtW� QD� NDUW�� XORåHQp� NOtþH� D� FHUWLILNiW\�� D� S�tSDGQ�� QD� NDUWX� Q�NWHUi� GDOãt�
GDWD�XORåLW�EH]�QHJDWLYQtKR�GRSDGX�QD�SUYRWQt�DSOLNDFL� 

9\XåtYi� VH� S�LWRP� SRPRFQêFK� GDWRYêFK� VRXERU$� VH� ]GH� �Y� 3.&6���� definovanou 
VWUXNWXURX�� D� REVDKHP� W�FKWR� VRXERU$� MVRX� GRSO�XMtFt� ~GDMH� N SULPiUQtP� VRXERU$P� �NOtþH� D�
certifikáty), a jejich identifikátor (cesta k QLP��� 1D� QiVOHGXMtFtP� VFKpPDWX� MH� ]Qi]RUQ�Q�
SRVWXSQê�S�tVWXS�N MHGQRWOLYêP�VRXERU$P� 

 
EF-Dir: 
 -> App1, App2, ... 
 
App1: 
 ODF: 
   -> PuKDF -> PubKey1, PubKey2, .. 
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   -> PrKDF -> PrivKey1, PrivKey2, ... 
   -> CDF -> CERT1, CERT2, .... 
   -> AODF -> PIN1, PIN2, ... 
   ... 

 
'RSO�XMtFt�~GDMH�Y [[['LUHFWRU\)LOH�V��XPRå�XMt�S�L�DGLW�N VRE��RGSRYtGDMtFt�NOtþH��

FHUWLILNiW\��3,1\�D�SRGREQ���-VRX�]GH�Wpå�LGHQWLILNiWRU\�DOJRULWP$�NOtþ$��PLQLPiOQt�D�
maximální délka PINu a podobQ�� 

 
------------------------------------------------------------------------------------- 

 
Soubory s REVDKHP�NyGRYDQêP�GOH�'(5��S�tVWXSRYi�SUiYD�GHILQXMH�XåLYDWHO� 

 
EF-Dir (2F00) 

DF-Application (5015) 
EF:  

ObjectDirectoryFile (5031) 
TokenInfo (5032) 
UnusedSpace (5033) 
 
PrivateKeyDirectoryFile (4402) 
PrivateKey1/2 (4B01/2) (no access!) 
CertificateDirectoryFile  (4403) 
Certificate1/2 (4331/2) (CERT store) 
AutenticateObjectDirectoryFile 
Secret keys, data objects 

 
.RQHþQ�� GHWDLOQtP� NRQNUpWQtP� SRSLVHP� þLSRYêFK� NDUHW� VH� ]DEêYi� YêãH� ]PtQ�Qi� ,62�

norma ISO/IEC 7816. V VRXþDVQp� GRE�� WDWR� QRUPD� Pi� FHONHP� GHVHW� þiVWt� �SRGUREQ�ML�
v S�HKOHGX�,62�QRUHP��� 
�����7DWR� QRUPD� MH� MLå� RULHQWRYiQD� QD� YtFHPpQ�� I\]LFNp� FKDUDNWHULVWLN\� NDUHW�� ]S$VRE\�
NRQWDNW$�� HOHNWULFNp� VLJQiO\� D� S�HQRVRYp� SURWRNRO\� D� GDOãt� EH]SURVW�HGQ�� QDYD]XMtFt� GDWRYp�
RSHUDFH�� 1DS��� ] KOHGLVND� SRKOHGX� Y\XåtYiQt� S�tND]$� SUR� SUiFL� V EH]SHþQRVWQtPL� REMHNW\� MH�
~VW�HGQt�þiVW����DWG��1RUPD�,62�,(&������VHVWiYi�] QiVOHGXMtFtFK�þiVWt� 

• Part 1: Physical characteristics  

• Part 2: Dimensions and location of the contacts  

• Part 3: Electronic signals and transmission protocols  

• Part 4: Interindustry commands for interchange  

• Part 4: Amd 1:1997 secure messaging on the structures of APDU messages  

• Part 5: Numbering system and registration procedure for application identifiers  

• Part 5: Amd 1:1996  

• Part 6: Interindustry data elements  

• Part 6: Cor 1:1998  
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• Part 6: Amd 1:2000 IC manufacturer registration   

• Part 7: Interindustry commands for Structured Card Query Language (SCQL)  

• Part 8: Security related interindustry commands  

• Part 9: Additional interindustry commands and security attributes   

• Part 10: Electronic signals and answer to reset for synchronous cards   

 
 

PKCS #12 
 

7RWR�MH�YODVWQ��SRVOHGQt�QRUPD�] �DG\�3.&6�R�NWHUp�EXGHPH�KRYR�LW�Y našem seriálu 
�3.&6����YODVWQ��MHãW��QHE\OD�Y\GiQD��3.&6����QHH[LVWXMH�D�R�3.&6����MVPH�MLå�KRYR�LOL�- 
VRXþDVQ��V�3.&6����� 

Norma vznikla v roce 1999 nejprve v draftu a v VRXþDVQp�GRE��H[LVWXMH�MHMt�YHU]H�����
�þHUYHQ�������� 

Norma popisuje syntaxi, kWHUi�MH�SRXåtYiQD�N transferu informace  týkající  se osobní 
identity  -�QDS���VRXNURPp�NOtþH��FHUWLILNiW\��U$]Qi�WDMHPVWYt�D�UR]ãt�HQt��H[WHQVLRQV���3RGSRUD�
WpWR� QRUP\� XPRå�XMH� ]D�t]HQtP�� DSOLNDFtP�� Y\KOHGiYDþ$P� �EURZVHU$P�� DWG�� LPSRUWRYDW��
exportovat a pRXåtYDW� MHGQX�NRQNUpWQt� GiYNX� WDNRYêFKWR� LQIRUPDFt�Y]WDKXMtFtFK� VH�N osobní 
LGHQWLW���0$åH�H[LVWRYDW�Q�NROLN�PyG$�WDNRYpKRWR�S�HYRGX�- kriteriem jsou hlediska utajení a 
LQWHJULW\�� 1HMEH]SHþQ�Mãt� PyG� Y\åDGXMH� SRXåLWt� MDN� QD� YêFKR]t� WDN� QD� FtORYp� VWUDQ��
G$Y�U\KRGQp� GYRMLFH� YH�HMQê� NOtþ� �� VRXNURPê� NOtþ� �SUR� GLJLWiOQt� SRGSLV� UHVS�� ]DãLIURYiQt���
3RSLVRYDQp�PyG\�VH�MHãW�� OLãt�Y WRP��]GD�MH�SRXåLWR�KHVOR�D�RGVXG�RGYR]HQê�NOtþ�UHVS��0$&�
DQHER� MH� SRXåLWD� NU\SWRJUDILH� V YH�HMQêP� NOtþHP�� .RQNUpWQt� IRUPiW\� MVRX� RGYR]HQy z 
3.&6���D�3.&6����1RUPD�MH�XUþHQD�N SRXåLWt�MDN�SUR�VRIWZDUH�WDN�L�SUR�KDUGZDUH� 
 
 

=iY�U 
 

9� SUYQtFK� S�WL� þiVWHFK� QDãHKR� VHULiOX� MVPH� VH� Y�QRYDOL� QRUPiP� 3.&6� ILUP\� 56$�
6HFXULW\� ,QF�� 7\WR� QRUP\� MDN� MLå� E\OR� �HþHQR� MVRX� GQHV� YHOLFH� ãLURFH� SRXåtYiQ\� D� ]DKUQují 
S�LWRP�SRP�UQ��YHOPL�ãLURNp�VSHNWUXP�SUREOHPDWLN� 

 
ýtP� EXGH� Qiã� VHULiO� SRNUDþRYDW"� -H� Q\Qt� FHOi� �DGD� PRåQRVWt�� 1DS��� MtW� MDNVL� GR�

prvRSRþiWN$� D� Y�QRYDW� VH� VDPRWQêP� DOJRULWP$P� �QRUP\� 3����� SUR� V\VWpP\� V YH�HMQêP�
NOtþHP��$(6� -Rijndael) nebo se spíše orienWRYDW�GR�NRPXQLNDþQtFK� WHFKQRORJLt� �UIF�D�GUDIW\�
,(7)���SRS���DNWXiOQt�MVRX�XUþLW��L�MLQp�PRåQRVWL�� 

 
3RNXG� FKW�Mt� þWHQi�L� VDPL� WXWR� YROEX� RYOLYQLW�� O]H� WDN� XþLQLW� ]DVOiQtP� PDLOX� �GR�

30.1.2001) na adresu  jaroslav.pinkava@normancz.cz  (pozor - je tam dvakriW�F]����3�LWRP�QD�
ZHERYVNp� VWUiQFH� Ò�DGX� QD� RFKUDQX� RVREQtFK� ~GDM$� � �http://www.uoou.cz/normy.php3) lze 
QDOp]W� SRP�UQ�� UR]ViKOê� S�HKOHG� QRUHP� ] problematiky kryptografie a elektronických 
SRGSLV$� 
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D. /HWHP�ãLIURYêP�VY�WHP 
 
 

,QIRUPDFH�SUR�RGE�UDWHOH�H-zinu.��3URVtP�QHS�HKOpGQ�WH�]P�QX�H-mail spojení!  
Mé nové adresy jsou pavel.vondruska@uoou.cz  nebo   vondruskap@uoou.cz  . 
Adresa pavel.vondruska@post.cz��]$VWDOD�]DFKRYiQD�� 

 
 
1. 1DWLRQDO��,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��1,67��]YH�HMQLO����������GUDIW�'UDIW� 

Federal Information Processing Standard  pro  Keyed-Hash Message Authentication Code 
�+0$&��� � -HGQi�VH�R�]REHFQ�Qt�+0$C specifikovaný v dokumentu RFC 2104 a ANSI 
;������ 3�LSRPtQN\� D� NRPHQWi�H� VH� PRKRX� ]DVtODW� GR� ��������� QD� DGUHVX��
HMAC@nist.gov�����'UDIW�MH�S�tVWXSQê�YH�IRUPiWX�3')�QD�DGUHViFK�� 
http://csrc.nist.gov/publications/fips/dfips-HMAC.pdf  
 nebo  
http://csrc.nist.gov/cryptval/hmac.html   

 
2. 'HSDUWPHQW� RI� WKH� 7UHDVXU\� ]YH�HMQLO� YH Federal Register (Vol. 66., No.2) 3.1.2001 

QHMQRY�Mãt� YHU]L� GRNXPHQWX� � (OHFWURQLF� $XWKHQWLFDWLRQ� 3ROLF\�� 'RNXPHQW� VH� ]DEêYi�
otázkou autentizace v oblasti elektronických plateb� �� MH� ]GH� UR]HEtUiQD� L� RWi]ND� SRXåLWt�
HOHNWURQLFNpKR�SRGSLVX��7H[W�MH�PRåQp�]tVNDW�QD�DGUHVH�� 
http://frwebgate.access.gpo.gov/cgi-
bin/leaving.cgi?from=leavingFR.html&log=linklog&to=http://www.fms.treas.gov/eauth/index.html  
6WDQRYt� VH� U$]Qp� ~URYQ�� VSROpKiQt� VH� QD� DXWHQWL]DFL� SRPRFt� YêãH� XYHGHQêFK� WHFKQLN�
�UL]LND���1DS���SUR�Y\VRNê�VWXSH��UL]LND�VH�SRåDGXMH�� 

- elektronický podpis 
- NOtþH� VP�Mt� EêW� JHQHURYiQ\�� GUåHQ\� D� SRXåtYiQ\� SRX]H� Y EH]SHþQêFK� +:�

modulech 
- FHUWLILNDþQt�DXWRULW\ musí být pod dohledem státní autority 

 
 
3. V S�HGYiQRþQtP�VKRQX�WURFKX�]DQLNO�Ä~VS�ãQê�~WRN³�]QiPp�Ä%LQDU\�'LYLVLRQ³�QD�VWUiQN\�

3ROLFLH�ý5�D�09�ý5��������������1D�RERX�VWUiQNiFK�E\OD�XPtVW�QD�UR]RVW�HQi�IRWRJUDILH�
PLQLVWUD� YQLWUD� 6WDQLVODYD� *URVVH� V� Q�PHFNêP nápisem „Wilkommen Sie zum Gross 
6LFKHUKHLWVGLHQVWH���Ä9tWHMWH�X�YHONp��QHER�WDNp�*URVVRY\��EH]SHþQRVWQt�VOXåE\����+DFNH�L�
QiVOHGQ��XPtVWLOL�WHQWR�YêWYRU�MHãW��QD�ZHERYp�VWUiQN\�09�ý5���9êVOHGHN�MHMLFK�SUiFH�O]H�
QDOp]W�QDS���QD�LQWHUQHWRYp�DGUHVH�http://underground.cz/download/hacked/www.mvcr.cz  . 
7\WR� D� MLP� SRGREQp� ~WRN\� VNXSLQ\�� NWHUi� VL� �tNi� �%LQDU\�'LYLVLRQ��� S�LP�OR� VSHFLDOLVW\�
VSROHþQRVWL� ,&=� D�V�� N� Y\WYR�HQt� EDOtþNX� SURJUDP$�� NWHUê� þLQQRVW� KDFNHU$� ]QHVQDGQt� D�
SRP$åH�]MLVWLW�QDSDGHQt�YDãHKR�SRþtWDþH��&HOê�WHQWR�EDOtN�V�SRSLVHP�D�QiYRGHP�N�SRXåLWt�
najdete na adrese http://www.i.cz/hacker.html��VHUYHU�SDW�t�VSROHþQRVWL�,&=��� 
-HQåH�VH�]Gi��åH�V NYDOLWRX�WRKRWR��EDOtþNX�WR�QHPXVt�EêW�WDN�~SOQ��Y SR�iGNX��'RSRUXþXML�
VL� S�HþtVW� ]GUFXMtFt� NULWLNX� Y þOiQNX� 3DYOD� 9HVHOpKR�� NWHUê� P$åHWH� QDMtW� QD�
http://www.underground.cz/539  QHER� YH� ÄVY�W�� QDPRGUR³� ��http://svet.namodro.cz/go/r-
art.asp?id=1010106512&t=security . 
'RPQtYiP� VH� åH� � LQVWDODFH� WRKRWR� VRIWZDUX� QD� Yiã� OLQX[RYê� VHUYHU� W�åNR� ]DEUiQt�
QHþHNDQpPX�REMHYHQt�VH��]QiPpKR�WH[WX�� 
  0% CzERT, 666% Dastych, 100% [dastych@mvcr]#, 100% binary.division, 
který „Binary Division“ v U$]QêFK�REP�QiFK�XPLV"XMH�QD�MLPL�QDSDGHQp��ZZZ�VWUiQN\�� 

 



 21

 
 
4. 'R�ERMH�R�ýHVNRX�WHOHYL]L�VH�]DSRMLOL�L�ÄKDFNH�L³��NWH�t�GRNRQFH�GYDNUiW�SR]P�QLOL�VWUiQNX�

podporujtFt� JHQHUiOQtKR� �HGLWHOH� +RGDþH� �http://www.ct-inforum.cz/ )  (2.1 a 3.1.2001). 
Z Q�NWHUêFK� LQIRUPDFt� VH� ]Gi�� åH� PRåQi� R� ~SOQ�� NODVLFNê� KDFN� W\SX� Ä%LQDU\� GLYLVRQ³�
WHQWRNUiW�QHãOR��3RGOH�VG�OHQt�SURYLGHUD�VH�WRWLå�Q�NGR�NH�VWUiQFH�S�LSRMLO�IWS�SURWRNROHP�D�
SR� XKRGQXWt� KHVOD� PRKO� XSUDYRYDW� REVDK� MDNR� OHJiOQt� VSUiYFH� VWUiQN\�� &Rå� R� WR��
VORYQtNRYê� ~WRN� S�HV� YãHFKQD� YDURYiQt� EêYi� ~þLQQê�� DOH� PDOLQNR� MH� QD� FHOpP� S�tSDG��
SRGH]�HOp��åH�N XKRGQXWt��SRGOH�]i]QDPX��SRW�HERYDO jen dva pokusy… 

 
 
 
5. ���� Då� ���� OHGQD� ����� VH� NRQi� Y %UXVHOX� G$OHåLWp� SUDFRYQt� VHWNiQt� &(1�,666� - Open 

Forum. Jedna z þiVWt�MH�Y�QRYiQD�RWi]NiP�HOHNWURQLFNpKR�SRGSLVX��7DWR�þiVW�Pi�SUDFRYQt�
název : „Electronic Commerce Standardization - time for consensus?“ 
http://www.cenorm.be/ISSS/Workshop/ec/OpenForum/Programme.htm 

 
 
 
6. 'QH� ����������� SR�iGi� (&2120,$� D�� V�� �.RQIHUHQþQt� D� VHPLQiUQt� VHUYLV��� FHORGHQQt�

VHPLQi���ELEKTRONICKÝ PODPIS V PRAXI   (e-Business  a  e-Government). 
3�HGQiãHMtFt�RNDr. Ivan Svoboda,CSc. (T-62)7�V�U�R���D��0JU��3DYHO�9RQGUXãND���Ò�DG�
SUR�RFKUDQX�RVREQtFK�~GDM$�� 
0tVWR�NRQiQt�'REURYVNpKR�����3UDKD����VWDQLFH�³/HWHQVNp�QiP�VWt³��75$0�þ��������������
ze stanic metra VltaYVNi�QHER�+UDGþDQVNi�� 
3�LKOiãN\�(&2120,$��.RQIHUHQþQt�D�VHPLQiUQt�VHUYLV��'REURYVNpKR������������3UDKD�� 
Fax: 02/ 33 07 20 30, tel.: 02/ 33 07 14 28,  33 07 14 30, e-mail: seminare@economia.cz 

 
 
 
7. 2�þHP�MVPH�SVDOL�S�HG�URNHP�" 

Crypto-World 1/2000  
http://www.mujweb.cz/veda/gcucmp/casop2/Crypto1_00.html 
A. Slovo úvodem (P.Vondruška)  
%��=HP��YVWRXSLOD�GR�URNX��������3�9RQGUXãND�� 
&��1RYê�]iNRQ�R�RFKUDQ��RVREQtFK�~GDM$��3�9RQGUXãND�� 
'��6RXNURPt�XåLYDWHO$�*60�RKURåeno (P.Vondruška)  
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E. =iY�UHþQp�LQIRUPDFH   
1. Sešit 

 
Crypto-:RUOG� MH�RILFLiOQt� LQIRUPDþQt�VHãLW�SULPiUQ��XUþHQê�SUR�þOHQ\��.U\SWRORJLFNp�

VHNFH� -HGQRW\�þHVNêFK�PDWHPDWLN$� D� I\]LN$�� �*&8&03���9ãHFKQ\�XYHGHQp� LQIRUPDFH� MVRX�
S�HY]DW\�] YROQ��GRVWXSQêFK�SURY��HQêFK�]GURM$� �,QWHUQHW��QRYLQ\��QHER�VH� MHGQi�R�S$YRGQt�
þOiQN\� SRGHSVDQp� DXWRU\�� 3�tSDGQp� FK\E\� D� QHS�HVQRVWL� MVRX� GtOHP� 3�9RQGUXãN\� D� DXWRU$�
MHGQRWOLYêFK�SRGHSVDQêFK�þOiQN$��*&8&03�]D�Q��QHPi�RGERUQRX�DQL�MLQRX�]RGSRY�GQRVW�  

$GUHVD� 85/� �� QD� Qtå� P$åHWH� QDMtW� WHQWR� VHãLW� �QHMG�tYH� ��� GQt� SR� MHKR� UR]HVOiQt�� D�
S�HGFKR]t� VHãLW\� *&8&03� �]NRQYHUWRYiQ\� GR� 3')� IRUPiWX��� LQIRUPDFH� R� S�HGQiãNiFK� ]�
NU\SWRORJLH�QD�0))�8.��Q�NWHUp�þOiQN\�D�GDOãt�VRXYLVHMtFt�WpPDWD�� 

 
http:// www.mujweb.cz/veda/gcucmp  .  
 

Pokud se zajímáte pouze o sešit Crypto-:RUOG��P$åHWH�SRXåtW�OpSH�GRVWXSQRX�DGUHVX� 
  

http://cryptoworld.certifikuj.cz   
 
2. Registrace / zrušení registrace 

 
Pokud máte zájem o ]DVtOiQt�WRKRWR�VHãLWX��P$åHWH�VH�]DUHJLVWURYDW�SRPRFt�H-mailu na 

adrese pavel.vondruska@post.cz� �S�HGP�W�� &U\SWR-:RUOG�� QHER� SRXåtW� N� RGHVOiQt� åiGRVWL� R�
UHJLVWUDFL�IRUPXOi��QD�http://www.mujweb.cz/veda/gcucmp/���3�L�UHJLVWUDFL�Y\åDGXMHPH�SRX]H�
MPpQR�D�S�tMPHQt��WLWXO��SUDFRYLãW���QHQt�SRGPtQNRX��D�H-PDLO�DGUHVX�XUþHQRX�N�]DVtOiQt�VHãLWX� 

�.H�]UXãHQt�UHJLVWUDFH�VWDþt�]DVODW�NUiWNRX�]SUiYX�QD�H-mail pavel.vondruska@post.cz 
�S�HGP�W��UXãtP�RGE�U�&U\SWR-:RUOGX�����9H�]SUiY��SURVtP�XYH�WH�MPpQR�D�S�tMPHQt�D�H-mail 
adresu, na kterou byl sešit zasílán. 
 
3. Spojení  
 
E�åQi�NRPXQLNDFH��]DVtOiQt�S�tVS�YN$��LQIRUPDFH 
pavel.vondruska@uoou.cz    
vondruskap@uoou.cz     
pavel.vondruska@post.cz   
 


