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A. �2KOpGQXWt�]D�,�URþQtNHP�VHãLWX�Crypto-World 1999/2000
Mgr. Pavel Vondruška (NBÚ)

   5RN� ����� E\O� SUR� VNXSLQX� RGERUQtN$� VGUXåHQêFK� Y� kryptologické sekci Jednoty
þHVNêFK� PDWHPDWLN$� D� I\]LN$� �� *&8&03� � �Group of Cryptology Union of Czech
Mathematicians and 3K\VLFLVWV�� YHOPL� ~VS�ãQê��9\YUFKROHQtP� MHMLFK� WpP��� GYRXOHWpKR� ~VLOt
E\OR� XVSR�iGiQt� PH]LQiURGQt� NRQIHUHQFH� (XURFU\SW� ���� Y� 3UD]H�� 7DWR� NRQIHUHQFH� SDW�t� Y
"NU\SWRORJLFNpP�NDOHQGi�L��PH]L�GY�� FHORVY�WRY�� QHMG$OHåLW�Mãt� DNFH� �GUXKRX� MH�NRQIHUHQFH
&U\SWR��NWHUi�VH�SUDYLGHOQ��NRQi�Y�86$�Y�6DQWD�%DUED�H���Eurocrypt je "putovní" konference
D� SRVWXSQ�� VH� SR�iGi� Y� U$]QêFK� P�VWHFK� (YURS\�� 8VSR�iGiQt� WDNRYpWR� NRQIHUHQFH� MH� SUR
S�tVOXãQê� VWiW� D� MHKR� RGERUQp� NU\SWRORJLFNp� VWUXNWXU\� YåG\� YHONêP� RFHQ�QtP� MHMLFK� SUiFH�
3RGOH�NODGQêFK�RKODV$�VH�]Gi��åH�NRQIHUHQFH�Y�3UD]H�VH�Y\GD�LOD�D�]D�DGLOD�VH�PH]L� W\� OHSãt
(XURFU\SW\�� 3UDYLGHOQp� VFK$]H� RUJDQL]DþQtKR� YêERUX� VNRQþLO\� Y\KRGQRFHQtP� NRQIHUHQFH� Y
OpW�������

3R� VNRQþHQt� NRQIHUHQFH�PL� E\OR� Då� WURFKX� OtWR� RSXVWLW� NU\SWRG�Qt� D� ]GiOR� VH�PL�� åH
PiP�QDMHGQRX�VSRXVWX�YROQpKR�þDVX��Y�UiPFL�RUJDQL]DþQtKR�YêERUX�MVHP�P�O�PLPR�MLQp�QD
starosti H�PDLO�VFKUiQNX�NRQIHUHQFH���7DNp� MVHP�VL�]Y\NO�QD� WpP���GYRXOHWê� VW\N� V�YêERUHP
,$&5�� S�HGQiãHMtFtPL�� VWXGHQW\�� VWLSHQGLVW\� �PH]L� Q�å� SDW�t� QDS��� GQHV� MLå� KY�]GD� SUYQt
velikosti %LUX\XNRY��SUR�NWHUpKR�MVPH�WHKG\�Y\�L]RYDOL�VOHY\��

=�W�FKWR���þiVWHþQ��QRVWDOJLFNêFK���G$YRG$�MVHP�VH�QDEtGO��åH�VH�SRNXVtP�]RUJDQL]RYDW
SVDQt�MDNpKRVL�VHãLWX��NWHUê�E\�E\O�XUþHQ�SUR�þOHQ\�*&8&03�D�VORXåLO�N�LQIRUPDFtP�R�G�Qt�YH
VY�W��NU\SWRORJLH��3�L]QiP�VH�� åH� MVHP�SRþtWDO� V� WtP��åH� VH�]DSRMt� VYêPL�S�tVS�YN\� L�Q�NWH�t
GDOãt� þOHQRYp�*&8&03��1HMMHGQRGXããt� IRUPRX� VH� ]GiOR� EêW� QDSViQt� VHãLWX� Y�06�Wordu a
jeho rozesílání e-PDLOHP�QD�DGUHVX�þOHQ$�*&8&03��+QHG�RG�GUXKpKR�þtVOD� VH�YãDN�R]YDOR
SiU� ]iMHPF$�PLPR�*&8&03�� �5R]KRGO� MVHP� VH�� åH� EXGX� VHãLW� UR]HVtODW� YãHP� ]iMHPF$P�D
Y]QLNOD�WDN�GDWDEi]H�UHJLVWURYDQêFK�RGE�UDWHO$��6H�VHãLWHP�PL�RG�]DþiWNX�YHOLFH�SRPRKO�LQJ�
-DURVODY� 3LQNDYD�� &6F��� NWHUpPX� WRXWR� FHVWRX� YHOLFH� G�NXML�� 1HMHQ� ]D� WR�� åH� SUDYLGHOQ�� GR
VHãLWX�S�LVStYi��DOH�WDNp�]D�PQRKi�XSR]RUQ�Qt�QD�]DMtPDYp�þOiQN\�D�RGND]\��NWHUp�SDN�PRKX
Y\XåtW�Y�UXEULFH��/HWHP�ãLIURYêP�VY�WHP��

%�KHP� URNX�SDN� GRãOR� N� Q�NWHUêP�]P�QiP��6HãLW� ]DþDO� �Y\FKi]HW�� Y�3')� IRUPiWX�
NRQFHP� URNX� ����� MVHP� Y\WYR�LO� MHGQRGXFKRX� www stránku
(http://www.mujweb.cz/veda/gcucmp����QD�NWHURX�MVHP�XPtVWLO�VWDUãt�þtVOD��3RQ�NXG�P�� WRWLå
þDVRY�� ]DW�åRYDOR� ]DVtODW� �VWDUi�� þtVOD� VHãLW$� MHGQRWOLYêP� ]iMHPF$P�� =SUDYLGOD� QRY�
UHJLVWURYDQê�XåLYDWHO�P�O��]iMHP�L�R�YãHFKQD�VWDUãt�þtVOD�

 0QRåVWYt� þWHQi�$� VH� SRPDOX�� DOH� SUDYLGHOQ�� ]Y\ãXMH;� ]iMHP� ]QDWHOQ�� Y]URVWO� SR
NRQIHUHQFtFK� ý$ý.� D� 6HFXULW\� ������ NGH� E\OR� ]H� VHãLWX� YH�HMQ�� FLWRYiQR�� � 3R� XYH�HMQ�Qt
PRåQRVWL� UHJLVWURYDW� VH� SUR� ]DVtOiQt� WRKRWR� þDVRSLVX� Y� GLVNXVL� R� YLUHFK� �þHUYHQ� ������ SDN
SRþHW�]iMHPF$�Y]URVWO�R�GDOãtFK�YtFH�QHå�SDGHViW�RGE�UDWHO$�

6WDWLVWLND�QiU$VWX�RGE�UDWHO$���SRþWX�VWUDQ�D�GpON\�VHãLWX�Y�E\WHFK�MH�QiVOHGXMtFt�
,�URþQtN�VHãLWX�Crypto-World

9/99 10/99 11/99 12/99 1/2000 2/2000
2GE�UDWHO$ 25 31 35 47 62 76
Stran 7 10 9 9 9 11
%\W$ 118 655 163 382 312 601 370 720 208 173 215 768
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3/2000 4/2000 5/2000 6/2000 7-8/2000 7-8/2001
2GE�UDWHO$ 90 102 107 116 163 890
Stran 11 13 15 16 19 40
%\W$ 212 279 333 340 354 749 502 347 280 000 ?2 150 000

9�SRVOHGQtP�VORXSFL�MH�XYHGHQ�RGKDG��NWHUê�Y]QLNO�SURORåHQtP�N�LYN\�~GDML������Då���������
�YL]�NRPHQWi��QtåH��

2GKDG��VOHGRYDQêFK�XND]DWHO$���SRþHW�OLVW$�D�YHOLNRVW�UR]HVtODQpKR�VHãLWX���PRKX�RYOLYQLW�
%XGX�VH� VQDåLW� VWDELOL]RYDW� � W\WR�SDUDPHWU\� � QD� UR]XPQêFK�KRGQRWiFK������� VWUDQ�� �������
N%��2GE�UDWHOp�VH�WHG\�QHPXVt�REiYDW�GDOãtKR�QiU$VWX�YHOLNRVWL�UR]HVtODQpKR�VRXERUX�D�GRE\�
NG\� E\� S�LMDWê� Crypto-World obsadil všechen (zlým správcem povolený) prostor v jeho
poštovní schránce.

.� SRþWX� RGE�UDWHO$� E\FK� SR]QDPHQDO�� åH� XYHGHQê� RGKDG� MH� VLFH� YHOLFH� S�t]QLYê� D
SRY]EX]XMtFt�� DOH� VRXþDVQ�� VL� GRYROtP� WYUGLW�� åH� WDNRYê� QiU$VW� ]FHOD� XUþLW�� QHQDVWDQH�� 9
VRXþDVQp� GRE�� MLå� Y�WãLQD� H[SHUW$�� NWH�t� Y� GDQp� REODVWL� SUDFXMt�� VHãLW� RGHEtUi�� D� WDN� MDNVL
SRWHQFLiOQtFK�þWHQi�$�MLå�DVL�DQL�WROLN�QHQt��SRNXG�RYãHP�GRED�3.,��e-komerce a e-obchodu a
H�SHQ�]�QHY\WYR�t�QRYp�H�þWHQi�H�«���.�VRXþDVQpPX�VORåHQt�þWHQi�$�SUR]UDGtP��åH�S�LEOLåQ�
���RGE�UDWHO$� MVRX� RGERUQtFL� ]� REODVWL� LQIRUPDþQt� EH]SHþQRVWL�� S�LEOLåQ�� ��� RGE�UDWHO$� MVRX
VSUiYFL� VtWt� QHER� LQIRUPDþQtFK� V\VWpP$�� �� þWHQi�$� MVRX� QRYLQi�L� RGERUQêFK� þDVRSLV$� QHER
REHFQ�ML�QRYLQi�L�D�FFD��GYDFHW�S�W�]iMHPF$�QHXPtP�Y]KOHGHP�N�DEVHQFL�~GDM$�]D�DGLW��

.G\å�VH�MLå��]PL�XML�R�VWUXNWX�H�RGE�UDWHO$��XYHGX��MHãW��PDORX�VWDWLVWLNX��NWHUi�Y]QLNOD�QD
]iNODG��~GDM$�]�����������

- sešit je rozesílán na 163 e-mail adres
- VHãLW�MH�UR]HVtOiQ�GR�GYRX�VWiW$������[�ý5����x Slovensko)
- UHJLVWURYiQR�MH�S�W�þWHQi�HN
- QHMYtFH�þWHQi�$�Pi�VYRML�DGUHVX�UHJLVWURYiQX�QD�GRPpQ��SRVW�cz (12x)
- následují domény : volny.cz (10x), nbu.cz (8x), cuni.cz (8x), aec.cz (7x), decros.cz (6x),

cvut.cz (5x), army.cz (3x), mvcr.cz (3x)
- ]EêYDMtFtFK�����þWHQi�$�MH�UHJLVWURYiQR�QD�GDOãtFK�U$]QêFK�����GRPpQiFK�
- ���RGE�UDWHO$�MH�PL�RVREQ��]QiPR

,,�URþQtN

3UYp�þtVOR�,,�URþQtNX����������Y\MGH�NROHP����]i�t��3RNXG�PL�WR�þDV�GRYROt��SRNXVtP�VH�Y
WRPWR�QRYpP�URþQtNX�SURYpVW�XUþLWp�]P�Q\��6HãLW�EXGH�PtW�QRYp� logo a titulní stránku. Dále
FK\VWiP�QHS�tOLã�QiURþQRX�VRXW�å�SUR�þWHQi�H��NWHUi�E\�P�OD�NRQþLW�þtVOHP����������3RNXG�VH
SRGD�t�QDMtW�VSRQ]RUD��PRKO�E\�YtW�]�]tVNDW�PLPR�VOiY\�L�Q�MDNê��YiQRþQt�GiUHN����$VL�MVWH�MLå
]MLVWLOL��åH�VH�]P�QLOD� � L�www stránka (http://www.mujweb.cz/veda/gcucmp� �� ��QHMG$OHåLW�Mãt
]P�QRX�MH�PRåQRVW�UHJLVWUDFH�N�RGE�UX�VHãLWX�S�tPR�Y\SOQ�QtP�UHJLVWUDþQtKR��IRUPXOi�H��QD
ZZZ� VWUiQFH� D�PRåQRVW� ]DVODW� GRWD]� QHER� NRPHQWi�� WDNp� S�tPR� ]� NRPXQLNDþQtKR� RNQD� QD
ZZZ�VWUiQFH��3�LVOtEHQ\�MVRX�L�Q�NWHUp�YHOPL�KRGQRWQp�þOiQN\�RG�QRYêFK�DXWRU$�
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FAQ (Frequently Ask Question)

=iY�UHP�VL�GRYROtP�RGSRY�G�W�QD�þDVWR�NODGHQp�RWi]N\��
- ano, sešit píši a rozesílám zadarmo
- ]D�þOiQN\�XYH�HMQ�Qp�Y�VHãLW��VH�QHSODWt
- MVRX�YtWiQ\�S�tVS�YN\�YãHFK�RGE�UDWHO$
- YHGHQt�VHãLWX��SDW�t�PH]L�Pp�]iOLE\�D�SRNXVtP�VH�MHM�Y\GiYDW�GOH�VYêFK�PRåQRVWt�L

nadále

END
9ãHP�þWHQi�$P�WRKRWR�VHãLWX�S�HML�KH]Np�SURåLWt�]E\WNX�OHWQtFK�SUi]GQLQ�D�GRYROHQêFK�

B. Kryptosystém s�YH�HMQêP�NOtþHP�;75
Ing. Jaroslav Pinkava (AEC spol. s r.o.)

1. Úvod

       Na adrese http://www.ecstr.com/� E\O� � QHGiYQR� NRQHþQ�� ]YH�HMQ�Q� GHVLJQ� QRYpKR
kryptosystému s�YH�HMQêP� NOtþHP�� NWHUê� DXWR�L�Arjen R. Lenstra a Eric R. Verheul nazvali
;75�� =YH�HMQ�Qê� PDWHULiO� MH� SUHSULQWHP� � þOiQNX�� NWHUê� E\O� S�LMDW� N opublikování na
konferenci Crypto 2000 v 6DQWD� %DUED�H� �NRQi� VH� ���� ±� ���� VUSQD� WRKRWR� URNX��� ýWHQi�L
Crypto-:RUOGX�MLå�E\OL�R�H[LVWHQFL�WRKRWR�NU\SWRV\VWpPX�VWUXþQ��LQIRUPRYiQL�Y�þtVOH���2000.
��������6\VWpP� ;75� MH� ]DORåHQ� QD� QRYp� PHWRG�� XPRå�XMtFt� UHSUH]HQWRYDW� SUYN\� podgrupy
PXOWLSOLNDWLYQt�JUXS\�NRQHþQpKR�W�OHVD��&tOHP�QiYUKX� �;75�MH�GOH�DXWRU$�QDYUKQRXW� WDNRYê
kryptosystém s�YH�HMQêP� NOtþHP�� MHKRå� GpOND� SDUDPHWU$� L� YODVWQt� YêSRþWRYp� Qiroky vedou
k podstatným úsporám jak v�NRPXQLNDFtFK� WDN� S�L� YêSRþWHFK� D� WR� EH]� VQtåHQt� S�tVOXãQp
NU\SWRJUDILFNp�EH]SHþQRVWL�

���1�NWHUi�]QDþHQt�D�GHILQLFH

������3RStãL�S�tVOXãQê�SRVWXS�MHQ�V�QH]E\WQêPL�WHFKQLFNêPL�SRGUREQRVWPL��=G$YRGQ�Qt�D�GDOãt
detaily lze nalézt v�NRPHQWRYDQpP�þOiQNX�>�@�
*)�P���������W�OHVR��mod m)
*)�P�
�������PXOWLSOLNDWLYQt�JUXSD�W�OHVD�*)�P�

%XGHPH�GiOH�S�HGSRNOiGDW��åH�S�MH�WDNRYp�SUYRþtVOR��åH
     a)  p A����mod 3
     E��PQRKRþOHQ��W]Y��ãHVWê�cyklotomický – viz [2])   36(p) = p2 – S�����VSRþWHQê�Y p má
���������MDNR�G�OLWHOH�SUYRþtVOR�q.
6\PEROHP�J�EXGH�R]QDþHQ�JHQHUiWRU��*)��S6�
�PDMtFt��iG�q.

Pro výše zvolené p lze libovolný prvek GF(p2�� Y\MiG�LW� MDNR� � � [1a + x2a
2, kde x1, x2 jsou

z GF(p),  a  a  ap�MVRX�NR�HQ\�SRO\QRPX�;2���;������NWHUp�WYR�t�RSWLPiOQt�QRUPiOQt�Ei]L�SUR
GF(p2) nad GF(p).
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-HVWOLåH�h 0�*)��S6), pak k�Q�PX�VGUXåHQêPL�SUYN\�QDG�*)��S2) jsou  h, hp2, hp4.
Stopou Tr(h) nad GF (p2)  prvku h 0�*)��S6��MH�VRXþHW�VGUXåHQêFK�QDG��*)��S2) prvku h,
tj. Tr(h) = h + hp2 + hp4. Platí Tr(h) 0�*)��S2).
Pozn.: p2= p2, p4 = p4.

2]QDþtPH���)�F��;���PQRKRþOHQ���;3 – cX2 + cpX – l,  pro c 0�*)��S2���PDMtFt�NR�HQ\�K0, h1, h2

v GF (p6).  Pro n 0�=�EXGHPH�]QDþLW��cn =  h0
n + h1

n + h2
n.  Z�OHPPDWX�������þOiQNX�Y\SOêYi��åH

cn  jsou prvky GF (p2) .

1HFK"�GiOH��Sn(c) = (cn-1 ,  cn ,  cn+1).

3. Základní algoritmy

������&HOê� þOiQHN� VP��XMH� N�Y\KRGQRFHQt� YêSRþHWQt� VORåLWRVWL� PDWHPDWLFNêFK� SRVWXS$
QH]E\WQêFK� S�L� SURYiG�Qt� SRSLVRYDQêFK� NU\SWRJUDILFNêFK� SRVWXS$�� � -HGQtP� ]�~VW�HGQtFK
DOJRULWP$�Y�WRPWR�VP�UX�MH�DOJRULWPXV��������NWHUê�SRSLVXMH�SRVWXS�YêSRþWX��Sn(c) .
1iVOHGXMtFt�URYQRVW�GiYi�YODVWQ��YêFKR]t�P\ãOHQNX�NRQVWUXNFH�kryptosystému XTR:

                 Sn (Tr(g)) = ( Tr(g n-1), Tr(g n), Tr(g n+1))

8ND]XMH� WRWLå��åH�S�L�QDKUD]HQt� WUDGLþQtFK�PRFQLQ�J� MHMLFK� VWRSDPL� O]H�GRViKQRXW�YêSRþHWQ�
HIHNWLYQtFK�SRVWXS$��.RQNUpWQ��DOJRULWPXV�������XPRå�XMH�QD�]iNODG��]QDORVWL��Tr(g)  rychle
VSRþtWDW�Tr(gn).
����3UR� Q�NWHUp� NU\SWRJUDILFNp� SRVWXS\� MH� YãDN� MHãW�� W�HED� XP�W� VSRþtWDW� VWRSX� VRXþLQX� GYRX
mocnin generátoru g. Tím se zabývá algoritmus 2.4.8.

���9ROED�SDUDPHWU$

������6\PERO\�3�D�4�R]QDþtPH�SRåDGRYDQp�YHOLNRVWL��Y�SRþWHFK�ELW$��KOHGDQêFK�SUYRþtVHO�p a q.
$XWR�L� GRSRUXþXMt�� åH� N�GRVDåHQt� EH]SHþQRVWL� RGSRYtGDMtFt� EH]SHþQRVWL� QDS��� 56A v délce
������SRþHW�ELW$�VRXþLQX�GYRX�SUYRþtVHO��MH�YKRGQp�YROLW�3�§�����D�4�§�����
Algoritmus 3.1.1.�1DOp]W�S�LUR]HQp�U�WDN��åH�q = r2 – U����MH�SUYRþtVOR�GpON\�4�D�GiOH�QDOp]W
S�LUR]HQp�N�WDN��åH�p = r + k*T�MH�SUYRþtVOR�GpON\�3�D��p A���mod 3.
7HQWR�DOJRULWPXV�QiP�VLFH�GiYi�SRW�HEQi�SUYRþtVOD� �QDYtF�SUYRþtVOR�p takto generované má
XUþLWp�YêSRþHWQ��YêKRGQp�YODVWQRVWL���DOH�QHPXVt�EêW�~SOQ��LGHiOQt�]�EH]SHþQRVWQtKR�KOHGLVND�
$XWR�L��SURWR�XYiGt�MHãW��$OJRULWPXV�������MDNR��PHWRGX�JHQHURYiQt�p a T���NWHUi�MH�RSURãW�QD
RG� PRåQpKR� ]MHGQRGXãHQt� S�L� NU\SWRDQDO\WLFNpP� SRXåLWt� PHWRG\�Number Field Sieve pro
�HãHQt� GLVNUpWQtKR� ORJDULWPX�� $OJRULWPXV� ������ VH� ]DEêYi� SRVWXSHP� QDOH]HQt� Tr(g) – není
QXWQp�S�LWRP�]QiW�VDPRWQp�J�
�����6RXþiVWt�GDW�SUR�YH�HMQê�NOtþ�NU\SWRV\VWpPX�;75�MH�YêãH�XYHGHQi�GYRMLFH�SUYRþtVHO�p a q a
stopa 7U�J��JHQHUiWRUX� J��7DWR� þtVOD�PRKRX�EêW� VGtOHQD�YtFH�XåLYDWHOL� �MDNR� MH� WRPX�QDS��� X
'6$� þL� (&'6$��� 9H�HMQê� NOtþ� NRQNUpWQtKR� XåLYDWHOH� MH� SDN� GRSOQ�Q� KRGQRWX� Tr(gk) pro
Q�MDNp�S�LUR]HQp�þtVOR�N��NWHUp�MH�XWDMRYiQR��MH�WR�WHG\�S�tVOXãQê�VRXNURPê�NOtþ��
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���3RXåLWt�Y kryptografii

�����$XWR�L�XYiG�Mt�W�L�SRVWXS\�±�DQDORJLL�'+�GRKRG\�QD�NOtþL��ElGamalova šifrování a analogii
Nyberg-Rueppelovy varianty digitálního podpisu s obnovou zprávy. Následuje popis analogu
Diffie-+HOOPDQRYD�SURWRNROX�SUR�GRKRGX�QD�NOtþL��

1. $OLFH�]YROt�QiKRGQ��S�LUR]HQp�D���T����VSRþWH��Tr(ga) a zašle ho Bobovi.
2. %�REGREQ��]YROt�S�LUR]HQp�b < T����VSRþWH��Tr(gb) a zašle ho Alici.
3. $OLFH�VSRþWH�Tr(gab��D�GRKRGQXWêP�SRVWXSHP�RGYRGt�NOtþ�.�
4. 6WHMQ��WDN�%RE�VSRþWH�Tr(gab��D�GRKRGQXWêP�SRVWXSHP�RGYRGt�NOtþ�.

9êSRþW\�VH�RStUDMt�R�SRXåLWt�DOJRULWPX�������
     V�GDOãt� þiVWL� þOiQNX� VH� DXWR�L� ]DEêYDMt� VURYQiQtP� YODVWQRVWt� kryptosystému XTR
s NU\SWRV\VWpP\� 56$� D� (&&�� 'RNODGXMt� YêKRGQRVW� MLPL� QDYUKRYDQpKR� SRVWXSX�� 3RW�HEQi
GpOND� NOtþ$� MH� VURYQDWHOQi� V�(&&� � D� WRWpå� SODWt� L� R� YêSRþHWQt� QiURþQRVWL� kryptografických
operací.
�����9H� ]EêYDMtFt� þiVWL� SUiFH� MVRX� SRSViQ\� Q�NWHUp� S�tVWXS\� N�KRGQRFHQt� EH]SHþQRVWL
navrhovaného kryptosystému.

6. Shrnutí

     .U\SWRV\VWpP� ;75� S�HGVWDYXMH� P\ãOHQNRY�� YHOLFH� KRGQRWQê� SRVWXS�� inovátorský
z�KOHGLVND� PHWRG� VRXþDVQp� DV\PHWULFNp� NU\SWRJUDILH�� ýWHQi�H� PDMtFt� ]iMHP� R� NRQNUpWQt
implementace kryptosystému XTR musím však trochu varovat. Pro praktické aplikace je
QHMOpSH� Y\XåtW� WDNRYp� NU\SWRV\VWpP\�� NWHUp� MVRX� MLå� VRXþiVWt� PH]LQiURGQtFK� QRUHP�� 6YêP
]S$VREHP� WR� WDNp� JDUDQWXMH�� åH� GDQê� NU\SWRV\VWpP� MLå� SURãHO� GRVWDWHþQ�� Ii]t� NULWLFNpKR
SRVX]RYiQt� VYêFK� YODVWQRVWt� RGERUQRX� YH�HMQRVWt� �MDNR� MH� WRPX� QDS��� � X� V\VWpPX� 56$� D� X
V\VWpP$� ]DORåHQêFK� QD� ~ORKiFK� GLVNUpWQtKR� D� HOLSWLFNpKR� GLVNUpWQtKR� ORJDULWPX��� = tohoto
hlediska je systém XTR teprve v�SOHQNiFK��-H� WDNp�PRåQp��åH�QHå�kryptosystém nabyde své
GHILQLWLYQt� SRGRE\� �L� W�HED� QDS��� ]�KOHGLVND� RSWLPDOL]DFH� LPSOHPHQWDþQtFK� YODVWností) dojde
k�MHKR� Q�NWHUêP� GtOþtP� ~SUDYiP�� 1DYtF� DXWR�L� R]QiPLOL�� åH� E\OR� SRGiQR� Q�NROLN
PH]LQiURGQtFK�SDWHQW$��NWHUp�VH�WRKRWR�kryptoschematu dotýkají.

7. Literatura

[1]   Lenstra, Arjen K.; Verheul Eric R.: The XTR public key system, to appear in Advances
in Cryptology – Crypto 2000, Lecture Notes in Computer Science, Springer Verlag, pp. 1-19

[2] Brouwer, A. E.; Pellikaan, R.; Verheul, E.R.: Doing More with Fewer Bits, Proceedings
Asiacrypt 99, LNCS 1716, Springer Verlag 1999, pp. 321-332
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C. )HUPDW$Y� WHVW� primality, &DUPLFKDHORYD� þtVOD�� EH]þWYHUFRYi

þtVOD
Mgr. Pavel Vondruška (NBÚ)

ýiVW�,,�

9� PLQXOpP� VHãLW�� �� ������� �� MVPH� VL� XYHGOL� Q�NWHUp� SUDYG�SRGREQRVWQt� WHVW\� SUR� ]tVNiQt
SUYRþtVHO�� %OtåH� MVPH� VH� VH]QiPLOL� V� Fermatovým testem SULPDOLW\� D� S�L� MHKR� WHRUHWLFNpP
rozboru jsme se setkali s pojmem &DUPLFKDHORYR�þtVOR��7�PLWR�þtVO\�MVPH�VH�GiOH�]DEêYDOL��9
]iY�UX�MVPH�XYHGOL�FKDUDNWHULVWLFNp��YODVWQRVWL�W�FKWR�þtVHO�
-HGQD�]�YODVWQRVWt�E\OD����.DåGp�&DUPLFKDHORYR�þtVOR�MH�EH]þWYHUFRYp��
9�WpWR�þiVWL�VH�EXGHPH�SUiY��EH]þWYHUFRYêPL�þtVO\�]DEêYDW�

%H]þWYHUFRYi�þtVOD

ýtVOR� n se nazývá EH]þWYHUFRYp� �DQJOLFN\� 6TXDUHIUHH��� MHVWOLåH� MHKR� SUYRþtVHOQê� UR]NODG
REVDKXMH�NDåGpKR�þLQLWHOH�SRX]H�Y�SUYp�PRFQLQ��

9ãHFKQD�SUYRþtVOD�MVRX�WHG\�WULYLiOQ���þtVOD�EH]þWYHUFRYi�
3�tNODGHP�EH]þWYHUFRYêFK�þtVHO�MVRX��������������������������������������������
1DRSDN�þtVOD��������������������������������������QHMVRX�þtVOD�EH]þWYHUFRYi��DQJOLFN\�VH�R]QDþXMt
squareful numbers).

9êSRþWHP�E\O\�]MLãW�Q\�QiVOHGXMtFt�YêVOHGN\��

Interval  <1 ,  n > 3RþHW�EH]þWYHUFRYêFK�þtVHO 3RþHW�SUYRþtVHO
10 7 4
100 61 25
1000 608 168
10 000 6 083 1 229
100 000 60 794 9 592
1 000 000 607 926 78 498

Významné práce  o problému EH]þWYHUFRYêFK�þtVHO�SXEOLNRYDOL��������Nagell 1951, p. 130;
(4) Landau 1974, pp. 604-609; (3) Hardy and Wright 1979, pp. 269-270; ( 2) Hardy 1999,
p. 65.

1D�JUDIX�]iYLVORVWL�SRþWX�EH]þWYHUFRYêFK�þtVHO�QD�þtVOX�n (obr. 1) lze vypozorovat  jistou
SUDYLGHOQRVW�UR]ORåHQt�EH]þWYHUFRYêFK�þtVHO�

2EHFQ�� O]H� �tFL�� åH� � UR]ORåHQt� EH]þWYHUFRYêFK� þtVHO� MH� QD� UR]GtO� RG� SUYRþtVHO� �GRFHOD
SUDYLGHOQp���3UiY��SUR�WXWR�YODVWQRVW�D�VRXþDVQ��SURWR��åH� MVRX�V�SUYRþtVO\�Y� W�VQpP�Y]WDKX�
jsou EH]þWYHUFRYi� þtVOD� Y� WHRULL� þtVHO� Y\XåLWD� SUR� Q�NWHUp� RGKDG\� D� G$ND]\�� NWHUp� VH� WêNDMt
SUYRþtVHO��3�HVQ�Mãt�Y\MiG�HQt��D�]G$YRGQ�Qt��S�HVDKXMH�UiPHF�QDãHKR�MHGQRGXFKpKR�YêNODGX�
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3RþHW�EH]þWYHUFRYêFK�þtVHO

��ýtVOR�n

2EU������=iYLVORVW�SRþWX�EH]þWYHUFRYêFK�þtVHO�QD�YROE��n

=��S�HVQ�MãtFK��RGKDG$�XYH�PH�RGKDG�SRþWX�EH]þWYHUFRYêFK�þtVHO�4�x) ��n

 .

 Asymptotická hustota tohoto výrazu je 1/ �����  � ��� �2 §� ��������� � �� NGH� ����� MH� KRGQRWD
5LHPDQQRY\���IXQNFH�Y�ERG�������

 Hardy a Wright 1979 (3, str. 270) studovali tzv. Möbiovu funkci ��n), která je definována
QiVOHGRYQ���

0 pro Q��NWHUp�Pi�YH�VYpP�SUYRþtVHOQpP�UR]NODGX�DOHVSR��GY��SUYRþtVOD
   stejná

��n) =           1 pro n=1

        (-1)k    pro Q��NWHUp�Pi�YH�VYpP�SUYRþtVHOQpP�UR]NODGX�YãHFKQ\�þLQLWHOH�U$]Qp
D�W�FKWR�þLQLWHO$�MH�N

-H�]�HMPp��åH�MH�OL���Q��U$]Qp�RG�QXO\��MH�n EH]þWYHUFRYp�þtVOR�

Asymptotická hodnota funkce Q([��MH�URYQD�KRGQRW���
 x                    6x

�G ��n) G� �F������R��x)
n=1 ������2

1HQt� ]QiP� DOJRULWPXV�� NWHUê� E\� Y� SRO\QRPLiOQtP� þDVH� �HãLO� RWi]NX�� ]GD� S�LUR]HQp� þtVOR� MH
nebo není EH]þWYHUFRYp� þtVOR�� -H� ]�HMPp�� åH� � WHQWR� SUREOpP� ~]FH� VRXYLVt� V� SUREOpPHP
IDNWRUL]DFH�� QHER"� XPtPH�OL� þtVOR� UR]ORåLW� QD� MHGQRWOLYp� þLQLWHOH�� SDN� VQDGQR� XUþtPH�� ]GD� MH
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nebo není EH]þWYHUFRYp��1D�GUXKRX� VWUDQX�QHQt� ]QiPR�� ]GD� QHH[LVWXMH� DOJRULWPXV�� NWHUê� E\
QiP�XUþLO��åH�þtVOR�MH�EH]þWYHUFRYp��DQLå�E\FKRP�PXVHOL�]QiW�MHKR�UR]NODG�

=RGSRY�]HQt�WpWR�RWi]N\�VH�SRYDåXMH�]D��YHOLFH�G$OHåLWê�SUREOpP�WHRULH�þtVHO��YêVOHGHN
E\� QDãHO� XSODWQ�Qt� Y� WHRULL� 1)6� �number field VLHYH��� YHOLFH� QHS�HVQ�� �HþHQR� �RNUXK
S�LUR]HQêFK� þtVHO� Y\WYR�HQê� S�L� YêSRþWX� � DOJHEUDLFNpKR� þtVHOQpKR� SROH� E\� E\O� reducibilní
pomocí EH]þWYHUFRYêFK� þtVHO�� �Lenstra 1992, Pohst and =DVVHQKDXV� ������� ��HãHQt� WRKRWR
SUREOpPX�WDN�P$åH�YêUD]Q��RYOLYQLW�EH]SHþQRVW�56$��

***********

3�tORKRX� N� GQHãQtPX� þtVOX� � MH� VRXERU� ������txt, který obsahuje prvních 10 000
SUYRþtVHO��7HQWR�VRXERU�MH�XORåHQ�QD�DGUHVH�http://www.utm.edu/research/primes/lists/small/1000.txt.
=GH� O]H� WDNp� ]tVNDW� VRXERU� REVDKXMtFt� S�HKOHG� SUYQtFK� ���� ���� SUYRþtVHO��9� WRPWR� VRXERUX
MVRX�XYHGHQD�YãHFKQD�SUYRþtVOD�]�LQWHUYDOX���Då�WR������������9HOLNRVW�WRKRWR�VRXERUX�MH�����
N%��3RNXG� �Q�NRPX�QHVWDþt� MHãW�� DQL� WHQWR� UR]ViKOê� VRXERU�� GRSRUXþXML� N�QiYãW�Y�� DGUHVX� �
http://www.math.princeton.edu/~arbooker/nthprime.html
=GH�P$åHWH�]tVNDW�LQIRUPDFH�R�SUYQtFK�������000 000 ����SUYRþtVOHFK��3RVOHGQtP�SUYRþtVOHP
Y�WRPWR�VRXERUX�MH����������������������,QIRUPDFH�R�SUYRþtVOHFK�]tVNiWH�SRPRFt�GRWD]$��9iã
GRWD]� QDS��� ]Qt� �� �-DNp� MH� VWp� SUYRþtVOR"�� �� D� SURJUDP� XORåHQê� QD� XYHGHQp� DGUHVH� YUiWt
S�tVOXãQp�SUYRþtVOR�� ��������2GSRY���QD�OLERYROQê�GRWD]��RG���GR���12��WUYi�FFD����YWH�LQ�

************
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D. 3RþiWN\�NU\SWRJUDILH�YH�HMQêFK�NOtþ$
Mgr. Jan -DQHþNR���.RPHUþQt�EDQND��D�V���

5RNHP������]DþDOD�EH]HVSRUX�QRYi�pUD�NU\SWRJUDILH��Whitfield Diffie, Martin Hellman a
Ralph 0HUNOH� REMHYLOL� D� ]YH�HMQLOL� ]FHOD� QRYê� S�HYUDWQê� kryptografický princip – princip
YH�HMQêFK� ãLIURYDFtFK� NOtþ$�� 7HQWR� SU$NRSQLFNê� REMHY� SRVWXSQ�� Y]EXGLO� REURYVNê� ]iMHP
VSHFLDOLVW$� D� Y�QiVOHGXMtFtP� REGREt� ]FHOD� ]P�QLO� REUD]� NU\SWRORJLH�� 3R� SUYQtFK� þOiQFtFK� D
Y\VWRXSHQtFK� DXWRU$� WpWR� P\ãOHQN\� VH� EU]\� REMHYLO\� QiYUK\� NRQNUpWQtFK� V\VWpP$�� 0H]L
prvními byly i oba z�QHM~VS�ãQ�MãtFK� D� VWiOH� SRXåtYDQêFK� S�HGVWDYLWHO$� DV\PHWULFNp
NU\SWRJUDILH��þLOL�NU\SWRJUDILH�YH�HMQêFK�NOtþ$��3XEOLF�Key Cryptography, PKC) – v roce 1976
tzv. Diffie-+HOOPDQ$Y� V\VWpP� YêP�Q\� NOtþ$� [1] a v roce 1977 algoritmus RSA [2]�� MHKRå
autory jsou Ronald Rivest, Adi Shamir a Leonard Adleman (v�Wp� GRE�� YãLFKQL� ] MIT).
-PHQRYDQt�DXWR�L�VL�]D�VYp�REMHY\�]tVNDOL�]DVORXåHQê�UHVSHNW�D�QDYåG\�VH�]DSVDOL�GR�KLVWRULH
svého oboru.

3RVWXSHP� GRE\� VH� YãDN� ]DþDO\� REMHYRYDW� XUþLWp� SRY�VWL�� åH� WLWR� Y�GFL� QHE\OL� SUYQtPL
objeviteli PKC. V NU\SWRORJLL� WRWLå� H[LVWXMH� VLWXDFH� RGOLãQi� RG� Y�WãLQ\� RVWDWQtFK� Y�GHFNêFK
RERU$�� 9HGOH� RWHY�HQpKR� Yê]NXPX� H[LVWXMH� MHãW�� Yê]NXP� XWDMRYDQê�� SURYiG�Qê� HOLWQtPL
VSHFLiOQtPL� VOXåEDPL� YHOPRFt� L� GDOãtFK� ]HPt�� ]DKDOHQê� WpP��� QHSURQLNQXWHOQêP� WDMHPVWYtP
�YL]� Wpå� FLWiW� Y� ]iY�UX� WRKRWR� þOiQNX��� $å� GR� ���� OHW� WDWR� VIpUD� Y kryptologii naprosto
dominovala, ale i v�Q\Q�Mãt� GRE�� VWiOH� S�HGVWDYXMH� YHOPL� Yê]QDPQê� Y�GHFNR�Yê]NXPQê
potenciál.

�tNi� VH� QDS�tNODG�� åH� Xå� S�HG� URNHP� ����� ]QDOD� 3.&� DPHULFNi� 16$�� 9�þOiQNX� R
NU\SWRORJLL� XYH�HMQ�QpP� Y Encyclopaedia %ULWDQQLFD� >�@� VH� XYiGt�� åH� EêYDOê� �HGLWHO� 16$
Bobby ,QPDQ�EH]� G$ND]$� WYUGLO�� åH�16$�]QDOD� SULQFLS�3.&�Xå� R� GHVHW� OHW� G�tYH� S�HG� MHKR
REMHYHQtP�RWHY�HQRX�DNDGHPLFNRX�REFt��8UþLWp�SRWYU]HQt�YLGt�Q�NWH�t�YH�YêYRMRYpP�SURMHNWX
]DEH]SHþHQpKR� WHOHIRQX� 678�,,,�� NWHUê� Y\XåtYi� FHUWLILNiW$�� D� MHKRå� Yê]NXP� ]DþDO
SUDYG�SRGREQ��Y�SRORYLQ������OHW��3�LWRP�FHUWLILNiW\�VH�YH�YH�HMQp�NU\SWRJUDILL�REMHYLO\�Då�Y
URFH� ������ -DNR� PRåQê� SRGQ�W� SUR� Yê]NXP� YHGRXFt� N objevu PKC se také uvádí
Memorandum prezidenta J. F. Kennedyho þ� 160 z�URNX� ����� �D� ]YOiãW�� MHKR� :HLVQHU$Y
GRGDWHN��>�@��WêNDMtFt�VH�SRW�HE\�]DEH]SHþHQt�QXNOHiUQtFK�]EUDQt�SURWL�]QHXåLWt�

1HSRSLUDWHOQê� G$ND]� R� WRP�� åH� SULQFLS� 3.&� E\O� REMHYHQ� Xå� S�HG� URNHP� ������ YãDN
QDNRQHF� S�LãHO� ] Velké Británie. V�URFH� ����� E\O� XYH�HMQ�Q� þOiQHN� Jamese Ellise z britské
CESG (Communications – Electronics Security Group), nazvaný "The history of Non-Secret
Encryption" [5], ve kterém jeho autor popisuje, jak princip asymetrické kryptografie (jím
nazývaný jako Non-Secret (QFU\SWLRQ��16(��REMHYLO�Xå�Y�URFH�������'iOH�XYiGt��åH�VSHFLiOQt
variantu RSA objevil jeho kolega Clifford Cocks v roce 1973, varianty Diffie-Hellmanova
V\VWpPX� YêP�Q\� NOtþ$� SDN�Malcolm :LOOLDPVRQ� EU]\� SRWp�� ýOiQHN� >�@� QDSVDO� James Ellis
v�URFH�������E\O� YãDN� ]YH�HMQ�Q�Då�NUiWFH�SR� MHKR� VPUWL� Y prosinci 1997. Je v�Q�P�SRSViQD
celá historie objevu NSE pracovníky CESG. Spolu s�S�tVOXãQêPL� DXWHQWLFNêPL� WHFKQLFNêPL
zprávami CESG ([6] -[9]) ho lze najít na webovské stránce CESG www.cesg.uk.
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-DN� YODVWQ�� N objevu NSE došlo? J. (OOLV� XYiGt�� åH� Xå� Y����� OHWHFK� S�HGVWDYRYDOD� YHONê
SUREOpP� GLVWULEXFH� ãLIURYDFtFK� NOtþ$� WHKG\� SRXåtYDQêFK� V\PHWULFNêFK� ãLIHU� SUR� SRW�HE\
R]EURMHQêFK� VLO�� $å� GRVXG� E\OR� SRNOiGiQR� ]D� VDPR]�HMPp�� åH� RGHVLODWHO� L� S�tMHPFH
]DãLIURYDQêFK�LQIRUPDFt�PXVt�S�HGHP�VGtOHW�Q�MDNRX�XWDMRYDQRX�LQIRUPDFL��,QVSLUDFH��åH�WRPX
WDN� EêW� QHPXVt�� S�LãOD� ] technické zprávy neznámého pracovníka %HOORYêFK� ODERUDWR�t�
publikované v roce 1944, kteri�REVDKRYDOD�QiYUK�]DEH]SHþHQpKR� WHOHIRQX��8WDMHQt�P�OR�EêW
GRVDåHQR� WtP�� åH� S�tMHPFH� Y\VtODO� GR� OLQN\� ãXP� N maskování hovorového signálu, který by
SDN� RG� S�LMDWpKR� PDVNRYDQpKR� VLJQiOX� RS�W� RGHþtWDO�� 3�HVWRåH� QiYUK� QHE\O� WHFKQLFN\
realizovatelný, vnukl (OOLVRYL�P\ãOHQNX�� åH� S�L� DNWLYQt� ~þDVWL� S�tMHPFH� Y� SURFHVX� ãLIURYiQt
RGHVLODWHO�D�S�tMHPFH�S�HGHP�VGtOHW�Q�MDNRX�XWDMRYDQRX�LQIRUPDFL�QHPXVt�D�FHOê�V\VWpP�P$åH
EêW�YH�HMQ��]QiPê��2G�WRKRWR�SRVW�HKX�MLå�SUR�Q�KR�QHE\OR�REWtåQp�GRNi]DW�H[LVWHQþQt�Y�WX�R
WRP��åH��Non-Secret Encryption" je v�SULQFLSX�PRåQp��'$ND]�Y\FKi]HO�]�S�HGVWDY\��åH�SURFHV
]DãLIURYiQt� O]H� YåG\� ]FHOD� REHFQ�� SRSVDW� SRPRFt�PDWLFH�� MHMtå� �iGN\� D� VORXSFH� S�HGVWDYXMt
YãHFKQ\�PRåQp�NOtþH�D�PRåQp�]SUiY\��REVDKHP�PDWLFH�MH�SDN�S�tVOXãQê�ãLIURYê�WH[W��,�NG\å�E\
taková matice nebyla v praxi pro svoji ohromnou velikost realizovatelná, v principu si ji
P$åHPH�YåG\�S�HGVWDYLW�

3RSLãPH�Q\Qt�VWUXþQ��KODYQt�P\ãOHQNX�G$ND]X��2GHVLODWHO�FKFH�XWDMHQ��SRVODW�]SUiYX�p.
3�tMHPFH� JHQHUXMH� QiKRGQê� WDMQê� NOtþ� k�� NWHUê� ]DãLIUXMH� SRPRFt� QiKRGQ�� JHQHURYDQp
MHGQRUR]P�UQp� WDEXON\��SHUPXWDFH��M1 na hodnotu x = M1(k) a tu zašle odesilateli zprávy.
7HQ�SRXåLMH�x a tabulku M2� �GYRMUR]P�UQRX��QiKRGQ��JHQHURYDQRX�PDWLFL�� MHå� LQGXNXMH�SUR
NDåGRX� SHYQRX� KRGQRWX�x prosté zobrazení) k zašifrování p na šifrový text z: z = M2(p,x).
3�tMHPFH�]tVNi�]S�W�S$YRGQt�]SUiYX�p�SRPRFt�S�tVOXãQp��LQYHU]Qt�� WDEXON\�M3: p = M3(z,k).
3�LWRP�PDWLFH�M1, M2 a M3 nemusí být utajovány.

 

3RGUREQ�ML� MH� FHOê� SRVWXS� ]Qi]RUQ�Q� QD� GDOãtP�REUi]NX� �Y� GQHãQt� WHUPLQRORJLL� VH�k nazývá
soukromým a x�YH�HMQêP�NOtþHP��
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2ED�REUi]N\�MVRX�S�HY]DW\�]�S$YRGQt�Ellisovy zprávy [6].

-H� YLG�W�� åH� PHWRGD� EXGH� IXQJRYDW� NRUHNWQ��� SRNXG� M3� EXGH� ]�HMPêP� ]S$VREHP
]NRQVWUXRYiQD�QD�]iNODG��PDWLF�M1 a M2.�'iOH�MH�YLG�W��åH�DQL�]YH�HMQ�QtP�YãHFK�PDWLF�M1,
M2 a M3� QHQt� RKURåHQD� G$Y�UQRVW� ]DãLIURYDQp� ]SUiY\� MHMtP� S�HQRVHP� N� RSUiYQ�QpPX
S�tMHPFL�� 9]KOHGHP� N� QiKRGQpPX� Y\JHQHURYiQt� REVDKX�PDWLF�M1 a M2� WRWLå� EH]� ]QDORVWL
hodnoty k� QHH[LVWXMH� MLQi�PHWRGD� OXãW�Qt�� QHå� MH�PHWRGD� KUXEp� VtO\� �SURKOHGiYiQtP� WDEXOHN
Mi���-HMt�~VS�ãQRVW�MH�YãDN�Y\ORXþHQD�GRVWDWHþQRX�GLPHQ]t�PDWLF��QDS����iGRY���100).

Takto se tedy Jamesi (OOLVRYL� SRGD�LOR� GRNi]DW�� åH� DV\PHWULFNp� ãLIU\�PRKRX� WHRUHWLFN\
existovat. Ellis však nedokázal najít jejich v praxi Y\XåLWHOQRX� UHDOL]DFL�� 6SUiYQ�� YãDN
S�HGSRNOiGDO�� åH� SUDNWLFN\� SRXåLWHOQê� V\VWpP�P$åH�PtW� MLQRX� IRUPX�� QHå� NWHURX� SRXåLO� SUR
VY$M� G$ND]�� 6YRX� SUDFt� DOH� XND]RYDO� VP�U�� MDNêP� MH� PRåQR� VH� ]DP��LW�� 6Y$M� YêVOHGHN
prezentoval poprvé v lednu 1970 v interní techniFNp�]SUiY��&(6*�>�@�

Jak sám J. (OOLV�WYUGLO��WHRULH�þtVHO�QHE\OD�MHKR�VLOQêP�RERUHP��V návrhy realizovatelných
V\VWpP$�SURWR�S�LãOL�Då�MHKR�NROHJRYp��9 roce 1973 Clifford Cocks navrhl de facto speciální
S�tSDG� 56$� >�@�� 6WUXþQ�� �HþHQR�� UR]GtO� PH]L� Cocksovým návrhem a RSA je v�WRP�� åH
YH�HMQêP�NOtþHP�X�&RFNVH�MH�YåG\�S�tPR�PRGXO�n = pq��X�56$�WR�PRKRX�EêW��YKRGQi��þtVOD�e
mající inverzi mod ϕ(n)� �Y� SUD[L� VH� YãDN� REY\NOH� VWHMQ�� SRXåtYi� MHGLQê� YH�HMQê� NOtþ�� QDS��
)HUPDWRYR�SUYRþtVOR��16+1). &RFNV$Y�QiYUK�Y\SDGDO�WDNWR�
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1. 6WUDQD�$�JHQHUXMH�GY��YHONi�SUYRþtVOD�p, q WDNRYi��åH�p�QHG�Ot�q-1 a q�QHG�Ot�p-1. Poté
VSRþWH�n = pq��ýtVOR�n�MDNR�YH�HMQê�NOtþ�SRãOH�VWUDQ��%�

2. B zašifruje zprávu m�WDN��åH�VSRþWH�c = mn mod n ; šifrový text c pošle A.
3. A odšifruje c�QiVOHGRYQ���QDMGH�p’ a q’�WDNRYi��åH�pp’ = 1 mod q-1 a qq’ = 1 mod p-1.

3DN�SODWt��åH�m = cp' mod q , m = cq' mod p�D�SRPRFt�ýtQVNp�Y�W\�R�]E\WFtFK�$�]MLVWt
RWHY�HQê�WH[W�m.

To ale nebylo od CESG všechno. Po C. &RFNVRYL� S�LãHO� V jinými návrhy Malcolm
:LOOLDPVRQ�� %\O\� ]DORåHQ\� QD� VORåLWRVWL� YêSRþWX� GLVNUpWQtKR� ORJDULWPX�� 3UYQtP

systémem byl následující NU\SWRJUDILFNê� SURWRNRO�� NWHUê� SUREtKDO� YH� þW\ �HFK� NURFtFK�
%\O� IRUPXORYiQ� REHFQ�ML� SUR� NRQHþQp� RNUXK\� >�@�� DOH� SUR� SUYRþtVHOQi� W �OHVD� KR� O]H

SRSVDW�QiVOHGRYQ��

ÒþDVWQtFL�$�D�%� VL� GRKRGQRX�QHXWDMRYDQp�YHONp�SUYRþtVOR�p��9êSRþW\�SDN�SURYiG�Mt
mod p.

1. A chce zaslat zprávu m��*HQHUXMH�QiKRGQ��þtVOR�k�QHVRXG�OQp�V�p-1�D�VSRþWH�x = mk; x
pošle B.

2. %�JHQHUXMH�QiKRGQ��þtVOR�l�QHVRXG�OQp�V�p-1�D�VSRþWH�y = xl = (mk)l; y pošle A.
3. A pomocí Euklidova algoritmu nalezne k' WDNRYp�� åH�kk' = 1 mod p-1� D� VSRþWH�z =

(mkl)k' = ml; tuto hodnotu pošle B.
4. %�REGREQêP�]S$VREHP�QDOH]QH�l' WDNRYp��åH�ll' = 1 mod p-1�D�VSRþWH�zl' = (ml)l' = m.

V�GDOãt� ]SUiY�� >�@�Williamson dokonce navrhl klasický Diffie-+HOOPDQ$Y� SURWRNRO� SUR
YêP�QX�NOtþ$��D�WR�SUR�REHFQi�þtVHOQi�W�OHVD��=SUiYX�XYH�HMQLO�PQRKHP�SR]G�ML��QHå�V\VWpP
vymyslel:

3�HG�]DþiWNHP�SURWRNROX�VL�~þDVWQtFL�$�D�%�GRKRGQRX�W�OHVR�F = GF(pq) a primitivní
prvek x�W�OHVD�F��7\WR�~GDMH�QHXWDMXMt��3UYN\�W�OHVD�F reprezentují jako polynomy.

1. $�JHQHUXMH�QiKRGQ��þtVOR�a D�VSRþWH�y = xa; y pošle B.
2. %�JHQHUXMH�QiKRGQ��þtVOR�b�D�VSRþWH�z = xb; z pošle A.
3. 2E��VWUDQ\�VSRþWRX�w = (xb)a = (xa)b = xab��WXWR�KRGQRWX�SRXåtYDMt�MDNR�ãLIURYDFt�NOtþ�

-HQ�MDNR�KLVWRULFNRX�NXULR]LWX�XYH�PH��åH�SUDFRYQtFL�&(6*�REMHYLOL�YDULDQW\�]iNODGQtFK
V\VWpP$� 3.&� �56$� D� '+�� Y�RSDþQpP� SR�DGt�� QHå� MDN� N tomu poté došlo v�RWHY�HQpP
Yê]NXPX��0tVWR�]iY�UX�E\FK�SDN�FKW�O�XYpVW�MHãW��MHGHQ�FKDUDNWHULVWLFNê�FLWiW�]�þOiQNX�Jamese
Ellise [5]:

Ä.U\SWRJUDILH� MH� QHMQHREY\NOHMãt� Y�GRX��9�WãLQD� SURIHVLRQiOQtFK� Y�GF$� VH� VQDåt� SXEOLNRYDW
VYRX� SUiFL� MDNR� SUYQt�� SURWRåH� SURVW�HGQLFWYtP� ãt�HQt� WDWR� SUiFH� UHDOL]XMH� VYRML� KRGQRWX�
1DSURWL� WRPX� QHM~SOQ�Mãt� KRGQRWD� NU\SWRJUDILH� MH� UHDOL]RYiQD� PLQLPDOL]DFt� LQIRUPDFt
GRVWXSQêFK� SRWHQFLiOQtP� SURWLYQtN$P�� 3URWR� SURIHVLRQiOQt� kryptografové obvykle pracují
v�X]DY�HQêFK�NRPXQLWiFK��NWHUp�SRVN\WXMt�GRVWDWHþQRX�RGERUQRX�LQWHUDNFL�N�]DMLãW�Qt�NYDOLW\�
]DWtPFR�XGUåXMt�XWDMHQt�S�HG�QH]DVY�FHQêPL��2GKDOHQt�W�FKWR�WDMHPVWYt�MH�REY\NOH�XPRåQ�QR
pouze v�]iMPX�KLVWRULFNp�S�HVQRVWL�Då�SRWp��FR�VH�XNiåH�QHSRFK\EQêP��åH�åiGQê�GDOãt�XåLWHN
QHP$åH�Xå�EêW�]�SRNUDþXMtFtKR�XWDMHQt�]tVNiQ��
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Poznámka:

CESG – Communications-Electronics Security *URXS� ±� MH� IRUPiOQt� VRXþiVWt� ]QiPp� EULWVNp
VSHFLiOQt� VOXåE\� *&+4� �Government Communications +HDGTXDUWHUV�� ÒVW�HGt� YOiGQtFK
komunikací). Sídlí v Cheltenhamu v hrabství *ORXFHVWHUVKLUH�� DVL� ���� NP� ]iSDGQ�� RG
/RQGêQD��*&+4�VH�SURVODYLOD�Xå�]D����VY�WRYp�YiON\��Y�Wp�GRE��RYãHP�S$VRELOD�SRG�Qi]YHP
Government Code and & Cypher 6FKRRO� ��*&	&6��DOH�E\OD�YãHREHFQ��]QiPD�SRG�Qi]YHP
%OHWFKOH\�3DUN�SRGOH�VYpKR�WHKGHMãtKR�VtGOD��UR]OXãW�QtP�QHMWDMQ�MãtFK�Q�PHFNêFK�YRMHQVNêFK
ãLIUiWRU$�Enigma a Lorenz *HKHLPVFKUHLEHU�� VWHMQ�� MDNR� NRQVWUXNFt� SUYQtFK� HOHNWURQLFNêFK
SRþtWDþ$� QD� VY�W�� QD]êYDQêFK� &RORVVVXV�� VORXåtFtFK� SUiY�� N�OXãW�Qt� Q�PHFNêFK� ãLIUiWRU$�
3�tPêP� S�HGFK$GFHP� &(6*� E\OD� /RQGRQ� Communications Security Agency (LCSA),
vzniklá v�/RQGêQ�� SRþiWNHP� ���� OHW��'QHãQt� Qi]HY� QHVH� RG� URNX� ������ 3RVWXSQ�� VH� VOXåED
S�HVW�KRYDOD� GR� &KHOWHQKDPX�� 2G� URNX� ����� MLå� &(6*� QHQt� S�tPR� ILQDQFRYiQD� YOiGRX� D
SUDFXMH�QD�]LVNRYp�Ei]L��0H]L� MHMt�KODYQt�~NRO\�SDW�t�~þDVW�QD�GHILQRYiQt�YOiGQt�SROLWLN\�SUR
LQIRUPDþQt�EH]SHþQRVW��NRQ]XOWDþQt�D�SRUDGHQVNp�VOXåE\�SUR�YOiGQt�L�YH�HMQê�VHNWRU�Y�REODVWL
]DYiG�Qt� WpWR� SROLWLN\�� YODVWQt� YêYRM� NU\SWRJUDILFNêFK� SURGXNW$� �MDNR� MVRX� ]DEH]SHþHQp
WHOHIRQ\��D�VSROXSUiFH�V�NRPHUþQtPL�YêUREFL�S�L�YêYRML�NU\SWRJUDILFNêFK�SURGXNW$�SUR�YOiGQt
~þHO\��SURYiG�Qt�YêXNRYêFK�NXU]$�D�YêURED�VSRW�HEQtFK�ãLIURYDFtFK�PDWHULiO$��NOtþ$��
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E. 3�HKOHG�Q�NWHUêFK�þHVNêFK�]GURM$���WpPD���kryptologie
Vybral  Mgr. Pavel Vondruška, NBÚ

-H� OpWR�� SRþDVt� QiP� ]DWtP� QHS�HMH�� D� WDN� ]EXGH� PRåQi� þDV� L� QD� VWXGLXP�� 1DEt]tP
PRåQRVW�SUROLVWRYDW�Q�NWHUp�þHVNp�LQWHUQHWRYp�]GURMH��2VREQ��VH�GRPQtYiP��åH�þOiQN\�QD�QtåH
XYHGHQêFK�DGUHViFK�REVDKXMt��DGX�NYDOLWQtFK�LQIRUPDFt�D�NDåGê��NGR�Pi�R�WXWR�SUREOHPDWLNX
]iMHP��]GH�MLVW��QDMGH�PQRKR�XåLWHþQpKR�

6H]QDP� MH�QHSRFK\EQ�� � QH~SOQê� �� QLNRKR� MVHP�RYãHP�~P\VOQ�� QHY\QHFKDO�� DOH� MLQp
þHVNp�]GURMH��PLPR�MHGQRWOLYêFK�þOiQN$�Y�þDVRSLVHFK�Chip, ComputerWorld, IT-NET apod.)
YH� VYp� �GDWDEDQFH�� QHPiP�� 8YtWiP� � SURWR� XSR]RUQ�Qt� QD� GDOãt� YKRGQp� ]GURMH� D� UiG� MH� Y
S�tãWtFK�þtVOHFK�]YH�HMQtP�

Ing. Jaroslav Pinkava, CSc., AEC s.r.o.
Na www adrese http://www.aec.cz/  najdete  ve sloupcovém  menu volbu kryptologie.
1D�WpWR�DGUHVH�MH�XORåHQ��NYDOLWQ��]SUDFRYDQê��UR]ViKOê���ÒYRG�GR�NU\SWRORJLH��D�GiOH���þiVWt
EXOOHWLQX�$(&�� NWHUê� MH� Y�QRYiQ� ãLIURYiQt� D� REVDKXMH� FHQQp� RGND]\� QD� S$YRGQt�PDWHULiO\�
3�LSUDYXMH�VH�þiVW�Y�QRYDQi�HOHNWURQLFNpPX�SRGSLVX��6RXERU\�MVRX�XORåHQ\�Y�KWPO�SRGRE��

Doc. Ing. Jan Staudek, CSc. - Masarykova univerzita, Brno
.DWHGUD�SURJUDPRYêFK�V\VWpP$�D�NRPXQLNDFt
%H]SHþQRVW�Y�LQIRUPDþQtFK�WHFKQRORJLtFK
http://www.fi.muni.cz/usr/staudek/vyuka/security/P017.html
��0DQDåHUVNê�~YRG�GR�EH]SHþQRVWL�,7
��.U\SWRJUDILH�D�EH]SHþQRVW
��9\EUDQp�EH]SHþQRVWQt�IXQNFH
��(OHNWURQLFNê�REFKRG�D�MHKR�EH]SHþQRVW
��%H]SHþQRVW�Y�SRþtWDþRYêFK�VtWtFK
(vše v postscriptu  *.ps file)
.�GLVSR]LFL�MVRX�YHOLFH�KRGQRWQp��RGERUQp�þOiQN\��&HONHP�MH�]GH�N�GLVSR]LFL�YtFH�QHå����Mb
zdrojového textu !

Mgr. Pavel Vondruška, NBÚ
Sešity Crypto-World  (.U\SWRORJLFNi�VHNFH�-HGQRW\�ýHVNRVORYHQVNêFK�0DWHPDWLN$�D�)\]LN$�
http://www.mujweb.cz/veda/gcucmp/
6HãLW\�MVRX�YH�IRUPiWX�3')��SUR�RULHQWDþQt�QiKOHG�Y�html).

RNDr. Vlastimil Klíma, Decros s.r.o.
Na URL adrese 'HFURVX�MH�N�GLVSR]LFL�UR]ViKOê�DUFKLY�SXEOLNDFt�]QiPpKR�þHVNpKR�kryptologa
'U�.OtP\��D�MHKR�ILUHPQtKR�NROHJ\�'U�5RV\��ýOiQN\�MVRX�YHOPL�þWLYp�
http://www.decros.cz/Security_Division/Crypto_Research/publikace.htm
�.�GLVSR]LFL� MH�NRPHQWRYDQê�VH]QDP�SXEOLNDFt��YH�NWHUpP� O]H�Y\KOHGiYDW�SRGOH�Qi]Y$�QHER
SRGOH�NOtþRYêFK�VORY�
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Mgr. Václav Matyáš, PhD., ml.
3RSXOiUQt� UR]ViKOê� VHULiO� R� EH]SHþQRVWL� D� LQIRUPDþQtP� VRXNURPt� �%H]SHþQRVW� SUR� YãHFKQ\�
VRXNURPt�SUR�NDåGpKR���FHONHP����SRNUDþRYiQt��UHGLJRYDQê�9�0DW\iãHP��NWHUê�Y\FKi]HO�QD
SRNUDþRYiQt� Y� � ComputerWorldu (10/97 - 40/98), je nyní celý dostupný na adrese :
http://www.cw.cz/cw.nsf/page/BF1F077C380BCBC5C12568AE00489FB6
Soubory jsou v htm formátu. Celý seriál lze stáhnout najednou - celková délka (zazipováno)
je jen 570 kb.
'DOãt�]DMtPDYp�LQIRUPDFH��YþHWQ��LQIRUPDFt�R�VWXGLX��O]H�]tVNDW�QD�RVREQt�VWUiQFH�'U�0DW\iãH
http://www.fi.muni.cz/usr/matyas/

Mgr. Antonín Beneš, MFF UK Praha
.6,��.DWHGUD�V\VWpPRYpKR�LQåHQêUVWYt�

3�HGQiãN\� Y� HOHNWURQLFNp� SRGRE�� ]� S�HGP�WX� � �2FKUDQD� LQIRUPDFH�� MVRX� XORåHQ\� QD
http://www.kolej.mff.cuni.cz/prednes/oipage.html
-HGQi�VH�R�S$YRGQt�]GURMRYp�GRNXPHQW\��9\WYR�HQ\�MVRX�QiVOHGXMtFt�VRXVWDYRX�SURJUDP$�
0LFURVRIW�:RUG�IRU�:LQGRZV����D���SRþtQDMH����þiVWt�06�:RUG�IRU�:LQGRZV
��������
Microsoft Equation Editor 2.0  a Corel DRAW! 5.0 .

2� Q�FR� VWUXþQ�Mãt� MVRX� HOHNWURQLFNp� S�HGQiãN\� N� S�HGP�WX� �%H]SHþQRVW� ,6� Y� SUD[L��� 7\WR
S�HGQiãN\�MVRX�GRVWXSQp�QD�http://www.kolej.mff.cuni.cz/bezpsem/index.html

3�HGQiãN\� D� GRSURYRGQp� WH[W\� N� VHPLQi�L� �0DWHPDWLFNp� SULQFLS\� LQIRUPDþQt� EH]SHþQRVWL�
�YHGRXFt�51'U��-L�t�6RXþHN��'U6F���D�0JU�7RQGD�%HQHã��MVRX�GRVWXSQp�QD
http://www.mujweb.cz/veda/gcucmp/mff/index.html � �� =UFDGOR� GRSOQ�Qp� R� Q�NWHUp� WH[W\� Y
HOHNWURQLFNp�SRGRE��O]H�QDMtW�QD��http://www.kolej.mff.cuni.cz/kryptsem/index.html   .

3UR� ~SOQp� ]DþiWHþQtN\� GRSRUXþXML� QDKOpGQRXW� QD� SHþOLY�� YHGHQRX� VWUiQNX� Stanislava
&KURPþiND����âLIURYiQt�SUR�G�WL����http://freeweb.coco.cz/ANCHOR/sifry/index.htm  .

=DMtPDYêP�]GURMHP� LQIRUPDFt�PRKRX�EêW�SUR�SUDåVNp� ]iMHPFH� � YH�HMQp� VHPLQi�H� SR�iGDQp
BITIS � �6GUXåHQt� SUR� EH]SHþQRVW� LQIRUPDþQtFK� WHFKQRORJLt� D� LQIRUPDþQtFK� V\VWpP$��
,QIRUPDFH�R�W�FKWR�VHPLQi�tFK�O]H�QDOp]W�QD�SUR]DWtPQt�DGUHVH��
http://www.mujweb.cz/veda/bitis

1D� ]iY�U� VL� GRYROtP� XSR]RUQLW� QD� GYRXP�VtþQtN� �Data Security Management", který je
Y�QRYDQê� SUREOHPDWLFH� EH]SHþQRVWL� GDW� D� MH� RULHQWRYiQ� QD� PDQDåHU\�� � 85/� DGUHVD� MH
http://www.dsm.tate.cz
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F. /HWHP�ãLIURYêP�VY�WHP

1. Prezident republiky Václav Havel podepsal 11.7.2000 zákon o elektronickém podpisu.
7HQWR�]iNRQ�QDEêYi�~þLQQRVWL������������7pP���VRXþDVQ��SURE�KO�SRGREQê�DNW�L�Y�86$�
prezident Bill Clinton podepsal americký zákon o elektronickém podpisu (Electronic
Signatures in Global and National Commerce $FW��QD�VWHMQpP�PtVW���NGH�E\O�S�HG�����OHW\
SRGHSViQ� QHMG$OHåLW�Mãt� DNW� Y� G�MLQiFK�86$� ��Declartion of Independence. Bill Clinton
V\PEROLFN\�]iNRQ�SRGHSVDO��HOHNWURQLFN\�SRPRFt�VYpKR�VRXNURPpKR�NOtþH�
0RKO� WDN� XþLQLW� L� Qiã� SUH]LGHQW� "� $QR�� PRKO�� -DN� MVHP� ]MLVWLO� S�L� SURKOtåHQt� Y\GDQêFK
FHUWLILNiW$� ,�&$� ��www.ica.cz� ���Pi� ]GH� UHJLVWURYiQ� VY$M� YH�HMQê� NOtþ� �XUþHQ� SUR� 56$�
GpOND�PRGXOX������ELW$���3ODWQRVW�NOtþH�MH�RPH]HQD�QD�NULWLFNRX�GREX��NG\�VH�Y�G�OR��åH
SUH]LGHQW� EXGH� þHVNê� ]iNRQ� R� HOHNWURQLFNpP� SRGSLVX� VLJQRYDW� ����������������������
6pULRYp� þtVOR� WRKRWR� FHUWLILNiWX� MH� �� ������� Subject : Vaclav Havel /
email=vaclav.havel@hrad.cz� � �� � 3�LSRPHQX�� åH� 9iFODY� +DYHO� SRGHSVDO� Qiã� ]iNRQ� R
HOHNWURQLFNpP�SRGSLVX�QD�VYp�FHVW��SR�%DONiQ����Y�'XEURYQtNX��0RåQi��åH�NG\E\�VH�DNW
QHNRQDO�PLPR�ý5��åH�E\�SUH]LGHQW�WDNp�SRXåLO�V\PEROLFN\�HOHNWURQLFNê�SRGSLV��PRåQi�«

2. 6GUXåHQt�SUR�LQIRUPDþQt�VSROHþQRVW��63,6��XVSR�iGDOR�����������KDSSHQQLJ�X�S�tOHåLWRVWL
SRGSLVX�]iNRQD�R�HOHNWURQLFNpP�SRGSLVX�SUH]LGHQWHP�ý5��63,6�eSignature Construction
+DSSHQLQJ��������1D�DNFL�E\OL�SR]YiQL�YãLFKQL��NWH�t�VH�QD�S�tSUDY��D�SURVD]RYiQt�]iNRQD
R� HOHNWURQLFNpP� SRGSLVX� SRGtOHOL�� 6HWNiQt� SURE�KOR� Y� S�iWHOVNp� DWPRVIp�H� D� ]EêYi� MHQ
GRXIDW��åH�QDSOQ�Qt�]iNRQD�EXGH�UHDOL]RYiQR�FR�QHMG�tYH�

3. 9�NY�WQX�E\O�VFKYiOHQ�G$OHåLWê�GRNXPHQW���HYURSVNê�VWDQGDUG�R�IRUPiWHFK�HOHNWURQLFNpKR
podpisu - ETSI ES 201733 (Electronic Signature )RUPDWV��� -H� YROQ�� GRVWXSQê� QD
webowské stránce ETSI http://webapp.etsi.org/pda/� QHER� QD� VWUiQFH� (76,� Y�QRYDQp
elektronickému podpisu http://www.etsi.org/sec/el-sign.htm .
9�SU$E�KX�þHUYHQFH��E\OD�XYH�HMQ�QD�åiGRVW�R�NRPHQWRYiQt� �GUDIWX�GRNXPHQWX��NWHUê�VH
WêNi�SRåDGDYN$�QD�MHGQRWQp�KRGQRFHQt�SRVN\WRYDWHO$�FHUWLILNDþQtFK�VOXåHE��NWHUp�Y\GiYDMt
kvalifikované certifikáty :“Policy Requirements for Certification Service Providers
Issuing Qualified Certificates” (ETSI 155 T1 Draft H, 15.7.2000) . O rychlosti, s jakou
(76,�SUDFXMH��VY�Gþt�L�GDWXP�GR�NG\�VH�S�LMtPDMt�NRPHQWi�H��������������'R�NRQFH�URNX
�����Y\MGH�FHOi��DGD�GDOãtFK�G$OHåLWêFK�GRNXPHQW$��2VREQ��VH�GRPQtYiP��åH�E\�N�MHMLFK
REVDKX�P�OR� EêW� S�LKOpGQXWX� S�L� Y\WYi�HQt� REGREQêFK� GRNXPHQW$� �� Y\KOiãHN� �� ~�DGHP
Ò22Ò�� NWHUpPX� ]H� ]iNRQD� R� HOHNWURQLFNpP� SRGSLVX� QiOHåt� GR]RU� QDG� DNUHGLWRYDQêPL
FHUWLILNDþQtPL� DXWRULWDPL� D� QDG� FHUWLILNDþQtPL� DXWRULWDPL� Y\GiYDMtFtPL� NYDOLILNRYDQp
certifikáty.

4. Michelle )LQOH\� XYH�HMQLO� þOiQHN� �Phone Phreaks to Rise Again?"
(http://www.wired.com/news/business/0,1367,36309,00.html� ��� 9� þOiQNX� SRSLVXMH� QRYp
PRåQRVWL�~WRN$� �WHOHIRQQtFK�KDFNHU$���NWHUp�XPRå�XMH�]DYHGHQt� ,3� WHOHIRQLH��3KUHDFNH�L
MVRX� þiVWt� SRþtWDþRYpKR� XQGHUJURXQGX� D� Y� PLQXORVWL� �Y� ���tých a 70-tých letech)
QHFKYDOQ�� SURVOXOL� VYêPL� ~WRN\� SURWL� WHOHIRQQtP� WHFKQRORJLtP�� )LQOH\� XSR]RU�XMH�� åH
QRYRGREi�WHFKQRORJLH�P$åH�YpVW�N��]PUWYêFKYVWiQt��WpWR�GQHV�MLå�WpP���]DQLNOp�NRPXQLW\�
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5. Z adresy http://www.rsasecurity.com/rsalabs/faq/index.html  lze stáhnout novou verzi
(datovanou k 27.6.2000) známého dokumentu "RSA Laboratories' Frequently Asked
Questions About Today's Cryptography, Version 4.1". Velikost PDF verze je 1 521 172
E\W$��]D]LSRYiQR�SRX]H���������E\W$�

6. �-�3LQNDYD�� $XWR�L� NU\SWRV\VWpPX� 1758� VH� UR]KRGOL� SUR� MHKR� SDWHQWRYiQt�� 3�HVWRåH
S$YRGQ�� E\O� NU\SWRV\VWpP� S�HGORåHQ� N� ]D�D]HQt� GR� VRXVWDY\� QRUHP�� NWHURX� S�LSUDYXMH
VNXSLQD� ,(((� 3������ QDNRQHF� VH� DXWR�L� �Jeffrey Hoffstein,Jill Pipher a Joseph H.
6LOYHUPDQ��UR]KRGOL�MtW�FHVWRX�SDWHQW$��3�LWRP�NU\SWRV\VWpP�1758�MH�]��DG\�KOHGLVHN�SUR
XåLYDWHOH�YHOLFH�]DMtPDYê��-HKR�YHONRX�S�HGQRVWt�MH�S�HGHYãtP�GRVDKRYDQi�U\FKORVW�SUiFH
vlastního algoritmu. NTRU byl nejprve prezentován Jeffrey Hoffsteinem na rump session
na konferenci CRYPTO 96, publikován byl v roce 1998 ( http://www.ntru.com  ).
1RYLQNRX� MH� ~P\VO� DXWRU$� Y\XåtW� WHQWR� NU\SWRV\VWpP� N� RFKUDQ�� DXWRUVNêFK� SUiY
digitalizovaných hudebních nahrávek
http://www.nytimes.com/library/tech/00/07/biztech/articles/03pate.html ).
1DS���ILUP\�Greylock Management and Sony Corporation se rozhodly investicí ve výši 11
PLOLRQ$�GRODU$�SRGSR�LW�YêYRM�WpWR�QRYp�WHFKQRORJLH�

1D�]iY�U�Q�FR�]�OHWQt�RNXUNRYp�VH]yQ\��

7. ŠIFROVAT,ŠIFROVAT,ŠIFROVAT!
9ODGLPtU�äHOH]Qê�]YH�HMQLO� LQIRUPDFL�� åH�Pi�N�GLVSR]LFL� GRNXPHQW\�� NWHUp�GRNOiGDMt�� åH
DPHULFNi� VSROHþQRVW� &0(� S�LSUDYRYDOD� QiVLOQp� RYOiGQXWt� 79� 129$�� -HGQi� VH� R� e-
PDLORYp�WH[W\�SRVtODQp�HOHNWURQLFNRX�SRãWRX�PH]L�PDQDåHU\�&0(�Johnem Schwalliem a
Petrem 6OiGHþNHP�� 7H[W\� E\O\� ]tVNiQ\� ]� SHYQpKR� GLVNX� S�tMHPFH�� -H� Då� ]DUiåHMtFt�� åH
PDQDåH�L� WDNRYpKRWR�PHGLiOQtKR� JLJDQWX�QHSRXåtYDOL� N� ]iORKRYiQt� D�SUDYG�SRGREQ�� DQL
NH�NRPXQLNDFL�Q�NWHUê�ãLIURYDFt�VRIWZDUH�

3UREOpP� EXGH� RYãHP� V� SURND]RYiQtP� DXWHQWLþQRVWL� e-PDLO$� �� QHE\O\� HOHNWURQLFN\
SRGHSViQ\�QHER�R]QDþHQ\�þDVRYêP�UD]tWNHP��3�L�WpWR�S�tOHåLWRVWL��PQH�QDSDGOD�RWi]ND��MDN
VH� Y\URYQDMt� QDãH� VRXG\� V� S�tSDGQêP� VSRUHP�� NG\� MHGQD� VWUDQD� S�HGORåt� MDNR� G$ND]
GRNXPHQW�� NWHUê� EXGH� HOHNWURQLFN\� SRGHSViQ�� DOH� VWDOR� VH� WDN� MHãW�� S�HG� GDWHP� QDE\Wt
platnosti našeho zákona o elektronickém podpisu (1.10.2000)? Pokud je mi známo, zákon
WXWR�VLWXDFL��QH�Hãt�

8. 9�%ULWiQLL�VH�]DþDOR�SUDFRYDW�QD�SURMHNWX�Noemova archa 21.století s cílem archivovat, tj.
GRNXPHQWRYDW� D� EH]SHþQ�� XORåLW� QD� MHGQRP� PtVW�� REUi]N\� D� ]YXN\� YãHFK� RKURåHQêFK
]Yt�DW�D�URVWOLQ�QD�VY�W����http://www.arkive.co.uk ).

9. Dobrovolný "LQWHUQHWRYê�� Y�]H�� 'RW&RP*X\�� RGNi]DQê� MHQ� QD� VHEH� D� VY$M� SRþtWDþ�
RVODYLO� PDOp� MXELOHXP� VYpKR� SRE\WX� Y� SURQDMDWpP� GRP�� Y� 'DOODVX�� ���WL� OHWê� LQåHQêU
Mitch 0DGGR[� VH� GREURYROQ�� ]DYi]DO� � QD� GREX� MHGQRKR� URNX� ]DORåLW� VY$M� åLYRW� MHQ� QD
Y\XåtYiQt�H�NRPHUFH��1DVW�KRYDO�VH�GR�SUi]GQpKR�GRPX�D�]P�QLO�VYp�REþDQVNp�MPpQR�QD
S�H]GtYNX�'RW&RP*X\��1\Qt� MH� MLå� ��P�VtF$� ]DY�HQê� Y� RENOtþHQt� internetových kamer,
S�LþHPå�SUR� VYp� NDåGRGHQQt� SRW�HE\�P$åH� Y\XåtYDW� MHQ� LQWHUQHW� D� VOXåE\�� NWHUp� WDWR� Vt"
poskytuje.
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G. =iY�UHþQp�LQIRUPDFH

$GUHVD� 85/� �� QD� Qtå� P$åHWH� QDMtW� WHQWR� VHãLW� �QHMG�tYH� ��� GQt� SR� MHKR� UR]HVOiQt�� D
S�HGFKR]t� VHãLW\� *&8&03� �]NRQYHUWRYiQ\� GR� 3')� IRUPiWX��� LQIRUPDFH� R� S�HGQiãNiFK� ]
NU\SWRORJLH�QD�0))�8.��Q�NWHUp�þOiQN\�D�GDOãt�VRXYLVHMtFt�WpPDWD��

http://www.mujweb.cz/veda/gcucmp

6WUiQNX� O]H� WDNp� QDMtW� SRPRFt� Y\KOHGDYDþH� �\DKRR�� QHER� �VH]QDP��� S�tSDGQ�� ML�P$åHWH
navštívit z http://www.trustcert.cz

Spojení :

p.vondruska@nbu.cz -    E�åQi�NRPXQLNDFH��]DVtOiQt�S�tVS�YN$

pavel.vondruska@post.cz -    RVREQt�SRãWRYQt�VWUiQND��UHJLVWUDFH�RGE�UDWHO$

pavel.vondruska@sms.paegas.cz -  MHQ�����]QDN$��

mobil :  Mgr.Pavel Vondruška  0603 436  341

9ãHFKQ\� XYHGHQp� LQIRUPDFH� MVRX� S�HY]DW\� ]�YROQ�� GRVWXSQêFK� SURY��HQêFK� ]GURM$
(LQWHUQHW�� QRYLQ\�� QHER� VH� MHGQi� R� S$YRGQt� þOiQN\� SRGHSVDQp� DXWRU\�� 2ILFLiOQt� LQIRUPDþQt
VHãLW� MH� SULPiUQ�� XUþHQê� SUR� þOHQ\� �.U\SWRORJLFNp� VHNFH� -HGQRW\� þHVNêFK� PDWHPDWLN$� D
I\]LN$���*&8&03���3RNXG�Pi�NGRNROLY�]iMHP�R�]DVtOiQt�WRKRWR�VHãLWX��P$åH�VH�]DUHJLVWURYDW
pomocí e-mailu na adrese pavel.vondruska@post.cz� �S�HGP�W��Crypto-:RUOG���3�L� UHJLVWUDFL
Y\åDGXMHPH�SRX]H�MPpQR�D�S�tMPHQt��WLWXO��SUDFRYLãW���QHQt�SRGPtQNRX��D�e-mail adresu.

3�tSDGQp� FK\E\� D� QHS�HVQRVWL� MVRX� GtOHP� 3�9RQGUXãN\� D� DXWRU$� MHGQRWOLYêFK
SRGHSVDQêFK�þOiQN$��*&8&03�]D�Q��QHPi�RGERUQRX�DQL�MLQRX�]RGSRY�GQRVW�


