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A. 6RXW�å
Mgr. Pavel Vondruška ( NBÚ )

ýiVW�,,,����-HGQRGXFKi�WUDQVSR]LFH
/XãW�Qt�MHGQRGXFKp�WUDQVSR]LFH���~SOQi�WDEXOND��PHWRGLND�

Jednoduchá transpozice je jedna ze základních metod šifrování. Po jednoduché
]iP�Q��VH�WDN�VH]QiPtPH�V�GUXKêP�QHMG$OHåLW�MãtP�V\VWpPHP��7URXIiP�VL� WYUGLW��åH�Y�WãLQD
ãLIURYêFK�V\VWpP$�Y\FKi]t�SUiY��]�W�FKWR�GYRX�SRVWXS$��2VWDWQ���SUYN\�W\SX�6+,)7�DSRG��Y
EORNRYêFK� ãLIUiFK� MVRX� YODVWQ�� MHQ� WUDQVSR]LFt� MHGQRWOLYêFK� ELW$�� 9UD"PH� VH� YãDN� N� WRPXWR
V\VWpPX�� 7UDQVSR]LFH� MH� � �S�HVNXSHQt�� RWHY�HQpKR� WH[WX� SRGOH� Q�MDNêFK� SUDYLGHO� �� WDWR
SUDYLGOD� VH�QD]êYDMt�NOtþHP��9êVOHGQê�ãLIURYê� WH[W�]DFKRYiYi� � IUHNYHQFL� KOiVHN�S�tVOXãQpKR
MD]\ND��=S�HWUKiQ\�MVRX�SRX]H�ELJUDPRYp�YD]E\�D� WtP�MH�XNU\W�Yê]QDP��S$YRGQtKR�WH[WX��9
takovémto textu se tedy nevyskytují dlouhá opakování, je zachována frekvence hlásek
S�tVOXãQpKR�MD]\ND��QHRGSRYtGDMt�ELJUDPRYp�IUHNYHQFH��QHO]H�SURYpVW�G�OEX�QD�VDPRKOiVN\�D
VRXKOiVN\��3RP�U�VDPRKOiVHN�D�VRXKOiVHN�MH�Y�WH[WX�]DFKRYiQ�D�MH�S�LEOLåQ��Y�SRP�UX���������
7HQWR�V\VWpP�VH�SRXåtYDO�MHãW��]D�GUXKp�VY�WRYp�YiON\�D�Y�Q�NWHUêFK�PpQ��Y\VS�OêFK�VWiWHFK�L
Y�FHONHP�QHGiYQp�GRE���3RXåtYDOD�VH�YãDN�XUþLWi�PRGLILNDFH��NWHUi�YHOLFH�]QHVQDG�XMH�OXãW�Qt
���W]Y��GYRMLWi�QH~SOQi�WUDQVSR]LFH��7H[W�MH�QHMSUYH�YHSViQ�GR�WDEXON\�XUþLWpKR�UR]P�UX��]GH
MVRX� SRGOH� SUYpKR� NOtþH� VORXSFH� UR]Ki]HQ\� D� GiOH� MH� WH[W� S�HYHGHQ� GR� WDEXON\� R� MLQêFK
UR]P�UHFK��NWHUi�QHQt�RYãHP�Y�SRVOHGQtP��iGNX�]FHOD�Y\SOQ�QD�����D�RS�W�MVRX�VORXSFH�SRGOH
GUXKpKR�NOtþH�S�HVNXSHQ\��9��S�tSDG���åH�UR]P�U\�WDEXOHN��SRþHW�VORXSF$��MVRX����D�YtFH��MH
NH�]S�WQp�WUDQVIRUPDFL�QXWQp�SRXåtW�VORåLW�Mãt�SRVWXS\��NGH�VH�MLå�EH]�SRþtWDþ$�QHREHMGHPH�D�Y
Q�NWHUêFK�S�tSDGHFK�P$åH�EêW�WHQWR�V\VWpP��QDS���YH�VSRMHQt�V�MHGQRGXFKRX�]iP�QRX��FHONHP
SRXåLWHOQRX�ãLIURX�XUþHQRX�QDS���SUR�QiKUDGQt� VSRMHQt��NG\�QHO]H�]�Q�MDNpKR�G$YRGX�SRXåtW
kvalitní speciální šifrátor.

9UD"PH�VH�N�MHGQRGXFKp�WUDQVSR]LFL�Y\XåtYDMtFt�~SOQRX�WDEXONX���=tVNiPH�ãLIURYê�WH[W
UR]HSVDQê�MDNR�REY\NOH�GR�S�WLPtVWQêFK�VNXSLQ��3R�tGtPH�IUHNYHQFL�D�]MLVWtPH��åH�RGSRYtGi
frekvenci jazyka. Nejsou zde velká opakování a jsou zde skupiny samohlásek a souhlásek.
7RWR�E\�PRKOR�QD]QDþRYDW��åH�VH� MHGQi�R�WUDQVSR]LFL��9�S�tSDG���åH�VH� MHGQi�R�MHGQRGXFKRX
transpozici s úplnou tabulkou, postupujeme takto:

8UþHQt�UR]P�UX�WDEXON\
�6SRþWHPH� GpONX� ãLIURYpKR� WH[WX� D� VQDåtPH� VH� XUþLW� SUDYG�SRGREQê� UR]P�U� WDEXON\�

7HQ� ]MLVWtPH� WDN�� åH� GpONX� ãLIURYpKR� WH[WX� UR]ORåtPH� QD� VRXþLQ� SUYRþtVHO� D� ]� QLFK
NRPELQXMHPH� SUDYG�SRGREQRX� YHOLNRVW� WDEXON\��0iPH�OL� QDS��� ãLIURYê� WH[W� GpON\� ����� SDN
MVRX�PRåQp�QiVOHGXMtFt�YHOLNRVWL�WDEXOHN��
120= 2*2*2*3*5

Tabulky :
SRþHW�VORXSF$�
�SRþHW��iGN$
PiOR�SUDYG�SRGREQp��E\OR�E\�S�tOLã�OHKNp�N��HãHQt�����
�������
������
�����
�����
��
VORåLWp�������
�����
����
tabulky : 8*15, 15*8, 12*10, 10*12, 20*6, 30*4, 40*3

âLIURYê� WH[W� � VH� YHStãH� GR� �SRGH]�HOêFK�� WDEXOHN�� 3R]QDPHQHMPH�� åH� WH[W� VH� YHSLVXMH� SR
VORXSFtFK������YL]��S�tNODG�QD�NRQFL�WH[WX�
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'�tYH��QHå�S�HMGHPH�N�YODVWQtPX�OXãW�Qt��P$åHPH�VL�GR�]QDþQp�PtU\�RY��LW��]GD�QiPL
]YROHQi� WDEXOND� MH� VSUiYQi�� =MLVWtPH� WR� QD� SRP�UX� VRXKOiVHN� D� VDPRKOiVHN� Y� MHGQRWOLYêFK
�iGFtFK�WDEXON\��,�]GH�E\�P�O�EêW�S�LEOLåQ��]DFKRYiQ�SRP�U�VDPRKOiVN\���VRXKOiVN\� ���������
.WHUi� ]� WDEXOHN� VSO�XMH� WHQWR� SRP�U� SUR� Y�WãLQX� VYêFK� �iGN$�� WD� MH� QHMSUDYG�SRGREQ�Mãt
WDEXONRX�D�]GH�]DþQHPH�V�SRNXVHP�R�Y\OXãW�Qt�S$YRGQtKR�WH[WX�

/XãW�Qt
6DPRWQp� OXãW�Qt� QHQt� QLMDN� VORåLWp�� 7L� ]� YiV�� NWH�t� OXãWt� W]Y�� OLãWRYN\� Y� U$]QêFK

þDVRSLVHFK�� WHQWR� SRVWXS� MLå� SUDNWLFN\� ]QDMt�� 3RNXG� QHPiPH� N� GLVSR]LFL� YKRGQê� SURJUDP� D
MVPH�S�tOLã�SRKRGOQt�VL� MHM�QDSVDW��QH]EêYi�QHå�VORXSFH� WDEXON\�UR]VW�tKDW�D�S�HVNXSRYDW� WDN�
DE\FKRP� VH� VQDåLOL� ]RKOHGQLW� ELJUDPRYp� þHWQRVWL� �QDS��� 35�� 67�� D� VDPRKOiVNRYp� D
VRXKOiVNRYp�YD]E\��D�WR�YH�YãHFK��iGFtFK�QDMHGQRX���3RVWXSQ��WHG\�N�VRE��S�LNOiGiPH�YKRGQp
VORXSN\�� Då� GRVWDQHPH� FHOp� EORN\� RWHY�HQpKR� WH[W� �þWH� VH� SR� �iGFtFK��� %ORN\� SDN� MHQ
S�HVNXStPH�D�PiPH�KOHGDQê�YêVOHGHN�

9ãH�VL�SUDNWLFN\�MHãW��]RSDNXMHPH�QD�QiVOHGXMtFtP�FYLþQpP�S�tNODG��

&YLþQê�ãLIURYê�S�tNODG�QD�MHGQRGXFKRX�WUDQVSR]LFL���~SOQi�WDEXOND

OTSEC NCNUX ATONO TOUTO KXUJU AILBX UVPTD HSEOL KYREN EPSUK
=(/,'�5=3$8������]QDN$�

8UþHQt�YHOLNRVWL�WDEXON\
ne :  1*60 ,  2*30, 3*20, 4*15,
PRåQp�WDEXON\�����
�����
�����
����
��

3UR]UDGtP��åH�WHQWR�WH[W�E\O�~P\VOQ��YROHQ�WDN��DE\�DQL�SRP�U�VDPRKOiVN\��VRXKOiVN\
QHGDO� ]FHOD� MHGQR]QDþQRX� RGSRY��� QD� UR]P�U� WDEXON\�� Y� SUD[L� RYãHP� WDNRYpWR� S�tSDG\
Y�WãLQRX� QHQDVWiYDMt�� WHQWR� S�tNODG�P�O� SRX]H� NRPSOLNRYDW� VDPRWQp� OXãW�Qt� åiN$P�� NWHUêP
MVHP� S�tNODG� S�HGORåLO� D� QHFKW�O� MVHP�� DE\� MHGQRGXãH� ]MLVWLOL� VSUiYQRX� YHOLNRVW� WDEXON\�
6OHGXMWH��MDN�VH�ãLIURYê�WH[W�SOQt�GR�WDEXON\��=DþiWHþQtN$P�Q�NG\�WRWR�þLQt�SRWtåH�D�]DSLVXMt�MHM
RP\OHP�GR��iGN$�PtVWR�GR�VORXSF$�

UR]P�U���
�
RþHNiYDQê�SRP�U�����

OECXOTTXULUTSLREUEDP     8/12
TCNANOOUABVDEKEPKLRA   8/12
SNUTOUKJIXPHOYNSZIZU        8/12

UR]P�U���
�
RþHNiYDQê�SRP�U������

OCUOOKUBPSKNULZ    6/9
TNXNUXAXTEYEKIP 6/9
SCAOTUIUDORPZDA 7/8
ENTTOJLVHLESERU 5/10
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UR]P�U���
�
RþHNiYDQê�SRP�U����

OCOTUUSRUD 5/5
TNNOAVEEKR 4/6
SUOKIPONZZ 4/6
EXTXLTLEEP 3/7
CAOUBDKPLA 4/6
NTUJXHYSIU 4/6

ukázka 6*10
RþHNiYDQê�SRP�U����������

OAKUKZ 3/3
TTXVYE 2/4
SOUPRL 2/4
ENJTEI 3/3
COUDND 2/4
NTAHER 2/4
COISPZ 2/4
NULESP 2/4
UTBOUA 4/2
XOXLKU 2/4

1HMSUDYG�SRGREQ�MãtPL�WDEXONDPL�MVRX�UR]P�U\���
��D��
����QiVOHGXMt�UR]P�U\���
��D
QHMK$�H�]�WHVWX�Y\ãHO�UR]P�U���
��

6SUiYQê�UR]P�U�MH��
����9]KOHGHP�N�PDOpPX�SRþWX�VORXSF$�MLå�QHQt�SUREOpP�MH�VSUiYQ�
VH�DGLW�D�GRVWDQHPH�S�tVOXãQê�RWHY�HQê�WH[W��

UKAZKO
VYTEXT
PROLUS
TENIJE
DNODUC
HETRAN
SPOZIC
ESUPLN
OUTABU
LKOUXX

7DNåH�KOHGDQêP�WH[WHP�MH��

UKAZKOVY TEXT PRO LUSTENI JEDNODUCHE TRANSPOZICE S UPLNOU
TABULKOU XX

.OtþHP�MH�SDN�SRVWXS��MDN�S�HVNXSLW�VORXSFH�RWHY�HQpKR�WH[WX�QD�VORXSFH�ãLIURYpKR�WH[WX�



5

1D�S�tNODG�� VL�P$åHPH�YãLPQRXW��åH�S�L�]iSLVX�GR� WDEXON\�E\O�GRSOQ�Q� WH[W� WDN�� DE\
]FHOD�Y\SOQLO�L�SRVOHGQt��iGHN�SRPRFt�;;��3UR�U$]Qp�XåLYDWHOH��NWH�t�V\VWpP�SRXåtYDMt��P$åH
EêW�GRSOQ�Qt� WDEXON\�QD�~SOQRX� WDEXONX�FKDUDNWHULVWLFNp��7H[W�E\�P�O�EêW�GRSOQ�Q�QiKRGQ��
DOH�þDVWR�VH�SRXåtYi�Q�MDNê�XVWiOHQê�]S$VRE��NWHUê�kryptoanalytikovi (pokud jej zjistí) pomáhá
Y� OXãW�Qt�� 1DS��� VH� SRXåtYi� GRSO�RYiQt� SRPRFt� ;� QHER� StVPHQD� DEHFHG\� QHER� VH� GRSOQt
SRGSLV� DSRG�� 9ãHFKQD� WDWR� GRSOQ�Qt� MVRX� ãSDWQi� D� PRKRX� YpVW� NH� VQDGQp� NRPSURPLWDFL
V\VWpPX� �XUþHQt� YHOLNRVWL� WDEXON\� D� XPtVW�Qt� Q�NWHUêFK� VORXSN$��� =QDORVW� WDNRYêFKWR
PDOLþNRVWt� XVQDGQt� FKiSiQt� SRGVWDWQ�� VORåLW�MãtFK� SUREOpP$�� VH� NWHUêPL� VH� Y� NU\SWRORJLL
P$åHPH� VHWNDW�� 3�LSRPH�PH� Y� WpWR� VRXYLVORVWL� DQDORJLL� V� QHYKRGQêP� GRSO�RYiQtP� GDW� SUR
ãLIURYiQt�V\PHWULFNêFK�NOtþ$��SRGOH�QRUP\�3.&6����Y�������

1\Qt�MLå�P$åHPH�Y\KOiVLW�VRXW�åQt�~ORKX�,,,�NROD

ÒORKRX�W�HWtKR�NROD�MH�Y\OXãW�Qt�S�LORåHQpKR�ãLIURYpKR�WH[WX��-HGQi�VH�R�MHGQRGXFKRX
WUDQVSR]LFL� �� SRXåLWD� E\OD� ~SOQi� WDEXOND��5R]P�U� WDEXON\�PXVtWH� XUþLW�� 7H[W� MH� Y� þHãWLQ��� Y
PH]LQiURGQt�DEHFHG�� ����]QDN$�$�=��EH]�KiþN$�D�þiUHN��D�EH]�PH]HU��MH�UR]G�OHQ�GR�VNXSLQ
SR���WL�]QDFtFK��3UR]UDGtP��åH�VH�MHGQi��R�WH[W��NWHUê�VH�Y\VN\WO�QD�VWUiQNiFK�QDãHKR�e-zinu.

SIFROVY TEXT

IRJYE VDIPI AVIVZ NTUKM EORZN EOTYE KKLPI TTNNC EIPAE COSMN EOPRL
KEPEP LAPTE NNEDO SOTNK ENOPT LBOAO TROVR OEEIN REEEK UTSHX
EOORM YIJAJ PZOED DEDOD UCSTS ONZOA IKSCU JPPES NISBV FEIIK AEUVU
EJOOO DNMKS EORKB YMOAU ELPNO DKOOO JUNST ZIUOU EEJVG EEDZA
ACEDM KKEEI RNETV

=DVOiQt��FHOpKR�WH[WX����ERG$�
Losování III.kola bude 8.12.2000 (18.00 hod).

***************************************************************************

�3UDYLGOD�VRXW�åH

6RXW�å�SUREtKi�YH�þW\�HFK�NROHFK��9�VHãLWHFK��������Då��������� MH�XYH�HMQ�QD� MHGQD
VRXW�åQt�~ORKD�D�VRXþDVQ��MH�XYHGHQ�GRSURYRGQê�WH[W�N�GDQp�~OR]H���HãLWHOp��NWH�t�]DãORX�GR
GDWD��NWHUp�EXGH�X�NDåGp�~ORK\�XYHGHQR��VSUiYQp��HãHQt��EXGRX�VORVRYiQL�D�GYD�Y\EUDQt�]tVNDMt
cenu kola. ,�SR�WRPWR�GDWX�YãDN�O]H�VSUiYQi��HãHQt�GiOH�]DVtODW�D�]tVNDW�WDN�KODYQt�YêKUX�

'QH� ����������� EXGH� VRXW�å� XNRQþHQD� D� ]� �HãLWHO$�� NWH�t� ]tVNDOL� QHMYtFH� ERG$�� EXGH
Y\ORVRYiQ� FHONRYê� YtW�]��&HONRYêP� YtW�]HP� VH� WHG\� P$åH� VWiW� L� WHQ� VRXW�åtFt�� NWHUê� VH
]DSRMt� GR� VRXW�åH� SR]G�ML�� QDS��� Då� Y� SURVLQFL�� D� �HãHQt� YãHFK� ~ORK� RGHãOH� QDMHGQRX� Y
þDVRYpP� OLPLWX� GR� ������������ S�LMGH� MHQ� R�PRåQRVW� EêW� Y\ORVRYiQ� MDNR� YtW�]� S�tVOXãQpKR
kola.

�'QH������������Y\MGH�VSHFLiOQt�þtVOR��YH�NWHUpP�EXGRX�XYHGHQD��HãHQt�~ORK�]H�YãHFK
NRO� D� MPpQR� FHONRYpKR� YtW�]H;� XYH�HMQtPH� WDNp� PHQãt� VWDWLVWLNX� N� FHOp� VRXW�åL�� &HQ\� GR
VRXW�åH�Y�QRYDO\�ILUP\�397�D�V��D�$(&�VSRO��V�U�R���MHGQRWOLYi�NROD��� � �*OREH�&=��FHQD�SUR
FHONRYpKR�YtW�]H��
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&HQRX� Y� MHGQRWOLYêFK� NROHFK� MH� EH]SODWQi� UHJLVWUDFH� YDãHKR� YH�HMQpKR� NOtþH� X
FHUWLILNDþQt� DXWRULW\� ��[� X� 397� �� �[� X� $(&��� -GH� R� SRVN\WQXWt� FHUWLILNiWX� V� QHMY\ããtP
EH]SHþQRVWQtP� VWXSQ�P� RFKUDQ\� QD� GREX� ��P�VtF$� �FHQD� FFD� ������ .þ��� � +ODYQt� FHQRX� MH
UHJLVWUDFH� GRPpQ\� SUYQtKR� �iGX� ��hosting na ZHEX� X� ILUP\�*/2%(�&=� �Y� E�åQp� KRGQRW�
�������.þ��

�HãHQt� ~ORK� ]DVtOHMWH� SRPRFt� NRPXQLNDþQtKR� RNQD� Y� RGGtOX� �� �6287�ä�� QD� 85/
adrese http://www.mujweb.cz/veda/gcucmp/� � ��9DãH�DQRQ\PLWD� MH�]DUXþHQD��8YHGHQD�EXGRX
SRX]H�FHOi�MPpQD�MHGQRWOLYêFK�YtW�]$���QHER�EXGH�OL�VL�WR�GRW\þQê�S�iW��SDN�PtVWR�MPpQD�MHKR
H�PDLO�DGUHVD��S�tSDGQ��SRX]H�SVHXGRQ\P��

Stav po II.kole

Pseudonym I.kolo
GDWXP��ERG$

II.kolo
GDWXP��ERG$

III.kolo
GDWXP�ERG$

IV.kolo
GDWXP�ERG$

CELKEM

J.M. 12.9 /10   _
Mirek Š. 12.9 /10 17.10/10
Petr T. 12.9 /10 18.10/10
Bohumír Š. 12.9 /10 18.10/10
Martin K. 12.9 /10
František K. 12.9 /10
Tomáš V. 13.9 /10�` 31.10/10
Jan J. 13.9 /10 17.10/10
Josef D. 18.9 /10
Honza K. 18.9 /10
Vašek V. 2.10/10
Michal B. 4.10/10 18.10/10 ̀
/i�D�5� 4.10/10 24.10/10 _
Martin V. 18.10/10
Karel Š. 24.10/10
Ivan L. 19.10/10

Legenda :  cena kola -  certifikát u AEC  ̀
   cena kola -  certifikát u PVT  _
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B.  3$VREQRVW� ]iNRQD� R� HOHNWURQLFNpP� SRGSLVX� D� YêNODG� KODYQtFK� SRMP$

�,QIRUPDFH�R�S�HGQiãFH�
 Mgr. Pavel Vondruška ( NBÚ )

'QH� ��OLVWRSDGX� XVSR�iGDOR� 6GUXåHQt� SUR� EH]SHþQRVW� LQIRUPDþQtFK� WHFKQRORJLt� D
LQIRUPDþQtFK� V\VWpP$ (BITIS, http://www.mujweb.cz/veda/bitis)  a spolek ýHVNi
technika YH� YHONp� ]DVHGDFt� VtQL� UHNWRUiWX� ý987� S�HGQiãNX� QD� � DNWXiOQt� WpPD� �3$VREQRVW
]iNRQD� R� HOHNWURQLFNpP� SRGSLVX� D� YêNODG� KODYQtFK� SRMP$��� 9HþHUD� VH� ]~þDVWQLOR� S�HV� ��
RGERUQtN$� ]� ýHVNp� D� 6ORYHQVNp� UHSXEOLN\�� 3R� Pp� ~YRGQt� KRGLQRYp� S�HGQiãFH� QiVOHGRYDOD
KRGLQRYi�GLVNXVH�� �GR�NWHUp� VH�]DSRMLOD�FHOi� �DGD�~þDVWQtN$��'LVNXVH�E\OD�YHOLFH�]DMtPDYi� D
QHVOD�VH�YH�]FHOD�QHNRQIOLNWQtP�GXFKX��=�GLVNXVH�Y\SO\QXOR��åH�S�L� UHDOL]DFL�FHOpKR�V\VWpPX
SRXåtYiQt� HOHNWURQLFNpKR�SRGSLVX� þHNi�YãHFKQ\�]~þDVWQ�Qp� VXEMHNW\� MHãW�� GORXKi� D�QiURþQi
FHVWD�� 9� GLVNXVL� Y\VWRXSLOD� L� �HGLWHOND� RGERUX� HOHNWURQLFNpKR� SRGSLVX� Ò22Ò� SDQt� 0JU�
'DJPDU�%RViNRYi��NWHUi�S�tWRPQp�VH]QiPLOD�VH�VWDYHP�S�tSUDY�Y\KOiãHN�N�SDUDJUDIX���D���
=iNRQD� R� HOHNWURQLFNpP� SRGSLVX�� $NFH� S�LSRPtQDOD� VStãH� NOXERYê� YHþHU�� .� WpWR� S�tMHPQp
DWPRVIp�H� S�LVS�OR� S�NQp� SURVW�HGt� D� GUREQp� REþHUVWYHQt�� NWHUp� ~þDVWQtN$P� ]DMLVWLO� VSROHN
ýHVNi�WHFKQLND��GRF�&KDORXSND��

-DNR�S�LSRPtQNX�WpWR�DNFH�]GH�XYiGtP�RWLVN�GYRX�IyOLt��SRXåLWêFK�Y�~YRGQt�S�HGQiãFH�
-HGQi� VH� R� S�LSRPHQXWt�� MDN� VH� Y\WYi�t� HOHNWURQLFNê� SRGSLV� GDWRYp� ]SUiY\� D� MDN� SUREtKi
RY��HQt� SRGSLVX� X� S�LMDWp� HOHNWURQLFN\� SRGHSVDQp� GDWRYp� ]SUiY\�� 3�HVWR�� åH� VH� MHGQi� R� GY�
]FHOD�]�HMPp�VLWXDFH��E\O�R� W\WR� IyOLH�]iMHP���GDMt� VH� WRWLå�GRE�H�Y\XåtW�S�L�Y\VY�WOHQt� W�FKWR
SRMP$��2VWDWQt�IyOLH�E\O\�Y�QRYiQ\�SRMP$P�]iNRQD��UR]W�tG�Qt� W\S$�SRGSLV$��SRVN\WRYDWHO$
FHUWLILNDþQtFK�VOXåHE��SUiYD�D�SRYLQQRVWL�SRGHSLVXMtFt�VH�RVRE\�D�Ò22Ò���6RXERU�YãHFK�IyOLt��
Y� HOHNWURQLFNp� SRGRE�� �� O]H� ]tVNDW� ]DVOiQtP� åiGRVWL� QD� DGUHVX�pavel.vondruska@post.cz  ,
S�HGP�W�IROLH�

2EVDK�S�HGQiãN\
1. ÒþLQQRVW�D�SRåDGDYN\�QD�MHGQRWOLYp�VXEMHNW\�D�MHMLFK�RGSRY�GQRVW���SRGHSLVXMtFt�VH�RVRED�

RVRED� VSROpKDMtFt� VH� QD� HOHNWURQLFNê� SRGSLV�� RUJDQL]DFH�� YH�HMQi� PRF�� SRVN\WRYDWHO
FHUWLILNDþQtFK�VOXåHE�

2. 7\S\�HOHNWURQLFNêFK�SRGSLV$��HOHNWURQLFNê�SRGSLV��]DUXþHQê�D�NYDOLILNRYDQê�HOHNWURQLFNê
podpis)

3. 7\S\�SRVN\WRYDWHO$�FHUWLILNDþQtFK�VOXåHE�D�FHUWLILNiW$��3&6��NYDOLILNRYDQê�FHUWLILNiW��3&6
vydávající kvalifikované certifikáty, akreditovaný PCS)

4. 1�NWHUp�SUREOpP\�VSRMHQp�V�DSOLNDFt�]iNRQD�Y�SUD[L
5. Diskuse

3RXåLWp�]NUDWN\��
ZoEP - Zákon o elektronickém podpisu þ���������
EP - elektronický podpis
ZEP ��]DUXþHQê�HOHNWURQLFNê�SRGSLV
QP - kvalifikovaný podpis
QC - kvalifikovaný certifikát
PCS ��SRVN\WRYDWHO�FHUWLILNDþQtFK�VOXåHE
PCS-QC - poVN\WRYDWHO�FHUWLILNDþQtFK�VOXåHE�Y\GiYDMtFt�NYDOLILNRYDQp���FHUWLILNiW\
APCS ��DNUHGLWRYDQê�SRVN\WRYDWHO�FHUWLILNDþQtFK�VOXåHE
PBVP ��SURVW�HGHN�SUR�EH]SHþQp�Y\WYi�HQt�SRGSLV$
PBOP ��SURVW�HGHN�SUR�EH]SHþQp�RY��RYiQt�SRGSLV$
ÚOOÚ ��Ò�DG�SUR�RFKUDQX�RVREQtFK�~GDM$
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ELEKTRONICKÝ PODPIS

DATOVÁ ZPRÁVA " T "

            Toto je text, který
           budu chtít podepsat.

1\Qt XNiåL MDN VH WR

G�Oi� &HOê SRVWXS

           je velice jednoduchý.
           Hash, asymetrická šifra,

GDWD SUR Y\WYi�HQt (3

NOtþ�FHUWLILNiW�

               HASH PCS
                SHA-1
                 MD5

  AB 09 12 C2 4F 12 A5 4C D1 FF    " H1 "
��������ELW$

        ASYMETRICKÁ
              ŠIFRA

               RSA, DSA, ECC                                                               1  3

ll
o

     ELEKTRONICKÝ PODPIS            2
      DATOVÉ ZPRÁVY   " T "
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(/(.7521,&.é�32'3,6���29��(1Ë

 " T "
Toto je text, který
budu chtít podepsat.
1\Qt XNiåL MDN VH WR Elektronický podpis "T"
G�Oi� &HOê SRVWXS

je velice jednoduchý.
Hash, asymetrická šifra,

data pro vytvi�HQt (3
NOtþ�FHUWLILNiW�

ASYMETRICKÁ

     ŠIFRA

HASH
   SHA-1
      MD5

 AB 09 12 C2 4F 12 A5 4C D1 FF     " H1 "

H2   =  H1

AB 09 12 C2 4F 12 A5 4C D1 FF        " H2 "

��������ELW$

29��(1Ë 3/$71267, X 3&6       P C S
AKCEPTOVÁN ?

 IDENTIFIKACE =1(3/$71�1 � &5/�"

NEPORUŠENOST POZASTAVENA

      NEPOPIRATELNOST PLATNOST ?
ZRUŠEN�~�DGHP� "
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C. Rozjímání nad  =R(3��]YOiãW��SDN�nad  paragrafem 11
Mgr. Pavel Vondruška ( NBÚ )

Zákon o elektronickém podpisu vstoupil v platnost 1.10.2000. Zákon doplní
SURYiG�Ft�Y\KOiãN\�N�����D�N��������.��Y\GiQt�W�FKWR�Y\KOiãHN�MH�]PRFQ�Q�Ò22Ò��1D�WRPWR
~�DGX�Y]QLNO�RGERU�HOHNWURQLFNpKR�SRGSLVX��NWHUê�Pi�]D�~NRO�Y\KOiãN\�S�LSUDYLW��2GERU�Pi�Y
VRXþDVQp�GRE�� W�L�OLGL��3RNXG�QHPDMt�EêW�W\WR�Y\KOiãN\�EH]]XEp�D�WHG\�PDMt�QDVWDYLW�VSUiYQp
SRGPtQN\� �S�HGHYãtP� EH]SHþQRVWQt� SDUDPHWU\�� N� KRGQRFHQt� SRVN\WRYDWHO$� FHUWLILNDþQtFK
VOXåHE�� NWH�t� FKW�Mt� Y\GiYDW� NYDOLILNRYDQp� FHUWLILNiW\� QHER� EêW� S�tPR� DNUHGLWRYDQêPL
SRVN\WRYDWHOL� FHUWLILNDþQtFK� VOXåHE�� MH� ]�HMPp�� åH�PXVt� EêW� S�LSUDYHQ\� V� QiOHåLWRX� HUXGLFt� D
]QDORVWt�Y�FL��'U�1HXZLUW� MPHQRYDO�RGERUQRX�NRPLVL��NWHUi�Pi�]D�~NRO�S�LSUDYLW�SRGNODG\�N
W�PWR� Y\KOiãNiP�� 'QHV�� NG\� StãL� W\WR� �iGN\�� Y\ãHO� Y� (8� GDOãt� RSUDYHQê� GUDIW� �FHONHP� MLå
GHViWê� ��� Y�QRYDQê� KRGQRFHQt� � SRVN\WRYDWHO$� FHUWLILNDþQtFK� VOXåHE�� NWH�t� Y\GiYDMt
NYDOLILNRYDQp�FHUWLILNiW\��-HGQi�VH�WHG\�R�PDWHULiO\�YHOLFH�åLYp�D�VWiOH�VH�MHãW��P�QtFt�

-DNPLOH� EXGH� WH[W� Y\KOiãN\� WRXWR� RGERUQRX� VNXSLQRX� S�LSUDYHQ�� EXGH� Ò�DGHP
S�HGORåHQ�N�S�LSRPtQNiP�QHMSUYH�RGERUQtN$P���S�HGHYãtP�]� ILUHP��NWHUp� VH�SUREOHPDWLNRX
HOHNWURQLFNpKR�SRGSLVX�DNWLYQ��]DEêYDMt��� �D�SR� Wp�FHOp�YH�HMQRVWL�N�GLVNXVL��3R�]DSUDFRYiQt
S�LSRPtQHN� VH� EXGH� þHNDW� QD� PRåQRVW� ]YH�HMQ�Qt� W�FKWR� Y\KOiãHN� YH� 6EtUFH� ]iNRQ$�� 7DG\
SUDYG�SRGREQ��EXGH�QXWQi�QRYHOD�]iNRQD�þ�����������NWHUêP�Ò�DG�Y]QLNO���9�VRXþDVQp�GRE�
MH� WRWLå� Ò�DG� VLFH� ]iNRQHP� þ�� ��������� ]PRFQ�Q� N� S�tSUDY�� W�FKWR� Y\KOiãHN�� DOH� QHQt
~VW�HGQtP�RUJiQHP�VWiWQt�VSUiY\�D�WHG\�QHP$åH�YH�6EtUFH�]iNRQ$�SXEOLNRYDW�D�YODVWQ�
WDN�QHP$åH�WXWR�Y\KOiãNX�Y\GDW«�

9UD"PH� VH� N� ]iNRQX� R� HOHNWURQLFNpP� SRGSLVX�� 3�L� VH]QDPRYiQt� VH� V� MHGQRWOLYêPL
SDUDJUDI\�PQH�]DXMDOR��åH�]�FHONRYpKR�SRþWX����SDUDJUDI$�QHQt�MHGHQ�]�QLFK���D��WR�SDUDJUDI���
���XYHGHQ�Qi]YHP�SDUDJUDIX��7HQWR�SDUDJUDI�MH�WDNp�FR�GR�SRþWX��iGN$�QHMNUDWãt��2YãHP�REVDK
MH�YHOLFH�G$OHåLWê��3RGtYHMPH�VH�QD�WHQWR�SDUDJUDI�WURFKX�EOtåH�

§ 11
9�REODVWL�RUJiQ$�YH�HMQp�PRFL�MH�PRåQp�SRXåtYDW�SRX]H�]DUXþHQp�HOHNWURQLFNp�SRGSLV\�D
NYDOLILNRYDQp�FHUWLILNiW\�Y\GiYDQp�DNUHGLWRYDQêPL�SRVN\WRYDWHOL�FHUWLILNDþQtFK�VOXåHE�

Otázka 1
3�HGHYãtP�PQH� QDSDGOD� RWi]ND�� FR� MH� YODVWQ�� REODVW� YH�HMQp�PRFL"� 1D� NRKR� VH� WHG\� GLNFH
tohoto zákona vztahuje?
9�MHGQRP�]�S�LSUDYRYDQêFK�GRNXPHQW$�MVHP�QDãHO�QiVOHGXMtFt�RGSRY���
7HQWR�SDUDJUDI� VH�Y]WDKXMH�QD� VWiWQt� RUJiQ\�� RUJiQ\� VDPRVSUiY\�� MLQp� RUJiQ\� YH�HMQp�PRFL�
.DQFHOi�� 3UH]LGHQWD� ý5�� .DQFHOi�� 3RVODQHFNp� VQ�PRYQ\� 3DUODPHQWX� ý5�� .DQFHOi�� VHQiWX
3DUODPHQWX�ý5�D�.DQFHOi��9H�HMQpKR�RFKUiQFH�SUiY�

Otázka 2
'UXKi�RWi]ND��NWHUi�PQH�S�L�S�HþWHQt�WRKRWR�SDUDJUDIX�QDSDGOD��MH�WDWR���FR�VH�PtQt�VSRMHQtP
«�Y�REODVWL�RUJiQ$�YH�HMQp�PRFL�«"�=GH�MH��PRåQêFK�YtFH�YêNODG$�
- XYQLW��MHGQRKR�NDåGpKR�]�RUJiQ$�YH�HMQp�PRFL
- Y�NRPXQLNDFL�PH]L�MHGQRWOLYêPL�RUJiQ\�YH�HMQp�PRFL
- Y�NRPXQLNDFL�PH]L�REþDQHP�D�Q�NWHUêP�]�RUJiQ$�YH�HMQp�PRFL
- YHãNHUi� NRPXQLNDFH� RUJiQ$� YH�HMQp� PRFL� �XYQLW�� RUJiQX�� PH]L� MHGQRWOLYêPL� RUJiQ\�

REþDQ���RUJiQ\�YH�HMQp�PRFL�

Tuto otázku zodpovídá doc.Smejkal takto:
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«�SRNXG�]iNRQ��tNi��Y�REODVWL���]QDPHQi�WR�VDPR]�HMP��YåG\��NG\�VH� MHGQi�R�NRPXQLNDFL�
NGH� DOHVSR�� QD� MHGQp� VWUDQ�� VH� QDFKi]t� RUJiQ� YH�HMQp�PRFL�� -LQDN� E\� WRWR� XVWDQRYHQt� E\OR
IRUPXORYiQR� ]�HMP�� MLQDN�� QDS��� �RUJiQ\� YH�HMQp� PRFL� PRKRX� SRXåtYDW����� D� S�HGHYãtP�
takovýto výklad by postrádal MDNRNROLY�ORJLNX�Y]KOHGHP�N�SRåDGDYN$P��NWHUp�QD�NRPXQLNDFL
Y�UiPFL�SURFHVQtFK�SUiYQtFK�S�HGSLV$�SR�QRYHOH�SURYHGHQp�ZoEP máme.
'RVORYQi� FLWDFH� �YþHWQ�� S�HNOHSX�� ]� �� 9ODGLPtU� 6PHMNDO�� UXEULND� =SUiY\� �������������
9\MiG�HQt�Ò22Ò��http://www.e-podpisy.cz/ .
    &LWDFL�]GH�XYiGtP�WDNWR�SHþOLY��Y]KOHGHP�NH�]ORY�VWQp�SR]QiPFH��NWHUi�QD�S�tVOXãQp
DGUHVH��YtWi�NDåGpKR�QiYãW�YQtND�
"Obsah všech stránek nacházejících se na tomto serveru pod jménem e-podpisy.cz a epodpisy.F] MH FKUiQ�Q

SODWQêPL þHVNêPL ]iNRQ\� D WR S�HGHYãtP DXWRUVNêP ]iNRQHP� -DNpNROLY UR]PQRåRYiQt� UR]ãL�RYiQt� S�HGiYiQt�

WUDQVIRUPRYiQt� XSUDYRYiQt� SURGHM� SURQiMHP� S$MþRYiQt QHER MLQê ]S$VRE SRVN\WRYiQt DXWRUVNêFK G�O ]GH VH

QDFKi]HMtFtFK GDOãt RVRE�� S�tSDGQ� VG�ORYiQt GtOD YH�HMQRVWL MDNêPNROLY ]S$VREHP YþHWQ� UR]ãL�RYiQt

SURVW�HGQLFWYtP GiONRYpKR S�tVWXSX QDS�� SURVW�HGQLFWYtP VtW� ,QWHUQHW� MDNRå L ]KRWRYHQt UR]PQRåHQLQ\ SUR

RVREQt SRW�HEX QDG UiPHF ]iNRQQêFK RSUiYQ�Qt Y\SOêYDMtFtFK ] DXWRUVNpKR ]iNRQD MH SRUXãRYiQtP DXWRUVNêFK

SUiY D VRXþDVQ� WUHVWQêP þLQHP� &LWDFH ] DXWRUVNêFK G�O D MLQêFK GRNXPHQW$� ]GH XYH�HMQ�QêFK� MVRX PRåQp

pouze s uvedením autora, názvu a pramene."

'$VOHGN\�WRKRWR�SDUDJUDIX
ÒþLQQRVW� =R(3� �]GH� D� GiOH� EXGHPH� SRXåtYDW� ]NUDWN\�� NWHUp� E\O\� ]DYHGHQ\� Y

S�HGFKR]tP� þOiQNX�� MH� RG� ���������� D� DQL� N� WRPXWR� SDUDJUDIX� QHE\OR� S�LMDWR� S�HFKRGQp
XVWDQRYHQt��7HG\�MLå�YVWRXSLO�Y�SODWQRVW�

3�L�NRPXQLNDFL�Y�REODVWL�YH�HMQp�PRFL�Y�VRXþDVQp�GRE��QHQt�PRåQp�SRXåtW�MLQê�SRGSLV
QHå�]DUXþHQê�HOHNWURQLFNê�SRGSLV��=(3��]DORåHQê�QD�NYDOLILNRYDQpP�FHUWLILNiWX� �4&���NWHUê
Y\GDO�DNUHGLWRYDQê�SRVN\WRYDWHO�FHUWLILNDþQtFK�VOXåHE��$3&6��

'$VOHGHN���-
3RNXG�EXGHPH�EUiW� GRVORYD�GLNFL� WRKRWR� ]iNRQD�� ]QDPHQi� WR�� åH� VH� ~�HGQtFL� RUJiQ$

YH�HMQp�PRFL�MLå�QHVPt�UXþQ��SRGHSLVRYDW�"�0DMt�S�HFH�QD�t]HQR�SRXåtYDW�SRX]H�=(3�V�4&�RG
$3&6���7DNåH�SRNXG�RG�����������VH�Q�MDNê�~�HGQtN�SRGHStãH�SRG�Q�MDNê�GRNXPHQW��SRUXãLO
tím ZoEP þ����������� 6QDG� VH� � Gi� WHQWR� UR]SRU� Y\�HãLW� NRQVWDWRYiQtP�� åH� ]GH� P�OR� EêW
XYHGHQR��Y�S�tSDG��SRXåLWt�HOHNWURQLFNpKR�SRGSLVX�Pi�EêW�SRXåLWR�]DUXþHQpKR�HOHNWURQLFNpKR
SRGSLVX�«��2G$YRGQLW�VH�WR�Gi�VORY\��YåG\"�FHOê�ZoEP se týká elektronického podepisování
WDN��SURþ�WR�]GH�]G$UD]�RYDW�«2YãHP�SUDYGRX�MH��åH�GLNFH�SDUDJUDIX� MH� MHGQR]QDþQi�D� W\WR
podpisy zakazuje.

'$VOHGHN��
Pod H�PDLO�� ID[� �RGHVtODQê� ]�3&�� DSRG�� MLå� QHVPt� EêW� QDSViQ� SRGSLV� ]� NOiYHVQLFH� þL

YORåHQ�RVNHQRYDQê�SRGSLV��'OH�GHILQLFH�MH�WRWLå�L�WDNRYêWR�SRVWXS�HOHNWURQLFNêP�SRGSLVHP���
���StVPHQR�D���DOH�QHQt�]DUXþHQêP�HOHNWURQLFNêP�SRGSLVHP�������StVPHQR�E���Ò�HGQtN�QHER
REþDQ�� NWHUê� ]DVtOi� HOHNWURQLFNRX� GDWRYRX� ]SUiYX� Q�MDNpPX� RUJiQX� YH�HMQp� PRFL�� VH� WHG\
QHP$åH�GR�WRKRWR�GRNXPHQWX�SRGHSVDW���QHE\O�E\�WR�WRWLå�]DUXþHQê�HOHNWURQLFNê�SRGSLV�«�D
tedy by porušil zákon.

'$VOHGHN��
'RNXG�QHEXGRX�Y\GiQ\�SURYiG�Ft�Y\KOiãN\��D�W\�MDN�MLå�YtPH�EXGRX��Då�WR�EXGH�PRFL

ÚOOÚ vykonat) - nebudou známa pravidla k hodnocení poskytovatele, který vydává
NYDOLILNRYDQp�FHUWLILNiW\��7HSUYH�SR�VSOQ�Qt�W�FKWR�SRGPtQHN�O]H�]DåiGDW�Ò�DG�R�DNUHGLWDFL�D
R� ]D�D]HQt� GR� VH]QDPX� DNUHGLWRYDQêFK� SRVN\WRYDWHO$� FHUWLILNDþQtFK� VOXåHE� � �S�L� VSOQ�Qt
SRGPtQHN��������-HQåH�N�WRPX��DE\�PRKO�Q�NGR�VSOQLW�SRGPtQN\�NODGHQp�QD�3&6��MH�QXWQp�PtW
QDS��� EH]SHþQp� SURVW�HGN\� SUR� Y\WYi�HQt� HOHNWURQLFNpKR� SRGSLVX� D� RY��RYDFt� SURVW�HGN\��.
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KRGQRFHQt� W�FKWR� SURVW�HGN$� MH� SRW�HED� Y\EXGRYDW� Vt"� WHVWRYDFtFK� ODERUDWR�t� �QHER� ]DMLVWLW
X]QiYiQt� ]DKUDQLþQtFK� FHUWLILNiW$� W�FKWR� ]D�t]HQt��� .� Y\XåtYiQt� Y� REODVWL� YH�HMQp� PRFL� MH
SURVW��SRW�HED�]tVNDW�NYDOLILNRYDQê�FHUWLILNiW�RG�DNUHGLWRYDQpKR�SRVN\WRYDWHOH�FHUWLILNDþQtFK
VOXåHE�D�WR�EXGH�PRåQp�Då�]D�Q�MDNê�þDV«�'R�Wp�GRE\�QHO]H�SRåDGDYHN�SDUDJUDIX����]DMLVWLW�D
tak splnit.

Informace 1
.� ]D�D]HQt� SDUDJUDIX� ��� SUDYG�SRGREQ�� YHGOD� VQDKD� ]DMLVWLW� SRGSLV$P� Y� REODVWL

YH�HMQp�PRFL� FR� QHMY�Wãt� G$Y�UX� �� EH]SHþQRVW�� 9� WRP� S�tSDG�� PRKO� EêW� GRNRQFH� VWDQRYHQ
SRåDGDYHN�QD�SRXåLWt�NYDOLILNRYDQpKR�SRGSLVX�������RGVWDYHF�����NWHUê� MH�FKiSiQ�Y�(8�MDNR
HNYLYDOHQW�YODVWQRUXþQtKR�SRGSLVX��.�WRPX��DE\�E\O�Q�MDNê�SRGSLV�NYDOLILNRYDQê��WHG\�VSOQLO
SRGPtQNX� SDUDJUDIX� ��� RGVWDYHF� ���� PXVt� EêW� PLPR� SRåDGDYNX�� åH� VH� MHGQi� R� ]DUXþHQê
HOHNWURQLFNê�SRGSLV� ]DORåHQê�QD�NYDOLILNRYDQpP�FHUWLILNiWX�Y\GDQpP�SRVN\WRYDWHOHP��NWHUê
Y\GiYi�NYDOLILNRYDQê�FHUWLILNiW� �QHPXVt�EêW� WHG\�DNUHGLWRYDQê���QDYtF� VSOQ�Q�SRåDGDYHN��åH
SRGSLV�E\O�Y\WYR�HQ�SRPRFt�EH]SHþQpKR�SRGSLVRYpKR�SURVW�HGNX��1D�GUXKRX�VWUDQX�Y�S�tSDG�
S�tVQp� GLNFH� SDUDJUDIX� ��� �� «� MH� PRåQp� SRXåtYDW� SRX]H� «� E\� WR� PRKO� EêW� VStãH� GDOãt
SUREOpP���HãHQt� E\� E\OD� GUDKi� D� RGUD]RYDOD� E\� Y� SRXåtYiQt� WRKRWR� ]S$VREX� NRPXQLNDFH�
0QRKHP�YêKRGQ�Mãt�E\�E\OR�XPRåQLW�RUJiQ$P�YH�HMQp�PRFL�Y\KODãRYDW�EH]SHþQRVWQt�SURILO\
SUR� MHGQRWOLYp� NRQNUpWQt� DJHQG\� �� WHG\� Y\KOiVLW� � DNFHSWRYDWHOQê� ]S$VRE� SRGSLVX� S�tMHPFHP
�MDN�VH�R�WRP�XYDåXMH�Y�(8����SUR�U$]Qp�DJHQG\��1DS���S�L�H�PDLO�GRWD]X�W\SX���]GD�Pi�~�DG
RWHY�HQR� YH� VW�HGX� RGSROHGQH� �� VH� ]Gi� VSOQ�Qt� SRåDGDYN$� SDUDJUDIX� ��� SRQ�NXG� S�HKQDQ�
úzkostlivé a bránící elektronické komunikaci na místo její podpory.

'$VOHGHN��
äiGQê�]�RUJiQ$�YH�HMQp�PRFL��MLå�QHP$åH�QDS���SUR�VYRML�SRW�HEX�Y�UiPFL�YQLW�Qt�SRãW\

SRXåtYDW� QHER� EXGRYDW� VYi� �HãHQt� �QDS��� OHYQp� D� ]FHOD� Y\KRYXMtFt� �HãHQt� SRPRFt� LQVWDODFH
VHUYHUX�:LQGRZV� ����� VH� ]DSQXWRX� VOXåERX� FHUWLILNDþQt� DXWRULW\��� 7DNRYiWR� �HãHQt� QHMVRX
]DORåHQD�QD�SRVN\WRYiQt� VOXåHE� DNUHGLWRYDQpKR�SRVN\WRYDWHOH� FHUWLILNDþQtFK� VOXåHE� �$3&6�
GOH�S�tVQp�GLNFH�SDUDJUDIX�����7DNåH�L�SUR�WXWR�YQLW�Qt�VOXåEX�VL�PXVt�NDåGê�]�RUJiQ$�YH�HMQp
PRFL� ]DMLVWLW� FHUWLILNiW\� RG� Q�MDNpKR� $3&6� D� WRPX� ]D� W\WR� VOXåE\� SUDYLGHOQ�� SODWLW�� 'DOãt
PRåQRVWt� MH� Y\EXGRYiQt� YODVWQtKR� 3&6� D� SR� VSOQ�Qt� SRGPtQHN� Y\KOiãN\� D� =R(3� ]DåiGDW� R
akreditaci na ÚOOÚ. Tato  cesta je ovšem  velice nákladná;�S�L�VSOQ�Qt�YãHFK�SRGPtQHN�����D
�����VH�EXGH�SRK\ERYDW�Y�GHVtWNiFK�PLOLyQ$�.þ��1DYtF�]�SDUDJUDIX����StVPHQR����Y�S�tSDG��
åH�Q�NGR�SRVN\WXMH�VOXåE\�MDNR�$3&6��SO\QH��åH� MLQp�QHå�WD[DWLYQ��Y\MPHQRYDQp�VOXåE\�DQL
SURYiG�W�QHP$åH���WHG\�QDS���VYRML�þLQQRVW�MDNR�RUJiQ�YH�HMQp�PRFL������StVPHQR������.URP�

þLQQRVWt�XYHGHQêFK�Y�WRPWR�]iNRQ��P$åH�DNUHGLWRYDQê�SRVN\WRYDWHO�FHUWLILNDþQtFK�VOXåHE�EH]
VRXKODVX�Ò�DGX�S$VRELW� MHQ� MDNR� DGYRNiW�� QRWi�� QHER� ]QDOHF� �GRSOQtP�� åH� ]QDOHF� þHKRNROL� �
QDS���KXE����-H�]GH�VLFH�PRåQRVW�YêMLPN\��DOH�QHQt�GiOH�VWDQRYHQR��MDN�S�L�XG�OHQt�þL�QHXG�OHQt
Pi� Ò�DG� SRVWXSRYDW�� 9\YR]XML� ]� WRKR�� åH� SUDYG�SRGREQ�� P$åH� EêW� YêMLPND� � �� �VWiW� VH
DNUHGLWRYDQêP� SRVN\WRYDWHOHP� FHUWLILNDþQtFK� VOXåHE� D� SRVN\WRYDW� MLQp� VOXåE\� QHå� DGYRNiW�
QRWi�� QHER� ]QDOHF� �� �� XG�ORYiQD� QHER� QHXG�ORYiQD� OLERYROQ�� QD� ]iNODG�� QiODG\� ~�HGQtND
Ò22Ò�QHER�W�HED�SRGOH�þtVOD�åiGRVWL��OLFKêP�VH�XG�Ot��VXGêP�QH«��

Informace 2  -
3DUDJUDI� ��� MH� � SUiYQ�� QHY\PDKDWHOQê�� QHER"� ]D� MHKR� SRUXãHQt� QHER� QHGRGUåRYiQt

nejsou stanoveny v ZoEP þ����������åiGQp�VDQNFH�

8Y�GRPXML�VL��åH�YêãH�XYHGHQp�G$VOHGN\�SDUDJUDIX����QHMVRX�QD�SUYQt�SRKOHG�]�HMPp�D
S�HGSRNOiGiP��åH��DQL�QHE\O\�PtQ�Q\�WDN��MDN�MVHP�SUiY��SRSVDO��2YãHP�]iNRQ�MH�]iNRQ«�$
WDN� VH� W�ãtP� QD� IURQW\� X� $3&6�� NGH� VWRMt� S�HGH� PQRX� ~�HGQtFL� ]� %,6�� 9RMHQVNp
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NRQWUDUR]Y�GN\�QHER�-HGQRWN\�U\FKOpKR�QDVD]HQt�VH�VYêPL�GRNODG\��DE\�X]DY�HOL� VPORXYX�V
S�tVOXãQêP�DNUHGLWRYDQêP�SRVN\WRYDWHOHP�FHUWLILNDþQtFK�VOXåHE��0RåQi��åH� WDWR�GDWD�EXGRX
QDNRQHF�]DMtPDY�Mãt�D�FHQQ�Mãt�QHå�VDPRWQi�GDWD�N�Y\WYi�HQt�HOHNWURQLFNpKR�SRGSLVX�

1D� ]iY�U� VL� DVL� þWHQi�� NODGH� RWi]NX�� MDN� VH� YODVWQ�� SDUDJUDI� ��� GR� ZoEP dostal?
3RNXVtP�VH�QDMtW�RGSRY���XYHGHQtP�QiVOHGXMtFt�]NUiFHQp�KLVWRULH�Y]QLNX�ZoEP þ����������

Fakta z historie vzniku ZoEP þ����������
V�OHGQX� WRKRWR� URNX� S�HGORåLOL� SRVODQFL�9ODGLPtU�0O\Qi�� �86�, Ivan Langer (ODS),

6WDQLVODY�*URVV��ý66'��D�&\ULO�6YRERGD��.'8�ý6/��QiYUK�]iNRQD�R�HOHNWURQLFNpP�SRGSLVX�
7HQWR� WH[W� S�LSUDYLO� 63,6� YH� VSROXSUiFL� V� GRF�� 6PHMNDOHP� � D� GRF�0DWHVHP�� �'QH� ���� OHGQD
�����E\O�WHQWR�QiYUK�Y�WãLQRX�SRVODQHFNêFK�KODV$�SRVWRXSHQ�GR�GUXKpKR�þWHQt�

3�HG�WtPWR�GUXKêP�þWHQtP�Ò�DG�SUR�VWiWQt�LQIRUPDþQt�V\VWpP�D�63,6�LQLFLRYDO\�Y]QLN
H[SHUWQt� VNXSLQ\� QH]iYLVOêFK� RGERUQtN$� D� SRåiGDO\� ML� R� ]SUDFRYiQt� RGERUQêFK� S�LSRPtQHN
k�WH[WX�SRVODQHFNpKR�QiYUKX�]iNRQD�IRUPRX�SR]P��RYDFtFK�QiYUK$� WDN�� Dby byl uveden do
souladu se�6P�UQLFt�(YURSVNp�XQLH�R elektronických podpisech schválenou 30.listopadu 1999
D�R�RGVWUDQ�Qt��QHGRVWDWN$��QD��NWHUp�RGERUQi�YH�HMQRVW�SRXND]RYDOD��Y\SOêYDMtFt�S�HGHYãtP�]
MLQpKR� SRMHWt� VDPRWQp� GHILQLFH� HOHNWURQLFNpKR� SRGSLVX� D� ]� QXWQpKR� S$VREHQt� YtFH� GUXK$
SRVN\WRYDWHO$�FHUWLILNDþQtFK�VOXåHE��

Tato odborná skupina se sešla se zástupci SPISU a ÚSISU na pracovním víkendovém
VKURPiåG�Qt� Y� 7�HãWL� ������� �� ����������� D� � Y� QiVOHGXMtFtFK� GQHFK� ]SUDFRYiYDOD� RGERUQp
S�LSRPtQN\� N textu. =� WH[WX� S�LMDWpKR� Y� SUYpP� þWHQt� E\OR� SRQHFKiQR� SR� W�FKWR� ~SUDYiFK
S�LEOLåQ�� ���� ]� S$YRGQtKR� WH[WX�� .RQHþQê� SURGXNW�� NWHUê� ]� W�FKWR� MHGQiQt� Y]HãHO� �QiYUK
=iNRQD� R� HOHNWURQLFNpP� SRGSLVX��� E\O� S�HGiQ� ��������� SDQX� SRVODQFL�0O\Qi�RYL�� NWHUê� MHM
S�HGORåLO�+RVSRGi�VNpPX�YêERUX�SDUODPHQWX�

3DUDJUDI� ��� DQL� MHKR� REGRED� Y� WpWR� ]SUDFRYDQp� D� S�HGDQp� YHU]L� QHE\O� XYHGHQ�� 9
OHJLVODWLYQtP�SURFHVX�GRãOR�QiVOHGQ��L�N�Q�NWHUêP�GDOãtP�GtOþtP�]P�QiP�

=iNRQ� E\O� S�LMDW� � ���� þHUYQD� ������ -DNR� DXWRU� S�HGORK\� MH� YH� VEtUFH� ]iNRQ$� XYHGHQ
3DUODPHQW�� 7HQWR� S�tVWXS� N� DXWRUVWYt� MH� SRGOH� PQH� VSUiYQê�� QHER"� DXWRUVWYt� MDNpKRNROLY
RGERUQtND�� NWHUê� QiYUK� =iNRQD� R� HOHNWURQLFNpP� SRGSLVX� S�LSUDYRYDO�� MH� WRWLå�PtUQ�� �HþHQR
SRFK\EQp�� =� S$YRGQtKR� QiYUKX� ]E\OR� S�LEOLåQ�� RVPQiFWL� SURFHQWQt� WRU]R� D� WH[W� YORåHQê
RGERUQRX�VNXSLQRX�]DVH�Y\FKi]HO�]H�]Q�Qt�D�]iVDG�6P�UQLFH�(8��$XWRU\�MVRX��Y�SUDYpP�VORYD
VP\VOX� YãLFKQL� WL�� NWH�t� SRPRFt� SR]P��RYDFtFK� QiYUK$� ]iNRQ� XSUDYLOL� �� WHG\� SRVODQFL
Parlamentu. Zákon vstoupil v platnost 1.10.2000.

1D�~SOQê�]iY�U�XYHGX�MHãW��MHGQX�GRVORYQRX�FLWDFL��
�*HQHURYiQt� SRFK\EQRVWt� RNROR� YêNODGX� �� ���� NWHUê� RG� VDPpKR� SRþiWNX� YHOPL� YDGt

Q�NWHUêP� OREXMtFtP� ILUPiP�� MH� Yê]QDPQêP� VLJQiOHP� R� WRP�� åH� VH� W�PWR� OREE\VW$P� MLå
SRGD�LOR� ]�HMP�� SURQLNQRXW� GR� þLQQRVWL� Ò22Ò��� 9ODGLPtU� 6PHMNDO�� UXEULND� =SUiY\
��������������9\MiG�HQt�Ò22Ò��http://www.e-podpisy.cz/ .

7DNRYpWR� NRQVWDWRYiQt� MH� EH]REVDåQp� D� SUREOpP\� NROHP� SDUDJUDIX� ��� QH�Hãt�
3�HGSRNOiGiP��åH�WHSUYH�QD�t]HQt�YOiG\��NWHUêP�VH�Y\XåLWt�HOHNWURQLFNpKR�SRGSLVX�XSUDYXMH�Y
REODVWL� YH�HMQp� PRFL�� W\WR� SUREOpP\� Q�MDNêP� ]S$VREHP� RGVWUDQt� QHER� DOHVSR�� XYHGH� QD
pravou míru. 7HQWR�þOiQHN�QHY]QLNO�MDNR�VQDKD�R��JHQHURYiQt�SRFK\EQRVWt���DOH�VQDåt�VH
SRMPHQRYDW� SUREOpP\�� NWHUp� SDUDJUDI� ��� P$åH� Y� VRE�� REVDKRYDW�� 3RNXG� MVRX� W\WR
SUREOpP\�PDOLFKHUQp���WtP�OpSH��SRNXG�QH���MH�SRW �HEQp�VH�V�QLPL�Q�MDNêP�REMHNWLYQtP
]S$VREHP�Y\SR�iGDW�
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D. Kryptografie a normy
Ing. Jaroslav Pinkava, CSc. (AEC spol. s r.o./ Norman Czech Republic)

Díl 3.
Normy PKCS (Public-Key Cryptographic Standards) - PKCS #5.

Úvod
'QHãQt�þiVW�VHULiOX�EXGH�Y�QRYiQD�3.&6���, WM��YODVWQ��SUREOHPDWLFH�SUiFH�V heslem.

1HMHGQi�VH�YãDN�R�SRSViQt�FHVW�MDN�YROLW�VSUiYQp�KHVOR��GpOND��SRXåtYDQp�]QDN\���DE\FKRP�VH
Y\KQXOL� VORYQtNRYêP� ~WRN$P�� UHVS�� ~WRN$P�REGREQpKR� FKDUDNWHUX�� &tOHP� QRUP\� MH� SRSVDW
]S$VRE\�� GOH� NWHUêFK� O]H� EH]SHþQ�� ]�GDQpKR� KHVOD� RGYR]RYDW� WDMQê� NOtþ� �SRXåLWê� QDS��� SUR
]DãLIURYiQt�VRXNURPpKR�NOtþH��

PKCS #5
Jako ostatní normy z��DG\�3.&6�Pi�L�S�WND�VYRMt�KLVWRULL��3UYQt�MHMt�YHU]H�VH�REMHYLOD

v únoru 1991. V�VRXþDVQRVWL�SODWt�YHU]H����NWHUi� URYQ�å�SURãOD�Q�NROLND�GUDIW\�� DE\�QDNRQHF
byla vydána jako rfc2898 (lit. [1]). Autorem tohoto dokumentu je známý odborník, pracovník
firmy RSA Security Burt Kaliski.
���'RNXPHQW�REVDKXMH�GRSRUXþHQt�SUR�QiVOHGXMtFt�W�L�VFKpPDWD�
���IXQNFH�SUR�RGYR]RYiQt�NOtþ$��key derivation functions);
-  šifrovací schémata;
-  schémata pro autentizaci zpráv.

9ãH� GRSO�XMH� SRSLV� WHFKQLN� GOH� V\QWD[H� $61���� 'RSRUXþHQt� MVRX� IRUPXORYiQD� SUR
obecné (tj. nekonkretizované) aplikace v pRþtWDþtFK� D� NRPXQLNDþQtFK� V\VWpPHFK� D� MVRX
SRP�UQ��IOH[LELOQt�

)XQNFH�SUR�RGYR]RYiQt�NOtþ$
ÒNROHP� WpWR� IXQNFH� �IXQNFH�SUR�RGYR]RYiQt�NOtþ$�� MH� Y\WYR�LW� QRYê� �RGYR]HQê�� NOtþ

z�S$YRGQtKR��]iNODGQtKR��NOtþH�D�GDOãtFK�SDUDPHWU$��7tPWR�]iNODGQtP�NOtþHP�MH�]GH�PtQ�QR
KHVOR�D�RVWDWQtPL�SDUDPHWU\�MVRX�W]Y��V$O��VDOW�±�WDWR�E\�P�OD�EêW�JHQHURYiQD�QiKRGQ��D�P�OD
E\�EêW�PLQLPiOQ�� ���ELW$� GORXKi�� D� VWDY� þtWDþH��.�RGYR]HQt� NOtþ$� MH� SRXåLWD� SDN� KDVKRYDFt
IXQNFH� �REY\NOH� 0'�� þL� 6+$����� 'pOND� RGYR]HQpKR� NOtþH� MH� RPH]HQD� GpONRX� YêVWXSX
KDVKRYDFt�IXQNFH��WM��SUR�0'��WR�MH�����ELW$��SUR�6+$���WR�MH�����ELW$��

Poznámka. V�QiYD]QRVWL� QD� FK\VWDQRX� QRUPX�$(6� VH� MLå� REMHYLOD� ±� ]DWtP�YH� YHOLFH
S�HGE�åQp�YHU]L� ±�KDVKRYDFt� IXQNFH�6+$������ MHMtå�YêVWXS� �� MDN�Qi]HY� QDSRYtGi��Pi� GpONX
����ELW$�

V�GRNXPHQWX� 3.&6��� MH� KHVOHP� PtQ�Q� RNWHWRYê� �HW�]HF� ��HW�]HF� RVPLELWRYêFK
]QDN$�� OLERYROQp� GpON\�� 2EY\NOH� MH� SUR� NyGRYiQt� E�åQpKR� WH[WX� SRXåLWR� Q�MDNp� VWDQGDUGQt
SUDYLGOR��$6&,,�þL�87)����

2EHFQê�S�tVWXS�NH�NU\SWRJUDILL�SRXåtYDMtFt�KHVOD�NRPELQXMH�KHVOR�VH�ÄVROt³�D� WDNWR�MH
RGYR]RYiQ� NOtþ�� Ä6$O³� MH� SDN� MDNêPVL� SDUDPHWUHP� YHONp� PQRåLQ\� NOtþ$� D� QHPXVt� EêW
XWDMRYiQD�� ,� NG\å� SURWLYQtN�P$åH� ]NRQVWUXRYDW�PQRåLQX� YãHFK�PRåQêFK� KHVHO� �VORYQtNRYê
~WRN��� EXGH� SUR� Q�M� REWtåQp� ]NRQVWUXRYDW�PQRåLQX� YãHFK�PRåQêFK� NOtþ$� ±� SUR� NDåGp� KHVOR
H[LVWXMH� YHONp� PQRåVWYt� NOtþ$�� 3URWLYQtN� WXGtå� MH� QXFHQ� SURKOHGiYDW� KHVOD� SUR� NDåGRX
NRQNUpWQt�ÄV$O³�

3RXåtYiQ� MH� L� QiVOHGXMtFt� S�tVWXS�� NWHUê� Pi� ]D� FtO� ]YêãLW� YêSRþHWQt� QiURN\� WRWiOQtFK
]NRXãHN��3�L�RGYR]HQt�NOtþH�VH�SRXåLMH�GORXKi�VpULH� LWHUDFt��QDS���YêSRþHW�SRPRFt�KDVKRYDFt
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IXQNFH����HNQ�PH������D�]DWtPFR�RVRED�]QDMtFt�VSUiYQp�KHVOR�MH�VFKRSQi�SURYpVW�WHQWR�SRþHW
LWHUDFt��RVRED��NWHUi�]NRXãt�U$]Qi�KHVOD�MLå�QHQt�VFKRSQD�SUR�NDåGRX�]�PRåQRVWt�WRWR�SURYpVW�

V materiálu PKCS#5 jsou�SRSViQ\�GY��IXQNFH�SUR�RGYR]RYiQt�NOtþ$�] hesla: PBKFD1
a PBKFD2. První z�QLFK� MLå� QHQt�GRSRUXþRYiQD�SUR�QRYp� DSOLNDFH�� ]GH�SURWR� EXGH� SRSViQD
pouze druhá funkce PBKFD2.

3RVWXS�YêSRþWX�'.�

       DK = PBKDF2 (P, S, c, dkLen)

       1.           l = CEIL (dkLen / hLen) ,
                     r = dkLen - (l - 1) * hLen .

=GH� O� MH� SRþHW� K/HQ�RNWHWRYêFK� EORN$� '.� �]DRNURXKOHQê� QDKRUX��� � U� MH� SRþHW� RNWHW$
posledního bloku, CEIL([��±�QHMPHQãt�FHOp�þtVOR�Y�Wãt�QHå�x.

���������3RVWXSQ��SUR�NDåGê�EORN�'.�VSRþWHPH

                   T_1 = F (P, S, c, 1) ,
                   T_2 = F (P, S, c, 2) ,
                   ...
                   T_l = F (P, S, c, l) ,

          kde F je xor (PRG����VRXþHW

                   F (P, S, c, i) = U_1 \xor U_2 \xor ... \xor U_c
          a
                   U_1 = PRF (P, S || INT (i)) ,
                   U_2 = PRF (P, U_1) ,
                   ...
                   U_c = PRF (P, U_{c-1}) .

����������,17��L��MH���RNWHWRYp�NyGRYiQt�FHOpKR�þtVOD�L��QHMYê]QDþQ�Mãt�RNWHW�MH�SUYQt�

      3. .RQNDQWHQDFt�W�FKWR�EORN$��SUYQtFK�GN/HQ�RNWHW$��]tVNiPH�RGYR]HQê
�����������NOtþ�

                   DK = T_1 || T_2 ||  ...  || T_l<0..r-1>

Zde PRF  je vhodná pseudonáhodná funkce, hLen je délka jejího výstupu, P je heslo,
S�MH�ÄV$O³��F�VWDY�þtWDþH��GN/HQ�MH�]DPêãOHQi�GpOND�NOtþH���QHMYêãH����A��������
�hLen) a DK je
]tVNDQê�RGYR]HQê�NOtþ�

Šifrovací schémata vycházející z hesla
7\SLFNêP�Y\XåLWtP�W�FKWR�VFKpPDW�MH�RFKUDQD�VRXNURPpKR�NOtþH��NGH�S�tVOXãQi�]SUiYD

REVDKXMH�LQIRUPDFL�R�VRXNURPpP�NOtþL��GOH�3.&6#8).
2S�W� H[LVWXMt� GYD� SRSVDQp� SRVWXS\�� SUYQt� VH� RStUi� R� Y\XåLWt�PKBDF1 v kombinaci

s blokovou šifrou (jako jsou DES, RC2 v módu CBC). Zde bude popsán pouze druhý postup
opírající se o 3%.')���Y�UIF�����MH�SDN�SRSViQR�XåLWt�VH�ãLIURYêP�DOJRULWPHP�RC5).
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PBES2:

A.Zašifrování zprávy M pomocí hesla P (výsledkem je šifrový text C):

���6SRþWHPH����������������'.� �.')��3��6��c, dkLen) .
2. Zašifrujeme zprávu M (odpovídajícím algoritmem) s�SRPRFt�NOtþH�'.�

(zde P je heslo, S�MH� V$O�� F� MH� VWDY� þtWDþH� D�GN/HQ�XUþXMH�GpONX�RGYR]HQpKR�NOtþH�'.��0� MH
zpráva).

%�'HãLIURYiQt�ãLIURYpKR�WH[WX�&�KHVOHP�3�SUR�]tVNiQt�RWHY�HQpKR�WH[WX�0�

���6SRþWHPH����������������'.� �.')��3��6��c, dkLen) .
2. Dešifrujeme zprávu M (odpovídajícím algoritmem) s�SRPRFt�NOtþH�'.�

Schema pro autentizaci zprávy
7RWR� VFKpPD�REVDKXMH�Y\WYR�HQt�0$&� �DXWHQWL]DþQt�NyG� ]SUiY\�� D� YHULILNDFL� WRKRWR

NyGX��0$&�MH�S�LWRP�Y\WYi�HQ�SRPRFL�NOtþH�D�YHULILNDFH�0$&�SUREtKi�Y\XåLWtP�WpKRå�NOtþH�
V kryptografii opírající sH�R�SRXåtYiQt�KHVOD� MH� WtPWR�NOtþHP�VDPR�KHVOR�� -H�SRSViQR� MHGLQp
schéma PBMAC1.

$�9\WYi�HQt�0$&�

��6WHMQRX�FHVWRX�MDNR�YêãH��S�HGHãOê�RGVWDYHF��VSRþWHPH�RGYR]HQê�NOtþ�
                   DK = KDF (P, S, c, dkLen) .
��� =SUiYD� 0� MH� ]SUDFRYiQD� RGSRYtGDMtFtP� VFKpPDWHP� SUR� DXWHQWL]DFL� ]SUiY\� S�L� Y\XåLWt
RGYR]HQpKR�NOtþH�'.�D�MH�]tVNiQ�DXWHQWL]DþQt�NyG�7�

%��2Y��HQt�0$&�SUREtKi�DQDORJLFNRX�FHVWRX�

6FKpPDWHP�SUR� DXWHQWL]DFL� ]SUiY\� ]GH�P$åH�EêW�QDS���+0$&�6+$��� RStUDMtFt� VH� R
Y\XåLWt�KDVKRYDFt�IXQNFH�6+$����.Otþ�Y�WRPWR�VFKpPDWX�Pi�SURP�QOLYRX�GpONX�D�DXWHQWL]DþQt
NyG�7��Pi�GpONX�����ELW$��),36��������

Shrnutí
Postupy v�PDWHULiOX� � UIF�����SDW�t�PH]L�GQHV�E�åQ�� XåtYDQp�PHWRG\�SUiFH� V heslem.

Nejsou to však cesty jediné. V�þOiQFtFK� >�@� �� Y podkladových materiálech skupiny P1363
(Study Group on Password-Based Authenticated-Key-Exchange Methods) lze nalézt celou
�DGX� QRYRGREêFK� SRVWXS$� SUR� SUiFL� V heslem. Vzhledem k�WRPX�� åH� W�FKWR� PDWHULiO$� MH
SRYtFHUR� �PLQLPiOQ��S�W�� MH�YãDN�PRåQp��åH�S�HG�]SUDFRYiQtP�S�tVOXãQpKR�GRNXPHQWX� MHãW�
Q�MDNp�S�LEXGRX��E\O�E\�YêNODG�W�FKWR�WHFKQLN�]QDþQ��REViKOê�

2GND]XML� ]DLQWHUHVRYDQpKR� þWHQi�H� SURWR� S�tPR� QD� W\WR� þOiQN\� ±� � MLå� UR]SUDFRYDQê
dokument P1363a ($PHQGPHQW�� VRXþDVQi� YHU]H� �� 'UDIW� ��� VH� W�PLWR� WHFKQLNDPL� ]DEêYDW
nebude. Výjimkou je definice funkce .')�� �IXQNFH� SUR� RGYR]HQt� NOtþ$��� NWHUi� VH� RG� YêãH
popsané funkce PKBDF2 liší v�Q�NWHUêFK�GHWDLOHFK�D�VDPR]�HMP��Y�REHFQ�MãtP�SRXåLWt�

7HSUYH� QRY�� Y]QLNOi� VNXSLQD� �The IEEE P1363 Study Group for Future Public-Key
Cryptography 6WDQGDUGV��EXGH�]SUDFRYiYDW�GRNXPHQW��NWHUê�E\�P�O�REVDKRYDW�QiYUK�SRVWXS$
SUR� SUiFL� V� KHVOHP� �WDWR� VNXSLQD� E\OD� ]IRUPRYiQD� WHSUYH� QD� SRþiWNX� WRKRWR� URNX� D� ]DWtP
QHY\GDOD�åiGQê�GRNXPHQW����UHVS��GUDIW��
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=D� ]PtQNX� YãDN� VWRMt� PDWHULiO� >���@�� -HKR� REVDKHP� YãDN� QHQt� SRSLV� MHãW�� NRQNUpWQt
YROED�SRVWXS$�D�WHFKQLN��DOH�SRSLVXMH�VStãH�FtOH��NWHUp�EXGH�VOHGRYDW�EXGRXFt�VWDQGDUGL]DFH�
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E. /HWHP�ãLIURYêP�VY�WHP

,QIRUPDFH� SUR� RGE�UDWHOH� e-]LQX�� � 3URVtP� QHS�HKOpGQ�WH� ]P�QX� e-mail spojení. Od
1.12.2000 nastupuji na ÚOOÚ, kde se budu zabývat problémy spojenými s elektronickým
podpisem. Moje e-mail adresa tedy bude cca od 4.12.2000 vondruskap@uoou.cz� �XS�HVQtP
GRGDWHþQ����$GUHVD�pavel.vondruska@post.cz je stále platná.

1. 3UR�]iMHPFH�R�EH]SHþQRVW�PRELOQtFK�WHOHIRQ$�GRSRUXþXML�QRY��SXEOLNRYDQê�þOiQHN�DXWRU$
6ORERGDQD� 3HWURYLþH� D� Amparo Fúster-6DEDWHUD�� -H� ]GH� ]YH�HMQ�QD� kryptoanalýza
DOJRULWPX� $���� �VODEãt� YHU]H� $����� NWHUê� VH� XåtYi� Y� PRELOQtFK� WHOHIRQHFK� L� QD� QDãHP
~]HPt��� 3XEOLNRYDQi� PHWRGD� GRND]XMH�� åH� � VORåLWRVW� MH� MHQ� � GY�� QD� VHGPQiFWRX
http://eprint.iacr.org/2000/052.pdf  .

2. -DNR�EêYDOê�ãDFKLVWD�VL�QHPRKX�RGSXVWLW�]SUiYX�]H�ãDFKRYpKR�VY�WD��=iSDV�R�PLVWUD�VY�WD
mezi Garry .DVSDURYHP� D� MHKR� EêYDOêP� åiNHP� Vladimirem .UDPQLNHP� VNRQþLO
YtW�]VWYtP� S�WDGYDFHWLOHWpKR�Kramnika ! Garry Kasparov patnáct let neprohrál zápas s
åiGQêP�þORY�NHP���[�SURKUiO�V�SRþtWDþHP���1\Qt�Y�]iSDVH�QD�ãHVWQiFW�SDUWLt��[�SURKUiO�D
��[� UHPL]RYDO� �VWDY� S�HG� SRVOHGQt� SDUWLt��� Kramnik je sympatický vysoký mladý
VHEHY�GRPê� PXå�� 1D� ]iY�U� MHGQD� ]� MHKR� Y�W�� NWHURX� MVHP� VL� ]DSDPDWRYDO�� �1HO]H
VURYQiYDW� ãDFK\� V� SROLWLNRX�� âDFKLVWp� ]iSDVt� þHVWQ��� Y� SROLWLFH� QHYtW�]t� YåG\� PRXG�HMãt
QHER�YêMLPHþQ�Mãt��

3. 3RNXG� SRW�HEXMHWH� LQIRUPDFH� R� VWDYX� ]iNRQRGiUVWYt� Y� REODVWL� HOHNWURQLFNpKR� SRGSLVX
�UHVS�� GLJLWiOQtKR� SRGSLVX�� �� SDN� P$åHWH� Y\XåtW� LQIRUPDFH� QD� 85/� DGUHVH
http://rechten.kub.nl/simone/ds-lawsu.htm� �� -VRX� ]GH� XYHGHQ\� LQIRUPDFH� ]H� YãHFK� VWiW$
VY�WD�� %RKXåHO� DNWXDOL]DFH� �� DOHVSR�� Y� S�tSDG�� ýHVNp� UHSXEOLN\� �� QHQt� S�tOLã� GREUi��1D
serveru je uvedeno, �åH�SRVOHGQt�DNWXDOL]DFH�E\OD�SURYHGHQD������������

4. 7DNp�QHY��tWH�HOHNWURQLFNpPX�SRGSLVX�"�1HOtEt�VH�9iP�VNXWHþQRVW��åH�VH��QHSRGHSLVXMHWH
Y\�RVREQ��� DOH�SRGHSLVXMH�YiV�SRþtWDþ�� NWHUê�P$åH�EêW� ]QDþQ�� QHG$Y�U\KRGQê"�3DN� YiV
MLVW�� ]DXMPH� þOiQHN� ]QiPpKR� RGERUQtND�� kryptologa Bruce Schneiera  "Why Digital
Signatures Are Not 6LJQDWXUHV�� �� ýOiQHN� Y\ãHO� ����������� YH� ]QiPpP� HOHNWURQLFNpP
þDVRSLVH�Crypto-Gramm ,  http://www.counterpane.com  .

5. =DMtPDYê� þOiQHN� R� VNXWHþQp� N\EHUQHWLFNp� YiOFH� PH]L� hackery z Izraele a Palestiny si
P$åHWH�S�HþtVW�QD�http://www.zdnet.com/zdnn/stories/news/0,4586,2647934,00.html

6. 'DOãt�]DMtPDYê�þOiQHN�RG�%�Scneiera a C.Ellisona  "10 Risks of PKI" lze získat na URL
adrese : http://www.counterpane.com/pki-risks.html

7. Legendární Enigma, která byla ukradena z muzea v Bletchley Parku (viz zpráva v
PLQXOpP�þtVOH���E\OD�YUiFHQD�QD�VYp�PtVWR
http://news.bbc.co.uk/hi/english/uk/newsid_977000/977127.stm
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8. 2�þHP�MVPH�SVDOL�S�HG�URNHP�"
Crypto-World 11/99 http://www.mujweb.cz/veda/gcucmp/casopis/crypto11_99.html
$��-DN�MH�WR�V�EH]SHþQRVWt�HOLSWLFNêFK�NU\SWRV\VWpP$�"��,QJ��3LQNDYD�
%��=QiPê�SUREOpP�S�tVWXSX�N�]DEH]SHþHQêP�VHUYHU$P�SRPRFt�SURWRNROX�https  s aplikací
Internet Explorer 5 v systému Windows NT 4.0 s aktualizací SP4

 C.Y2Kcount.H[H���7URMVNê�N$��Y�SRþtWDþtFK
      D.Matematickp�SULQFLS\�LQIRUPDþQt�EH]SHþQRVWL��'U��6RXþHN�

F. =iY�UHþQp�LQIRUPDFH

1.Sešit

Crypto-:RUOG�MH�RILFLiOQt�LQIRUPDþQt�VHãLW�SULPiUQ��XUþHQê�SUR�þOHQ\��.U\SWRORJLFNp
VHNFH�-HGQRW\�þHVNêFK�PDWHPDWLN$�D�I\]LN$���*&8&03���9ãHFKQ\�XYHGHQp� LQIRUPDFH� MVRX
S�HY]DW\�]�YROQ��GRVWXSQêFK�SURY��HQêFK�]GURM$� �,QWHUQHW��QRYLQ\��QHER�VH� MHGQi�R�S$YRGQt
þOiQN\� SRGHSVDQp� DXWRU\�� 3�tSDGQp� FK\E\� D� QHS�HVQRVWL� MVRX� GtOHP� 3�9RQGUXãN\� D� DXWRU$
MHGQRWOLYêFK�SRGHSVDQêFK�þOiQN$��*&8&03�]D�Q��QHPi�RGERUQRX�DQL�MLQRX�]RGSRY�GQRVW�

$GUHVD� 85/� �� QD� Qtå� P$åHWH� QDMtW� WHQWR� VHãLW� �QHMG�tYH� ��� GQt� SR� MHKR� UR]HVOiQt�� D
S�HGFKR]t� VHãLW\� *&8&03� �]NRQYHUWRYiQ\� GR� 3')� IRUPiWX��� LQIRUPDFH� R� S�HGQiãNiFK� ]
NU\SWRORJLH�QD�0))�8.��Q�NWHUp�þOiQN\�D�GDOãt�VRXYLVHMtFt�WpPDWD��

http://www.mujweb.cz/veda/gcucmp  .

Pokud se zajímáte pouze o sešit Crypto-:RUOG��P$åHWH�SRXåtW�OpSH�GRVWXSQRX�DGUHVX�

http://cryptoworld.certifikuj.cz

2.Registrace / zrušení registrace

3RNXG�PiWH�]iMHP�R�]DVtOiQt� WRKRWR�VHãLWX��P$åH�VH�]DUHJLVWURYDW�SRPRFt�e-mailu na
adrese pavel.vondruska@post.cz� �S�HGP�W��Crypto-:RUOG�� QHER� SRXåtW� N� RGHVOiQt� åiGRVWL� R
UHJLVWUDFL�IRUPXOi��QD�http://www.mujweb.cz/veda/gcucmp/���3�L�UHJLVWUDFL�Y\åDGXMHPH�SRX]H
MPpQR�D�S�tMPHQt��WLWXO��SUDFRYLãW���QHQt�SRGPtQNRX��D�H�PDLO�DGUHVX�XUþHQRX�N�]DVtOiQt�VHãLWX�

�.H�]UXãHQt�UHJLVWUDFH�VWDþt�]DVODW�NUiWNRX�]SUiYX�QD�e-mail pavel.vondruska@post.cz
�S�HGP�W��UXãtP�RGE�U�Crypto-:RUOGX�����9H�]SUiY��SURVtP�XYH�WH�MPpQR�D�S�tMPHQt�D�e-mail
adresu, na kterou byl sešit zasílán.

3.Spojení

E�åQi�NRPXQLNDFH��]DVtOiQt�S�tVS�YN$
p.vondruska@nbu.cz -   do 30.11.2000
vondruskap@uoou.cz - od 3.12.2000 (?)

pavel.vondruska@post.cz -    RVREQt�SRãWRYQt�DGUHVD��UHJLVWUDFH�RGE�UDWHO$
pavel.vondruska@sms.paegas.cz -  zasílání SMS


